Computer Crimes Outline
Professor Kerr—Fall 2008

I. Overview of Computer Crime Law
A. Substantive v. Procedural Computer Crime Law:

1) Substantive—governs the use of a computer to commit a crime; computer misuse crimes (hacking, viruses, denial of service) and traditional crimes

2) Procedural—governs the legal procedure investigators can use to collect digital evidence.  

(a) Fourth Amendment—how does it apply to digital evidence collection?

(b) Statutory Privacy laws

II. Computer Misuse Crimes
A. Two distinct misuses:

1) Exceeding privileges on a computer

2) Denying others privileges 

B. Rationale: idea that there is certain info that you have access to and certain info you do not; But should there be criminal consequences, or just civil?  If so, for which misuse crimes?

C. Reasons to Prosecute:
1) Deterrence

(a) Computers are usually open; costs of computer crime may be high

2) Retribution

D. Main Questions:

1) What type of computer misuse should be punished?  

(a) Do we focus on the intent?  On the resulting harm?  

2) What conduct should be considered a crime? 

3) How do you attribute losses?

(a) To what extent is the victim’s response the result of the act, or to what extent is the victim’s response their own response? (spending $$ on security, etc.)

E. Theft/Property Approach

1) Idea of theft law is that you are taking away that property of another when you have no right to do so.  Using theft framework, prosecutors had to identify two things:

(a) What is the property interest?
(b) When was the property taken?

(i) But in case of computer misuse, identifying a property interest and then concluding that it was taken can require considerable creativity

2) Computers as Property: courts have concluded that computer usage was property, data stored in computer qualified as property, and even password of computer was property

3) Kerr: possible to use theft approach to address comp crimes, but not a great fit.  Cases are still on books even though 
other statutes have largely supplanted their role.
4) Case Examples:

(a) United States v. Seidlitz (4th Cir. 1978) (stealing source code is theft of data, which is property because it is valuable); Seidlitz was a former employee of OSI, a computer service company;  he leave to start his own company and accesses the supervisors account remotely to obtain a source code.  Charged under federal wire fraud statute.  4th Circuit identifies source code as the property that Seidlizt took. 

(i)  Rationale of wire fraud statute—prevents scheme of trickery to get something of value from someone.  If no economic value, likely that wire fraud charge won’t stick.  Also requires an intent to defraud.  
(b) Carpenter v. U.S. (1987) (confidential business info has long been recognized as property); WSJ columnist conspiracy to buy/sell stocks based on his newspaper column and effect it would have on stocks.  Charged under wire and mail fraud statutes under theory that the conspiracy had defrauded the WSJ of its property.  S.C. affirms.  

(i) Does information’s market value automatically mean it should be treated as property?

(ii) What about confidential info with no market value?

(c) State v. McGraw (S.C. of Ind. 1985) (harm sought to be prevented by theft statute is deprivation of property); defendant was working for City and became involved in a private sales venture.  He used a small portion of his computer library to maintain records of the venture.  Charged and convicted of two counts of theft. 

(i) S.C. reverses—not theft.  Harm sought to be prevented by theft statute is a deprivation of ones property or its use, not a benefit to someone else that harms nobody.  City didn’t actually lose anything.  

(ii) Consistent with Seidlizt?  Maybe if you focus on harm—City of Indy was not harmed, while OSI is potentially harmed.
5) Theory of Conversion: majority in McGraw suggests that theory of conversion may be used to prosecute an employees computer misuse when the employee does not intend to deprive other of the use of the computer.  Conversion generally does not require an attempt to deprive the owner of property.  

(a) U.S. v. Collins (D.C. Cir. 1995): Worked for Defense Intelligence Agency and stored hundreds of docs on ballroom dancing on work computer.  DC Cir. rejected govt’s theory that Collins had converted govt property by using the classified computer network for personal purposes.

(b) U.S. v. Girard (2d Cir. 1979): corrupt DEA agent used work computer to access and download filed identifying undercover drug agents, which he planned to sell.  2nd Cir said that he had converted government’s property.

(i) Is the distinction the one posed potential harm to employer and the other did not?
F. Advantages of Computer Specific Statutes

1) Focus on the ethical problems at issue

2) Visible, direct deterrents

(a) Make clear to people the boundary of legally permissible conduct

3) Encourage establishment of rules

(a) Guide law enforcement as to how investigations can be conducted re civil liberties

4) Prosecution problems eased, litigation reduced

5) Specific laws avoid legal fictions

6) Allow gathering statistics on computer crime

7) Uniformity (if federal)
UNAUTHORIZED ACCESS

G. Deficiencies of prosecuting computer misuse using theft laws led fed gov’t and all 50 states to enact specific statutes prohibiting computer misuse.
H. 18 U.S.C. 1030 – a.k.a. “Computer Fraud and Abuse Act”

1) 18 U.S.C. 1030(a) prohibits “access” to a “protected computer” “without authorization” and sometimes “exceeding authorization”.  
(a) 1030 (a)(1)—rarely used; hacking to obtain classified government secrets

(i) Prohibits unauthorized access to a computer without authorization or exceeding authorized access to obtain classified info to injury US or aid foreign power
(b) 1030(a)(2)—focuses on obtaining information
(i) Prohibits unauthorized access to a computer without authorization or exceeding authorized access and obtaining information from a protected computer


(ii) “obtaining information” includes mere observation of the data
(iii) “protected computer” means a computer exclusively used by a financial institution or the government; OR any computer which is used in interstate or foreign commerce or communications

(1) Thus, seems that any computer with an Internet connection is a “protected computer” and “obtaining information” from a “protected computer” can mean simply viewing data from a computer that is connected to the Internet
(iv) Becomes a felony with 5 year max punishment if: 

(1) Committed for commercial advantage or private financial gain;

(2) Committed in furtherance of a criminal act; OR

(3) Value of the information obtained exceeds $5,000 (1030(c)(2)(C)—check amendments

a. *multiple convictions can trigger felony violation; up to 10 yrs if defendant has prior conviction under §1030 (a) or (b)
(c) § 1030 (a)(3)—trespass to U.S. government computers

(i) Applies only to access into United States government computers

(ii) Always a misdemeanor, unless the defendant has a prior conviction under §1030 (then a felony punishable by up to ten years)

(iii) Simple trespass statute—no requirement that any information be obtained by the defendant

(iv) Limited to access without authorization

(d) §1030 (a)(4)—Fraud

(i) Combines unauthorized access prohibitions of (a)(2) with wire fraud statute


(e) §1030(a)(5)—Damage
(i) Deals with computer misuse that results in damage; focus is on the dollar value (most important-- $5000 loss threshold)- check after amendment 

(f) § 1030(a)(6)—Password trafficking
(i) Deals with buying/selling passwords

(g) § 1030 (a)(7)—prohibits extorting money or other property using threats to cause damage to computers

(i) 5-year felony

(h) § 1030(e)—Defines key terms

(i) “Exceeds authorized access”: means to access a computer without authorization and to use such access to obtain or alter information in the computer that the person is not entitle to so obtain or alter

(ii) “damage” means any impairment to the integrity, or availability of data, a program, a system or information;

(iii) “loss” means any reasonable cost to any victim, including the cost of responding to an offense, conducting a damage assessment, and restoring the data, program, system, or information to its prior condition, and any revenue lost, cost incurred or other consequential damages incurred because of interruption of service
(iv) “protected computer” means a computer exclusively used by a financial institution or the government; OR any computer which is used in interstate or foreign commerce or communications

(1) Thus, seems that any computer with an Internet connection is a “protected computer” and “obtaining information” from a “protected computer” can mean simply viewing data from a computer that is connected to the Internet
2) ACCESS & AUTHORIZATION
(a) Access—What does it mean to “access” a computer?

(i) Physical Approach: Not whether you are getting inside; access depends on sending communications that are received by the other computer.
(1) Kerr seems to like this approach

a. He would say that “access” is any successful interaction with a computer, no matter how minor—this would eliminate access as a limit on the scope of unauthorized access statutes, and would place all the weight on the meaning of authorization

(2) By and large, courts have adopted more of a physical approach. 

a.  See e.g., State v. Riley: defendant attempted to guess password, but was unsuccessful—this is access.

b. American Online v. National Health Care Discount (N.D. Iowa 2000): AOL brought suit against Nat’l for hiring a spammer to send bulk emails about their health care plans to AOL customers.  Argued that by harvesting email addresses and sending email to AOL customers, the spammer had accessed AOL’s computers without authorization.  Does a computer user “access” another computer by sending email to it?  

i. Court said yes.  As a noun, access means the exercise of the “freedom or ability” to make use of something.  Court found that by sending members emails, Nat’l exercised the freedom or ability to make use of AOL’s computers.
(ii) Virtual Approach: getting to password prompt would be like going up to a locked door; not a crime as long as you don’t break in.

(1) See, e.g. State v. Allen (S.C. Kansas 1996) (Getting to password prompt is not access b/c Allen not yet “inside” computer—uses virtual access approach); Allen used his computer to call several Bell computer modems.  No evidence that he ever entered system or caused any damage.  Alleged damage- investigative costs and security upgrade.  

a. Court: until Allen proceeded past initial banner and entered passwords, could not be said to have had ability to “make use of Bell’s computers or obtain” anything.
(b) Authorization
(i) Three basic ways in which access might be unauthorized:
(1) Code based restrictions (circumventing code)
(2) Contract (breaking contract, terms of use/service agreements)
(3) Social Norm (breaching social norms)
a. If most users would understand that you are not supposed to access a computer in that way
(ii) Code Based Restrictions

(1) Guessing a password is access without authorization
a. When you bypass a password gate, code-based restriction, that is clearly NOT what you are supposed to be doing
(2) “Intended Function Test” (Morris)
a. When a user exploits weaknesses in a program and uses a function in an unintended way to access a computer, that access is “without authorization.”
i. United States v. Morris (2d Cir. 1991): Cornell grad student creates a worm and releases it, causing a number of government computers to crash.  Trying to exploit weaknesses in security systems.  He argues that he had authorization to use Cornell, Harvard and Berkley servers—he just exceeded authorization.  
i. Court: No, were not authorized to do what you did.  Used programs in an inappropriate manner.  Not intended function.  
(iii) Contract –Based Restrictions

(1) Breaching a contract means access in excess of authorization (EF Travel v. Explorica)
a. EF Travel v. Explorica (1st Cir. 2001): Former employee started competing travel company and had internet consultant create a “scraper” to get info off EF website.  Court finds that EF is likely to prove that Gormely exceeded authorized access based on confidentiality agreements between him and EF.  
b. Lori Drew Case/Indictment: Drew created fake Myspace page, pretending to be a 16 year old boy; 13 year old girl ends up committing suicide.  
i. Allegation: Set up Myspace page for the purpose of harassment, which violates MySpace terms of use contract.  
ii. Legal theory the same as EF Travel: if there is a contractual restriction on access, that governs from the standpoint of criminal law.
c. U.S. v. Phillips (5th Cir. 2007): UT student uses various programs to scan network system and retrieve data, including SS #s, passport #s and credit card info.  Argues that government failed to produce sufficient evidence that he “intentionally accessed a protected computer without authorization”.  Court says there was sufficient evidence.
i. Brute-force attack program was not an intended use of UT network (Morris).  Port-Scanning—breach of contract restrictions; he agreed not to do it.  
(2) Sensitive Govt Computers: Several courts have followed the reasoning of Explorica in the context of employees who misused sensitive government computers.  Apparent test for whether D had violated unauthorized access statute was whether the D had violated workplace policies on access.  Should unauthorized access to sensitive govt computers and MySpace case be treated the same?
a. U.S. v. Czubinski (1st Cir. 1997); (court noted that browsing tax returns of various friends/enemies “unquestionably exceeded authorized access” to the IRS computer). 
b. Shurgard Storage Ctrs. Inc. v Safeguard (W.D. Wash. 2000): court interpreted phrase “without authorization” in § 1030 by looking at agency principles; held that employees who accessed their employer’s computer to aid a future employer had made access without authorization.  
c. Commonweath v. McFadden (Pa. Sup. Ct. 2004) (police officer who sent fake terrorist threat from squad car charged with accessing police comp system “without authorization” b/c it was not being used for official purposes.)
d. State v. Olson  (Wash. Ct. App. 1987) (
(3) Kerr’s Comments/Policy Issues:
a. Should the same argument that applies for sensitive government employees also apply to the MySpace scenario?
b. Should unauthorized access statute permit all computer owners to rely on the criminal law to enforce all types of contractual restrictions on access?  Or should the law protect only some types of sensitive data and some types of reasonable restrictions?
c. Is breaching contractual restriction on access a morally culpable act that demands punishment from a retributive perspective?
d. Should private companies be able to determine a line of criminality by contract?
i. Kerr: Calls for some type of line drawing by either Court or Congress, regarding when contract-based restrictions should be a crime.  
ii. Dangerous theory of prosecution—would make basically anything you do on a computer illegal
iii. Thinks §1030 should really only apply to code-based restrictions; the “breaking-in” that we were worried about in Morris.
(iv) Norms Based Restrictions

(1) Kerr does not think there should be norms based restrictions
a. EF Travel v. Zefer Corp (court rejects “reasonable expectations” test); district court thought that a lack of authorization could be inferred from the circumstances using “reasonable expectations.”  COA rejects—“in general, a reasonable expectations test is not the proper gloss on subsection (a)(4) and we reject it.
i. If website doesn’t want scrapers to access them, should make it explicit
(c) Access Without Authorization versus Exceeding Authorized Access

(i) First School of Thought: says prohibition on “access without authorization” is limited to the circumvention of code-based restrictions; “Exceeds” extends beyond code-based restrictions to cover at least some contract-based and norms based breaches
(ii) Second School of Thought: No difference.
(1) Courts use interchangeably
(iii) Kerr: Thinks only conduct that is culpable, from standpoint of criminal law, is the code-based breaches.  Breach of contract-based restrictions should be a breach of contract issue (civil) , not a crime.
COMPUTER FRAUD STATUTES (§1030 (a)(4))
I. § 1030 (a)(4)—Computer fraud statute; punishes whoever:
1) Knowingly and with intent to defraud
2) accesses a protected computer without authorization, or exceeds authorized access,
3) and by means of such conduct, furthers the intended fraud and obtains anything of value
(a) Must have been a broader scheme that harms someone is an appreciable way
(b) Must be of value in light of intended scheme
4) Unless the object of the fraud and that thing obtained consists only of the use of the computer and the value of such use is not more than 5K in any one-year period.
(a) U.S. v. Czubinski (1st Cir 1997): IRS employee snooping around records into ppl’s tax returns; government can’t put together what the overall scheme or purpose for gathering the information was.  Court says government hasn’t proven fraud.  Fraud means obtaining something of value from someone through misrepresentation.  
5) 1030(a)(4) violations always a felony.  
COMPUTER DAMAGE STATUTES (§ 1030 (a)(5))

J. Focus on the harm inflicted on the computer owner and attempt to impose criminal liability for conduct that cause a particular amount of harm

1) Broken down into three distinct offenses: (check after amendment)
(a) (a)(5)(A)(i): knowingly causes the transmission of a program, information, code or command, and as a result of such conduct, intentionally causes damage without authorization, to a protected computer:
(i) Covers denial of service attacks, viruses, worms and other acts of denying rights
(b) (a)(5)(A)((ii): intentionally accesses a protected computer without authorization, and as a result, recklessly causes damage (Felony)—for felony, have $5000 loss requirement
(c) (a)(5)(A)(iii): intentionally accesses a protected computer without authorization, and as a result, causes damage; (strict liability misdemeanor)
2) Only deals with “without authorization”—(not “exceeding authorized access”)
3) Aggregation of loss
(a) Loss can be aggregated (course of conduct for 1-year period) to reach $5000
(i) Def. in § 1030 (e)(8) plus: “loss to 1 or more persons during any 1-year period (and, for purposes of an investigation, prosecution, or other proceeding brought by the United States only, loss resulting from a related course of conduct affecting 1 or more other protected computers) aggregating at least $5,000 in value; 
(b) “Loss” defined in § 1030(e)(11)—attempt to codify Middleton—as: any reasonable caose to any victim, including the cost of responding to an offense, conducting a damage assessment, and restoring the data, program, system or information to its condition prior to the offense, and any revenue lost, cost incurred or other consequential damages incurred because of interruption of service
(i) Reasonableness of victim’s reaction becomes the real issue.
(1) United States v. Middleton (9th Cir. 2000): Middleton, after leaving SlipNet Co., used a computer program called a “switch user” to switch his account to that of a receptionist.  Gained access to system and changed all the admin passwords, latered the computer registry, billing system, etc.  Argues that trial court incorrectly instructed jury on “damage” element of offense.
a. Holding: No abuse of discretion in trial court’s instruction that, in considering loss, jury could consider any loss that you find was a natural and foreseeable result of any damage you find occurred.
i. Note: you can compute hourly rate or employee that had to fix damage, even if they are on contract or salary; costs of creating “better” computer system not included
4) Mens Rea Requirement for 1030(a)(5): Unauthorized access must be intentional; damages do not have to be intentional though (Sablan)
(a) United States v. Sablan (9th Cir. 1996): Sablan was fired from a Bank; she went back and used an old password to access the mainframe.  She changed several files and deleted others.  She says the government must prove that she intentionally damaged the bank files.
(i) Court: No, 1030(a)(5)(A) does not require that the government prove the damage was intentional; only need to show intentional unauthorized access.  The remaining elements can be strict liability elements.
III. ECONOMIC CRIMES
A. Intro
1) How should criminal law regulate control of information to protect economic interests?
(a) Two approaches to keep in mind:
(i) General Property Approach: notion is that we can use traditional laws governing theft to protect economic interests online
(ii) Specific Statutes: i.e. Economic Espionage Act, Copyright Protection Act
B. Property Crimes
1) Basic idea is that physical property has an owner who enjoys the right to exclude others from accessing or using the property.
(a) People v. Johnson (Crim. Ct. NY 1990) (Credit card # is property) charge that the use of an illegally possessed AT&T credit card number was unlawfully offered, for a fee, to travelers at Port Authority in Manhatten.  The D had the credit card number written down on a piece of paper and ripped it up when a police officer approached him.  Charged w/criminal possession of stolen property
(i) Holding: Credit card number was property.  The number itself was what was crucial, not the form the property takes.  
(ii) Kerr: According to Johnson Court, if you possess something you aren’t supposed to that has an economic value, you possess stolen property.  When there is intent to harm the lawful owner, then that becomes possession of stolen property?  
(b) United States v. Farraj(S.D.N.Y. 2001) (Trial plans are “goods, wares or merchandise”) Paralegal at Orrick sends excerpt of Trial Plan to opposing counsel via email and offers to sell entire plan.  FBI agent, posing as attorney, negotiates to buy it for $2 million.  Show up to get money and are arrested.  Argue that §2314 only applies to the physical asportation of tangible goods or currency, not “information” stored and transmitted electronically.
(i) Holding: Transfer of electronic docs via the internet across state lines does fall within the purview of §2314.  
(ii) Kerr: Should it make a difference whether information is physical or electronic?  Once difference: when physical property is stolen, know it is stolen b/c owner no longer has it; w/ electronic info, when does it become stolen property?  Abel we put on it when we think owner has been affected and harmed.
C. Economic Espionage Act--  18 U.S.C. §§ 1831-39
1) Designed to punish and deter theft of a specific type of trade secrets
(a) § 1832(a)(2) (domestic): Punishes stealing “without authorization” copying, downloading, uploading, etc. a trade secret with intent to convert it to the economic benefit of anyone other than the owner
(i) Trade Secret: all forms and types of financial, business, scientific, technical, economic or engineering information . . . whether tangible or intangible . . . no matter how it is stored, memorialized physically, electronically, graphically, photographically or in writing if—
(1) The owner has taken reasonable measures to keep such information secret; and
(2) The information derives independent economic value from not being generally known to or readily ascertainable through proper means by the public (§ 1839(3))
(ii) Owner: person with rightful legal or equitable title or license.  
2) Requires Intent to Convert the Trade Secret to Benefit Someone other than the Owner
3) “Without Authorization”

(a) Authorization is the permission, approval, consent or sanction of the owner to obtain and destroy or convey the trade secret.

(b) Different than authorization in computer misuse cases
4) Case Example:

(a) United States v. Genovese (S.D.N.Y. 2005): tries to sell source code for Microsoft operating systems online. Charged with violation of 18 U.S.C. 1832(a)(2).  Argues that it is overbroad and unconstitutionally vague as applied.  EEA applies to anyone who intentionally copies, photographs, uploads, etc. a trade secret.

(i) Court: Motion denied.  Statue is specifically targeted toward illegal activity and does not reach protected speech; not constitutionally overbroad.

D. Identity Theft and Access Device Fraud

1) Two information misuse statutes that deal specifically with misuse of authentication and access device methods:
(a) 18 U.S.C. §1028—federal identity theft statute, prohibits fraud and misuse of identification docs such as driver’s license and passport (which are generally created using computers)
(b) 18 U.S.C. § 1029—access device fraud statute, prohibits fraud and misuse of credit card numbers, computer passwords and other info that controls account access

(i) Any card, number, or code that can be used to obtain goods or services
(ii) Statute prohibits using, possessing, trafficking and soliciting others to use counterfeit/unauthorized access devices, all with intent to defraud

2) United States v. Cabrera (1st Cir. 2000) (implements that perform identity theft, like computers, can have other uses, as long as the PRIMARY use by the defendant is for identity theft): Cabrera appealing conviction for possession of a document-making implement under 18 U.S.C. 1028(a)(5); He has a computer and a scanner, which he alleges is insufficient evidence.

(a) Holding: Affirm conviction.  Find that Cabrera’s system was “specially designed” for the production of identification documents.  Does not exclude that comp could have other legitimate uses.
E. Copyright Law

1) Copyright violation is a violation of one of five rights:

(a) Reproduction

(b) Distribution

(c) Public display

(d) Public performance of the work

(e) Preparation of derivative works

2) Copyright law protects the expression of an idea, but not the idea itself; can’t copyright ideas

3) Relevant Statutes: 17 U.S.C. § 506 and 18 U.S.C. § 2319

(a) Infringement becomes a crime when someone does it:

(i) Willfully for either

(1) Private financial gain; OR

(2) Commercial advantage

(ii) OR by reproduction or distribution on a large scale

(1) At least 10 copies of one or more copyrighted works with a total value of more than $2500 within 180 days

4) Fair Use Exception

(a) Safety valve that allows de minimis infringement

(i) Fair use of a copyrighted work for purposes such as criticism, comment, news reporting, teaching, scholarship, or research is not an infringement of a copyright

(b) Four factors considered in determining “fair use”:

(i) Purpose and character of use

(ii) Nature of copyrighted work

(iii) Amount and substantiality of portion used

5) Criminal Copyright—“Willfulness Requirement”

(a) Under current law, infringement cannot be a crime unless it is “willful.”  Most important distinction btw civil and criminal copyright law.  

(b) Core Criminal Copyright Law:

(i) D infringed copyright (no fair use exception)

(ii) D acted “willfully”

(iii) Certain dollar value of retail works; and sometimes

(iv) For commercial advantage or private financial gain

(1) United States v. Moran (D. Nebraska 1991) (willful copyright infringement is that which is done when you know what you are doing is wrong): Police officer also owns “mom and pop” video store; he makes copies of original tapes and rents copies “to insure” the original.  
a. Holding: D did not willfully infringe a copyright.  To be willful, infringement must have been a “voluntary, intentional violation of a known legal duty.”  Test is not whether Moran’s view was objectively reasonable, but whether he truly believed that the law did not proscribe his conduct.

6) Intent to Profit
(a) Under current law, intent to achieve commercial advantage or private financial gain is important for sentencing purposes, but not liability.  No Electronic Theft Act eliminated the requirement of intent to profit.  (check this).

(i) United States v. Shabazz (11th Cir. 1984): typical ‘80s copyright case.  Shabazz producing and distributing private A-tracks.  Court said it was not necessary that he actually made a profit—only requirement was that he engaged in the business to hopefully or possibly make a profit.
(ii)  United States v. LaMaccia (D. Mass. 1994): MIT student set up an electronic bulletin board and encouraged visitors to share software like Excel, Word, etc.  Lamaccia did not have intent to profit, so he could not be prosecuted under then-existing criminal copyright laws.  Tried to prosecute him under wire fraud act, but court rejected it.  Congress responded by passing No Elec. Theft Act in 1997.
(1) NET Act: individuals can receive criminal punishments for copyright infringement even if they do not have commercial motives.  Any person who commits willful copyright infringement can be:

a. Imprisoned not more than 3 years, or fined in the amount set forth in this title, or both, if the offense consists of the reproduction or redistribution of 10 or more copies . . . of 1 or more copyrighted works, which have a total retail value of $2500 or more.  (18 U.S.C. 2310(c)(1)).  

b. If the government can show that the infringement took place for “commercial advantage or private financial gain” (17 USC 506(a)(1)), the penalty is raised from three years to five years.  

i. Financial gain includes the receipt of other copyrighted works.

IV. Online Threats and Harassment
A. Three federal statutes address online treats and harassment: 
1) 18 U.S.C. § 875(c): broadly prohibits interstate threats to harm a person
(a) Whoever transmits in interstate or foreign commerce any communication containing any threat to kidnap any person or any threat to injure the person of another, shall be fined under this title or imprisoned not more than 5 years, or both.
(b) Government must prove three things:
(i) Transmission in interstate or foreign commerce
(ii) Communication containing a threat (Alkhabaz)
(1) Serious expression of intent to harm
(2) Aimed at achieving some goal
(iii)  Threat must be to injure or kidnap the person of another
(c) § 875 (d): prohibits extortionate threats to harm property; supplemented by § 1030 (a)(7)
2) 47 U.S.C. § 223: two provisions occasionally used to prosecute harassment generally
(a) § 223(a)(1)(C): prohibits utilizing telecommunications device whether or not communication ensues without disclosing his identity and with intent to annoy, abuse, threaten or harass any person at the called number
(b) § 223(a)(1)(E): repeatedly initiates communication with telecom device during which communication ensues, solely to harass any person receiving the communication
3) 18 U.S.C § 2261A: federal stalking statutes; covers cyber-stalking

(a) 2261A(2)(B): punishes one who with intent to place a person in another state in reasonable fear of death/serious bodily injury to (i) themselves, (ii) member of immediate family; or (iii) spouse/intimate partner, uses any facility of interstate commerce to engage in a course of conduct that places a person in reasonable fear of death/serious bodily injury to any aforementioned person.
(b) Difference btw cyber-stalking and offline stalking (DOJ):

(i) Offline generally requires perpetrator and victim to be in same geographic area
(ii) Electronic technologies make it much easier for a cyberstalker to encourage third parties to harass/threaten the victim
(iii) Electronic technologies also lower barriers to harassment and threats; stalker doesn’t need to physically confront the victim
4) Case Examples:

(a) U.S. v. Alkhabaz (6th Cir. 1997): charged with violating § 875(c).  Posted fictional sex stories generally involving rape, torture, abduction and mutilation of women, one of which had same name as one of his Michigan classmates.  
(i) Holding: to constitute a “communication containing a threat” a communication must be such that a reasonable person (1) would take the statement as a serious expression of an intention to inflict bodily harm and (2) would perceive such expression as being communicated to effect some change or achieve some goal through the intimidation.  Here, communications do not constitute “communications containing a threat.”  
(b) U.S. v. Carmichael (Mid. Dist. Ala. 2004): charges relating to marijuana distribution; Internet website – www.carmichael-case.com-- stated that media has misrepresented case, allowed ppl to post comments, links to articles.  Changed in April 2004—contained pictures of witnesses and agents in case with “Wanted” in red letters.  
(i) Court: No “true threat” and thus, protected by First Amendment.
(1) “True threat” = encompass those statements where the speaker means to communicate a serious expression of an intent to commit an act of unlawful violence to a particular individual or group of individuals.  
(ii) Factors relevant to determining whether threat is proscribable under 1A: 
(1) Language itself

(2) Context – would reasonable person construe it as a serious intention to inflict bodily harm?
(3) Testimony by recipient of communication

V. Vice Crimes
A. Intro

1) Laws that protect the moral fabric of society
2) Offenses involving porn, narcotics, prostitution and gambling
3) How do laws created to regulate these in physical world apply online?
B. Internet Gambling

1) Why prohibit off-line gambling?

Online?
(a) Ties to organized crime


Concern about underage gamblers
(b) Morality/impact on minors


Concern about fraud by operators
(c) Addiction, debt



Increase in addiction?
(d) “Not in my backyard”


Negative effects on state tax revenue
2) United States v. Cohen (2d Cir. 2001): Cohen and partners start “World Sports Exchange” involving taken bets on American sporting events.  Operated from Antigua.  Customers opened account in Antigua, then could call or use internet to contact WSA to place bets.  Cohen argues that he falls under one of safe-harbor provisions of statute.
(i) 18 U.S.C. 1084—crime to use wire communication to place bets;

(ii) Safe-Harbor Provisions—not a crime to place bets if:
(1) the bookie and the better are both in places where sports gambling is legal; or

(2) the transmission is limited to mere information that assists in the placement of bets

(b) Court: Neither of provisions apply.  § 1084 prohibits transmission of information assisting in the placing of bets as well as the transmission of bets themselves.
C. Obscenity

1) Goal: law has long punished the distribution and display of obscene materials with the goal of maintaining social order.  Raises 1A concern, but court has said obscenity is not protected speech.  

(a) Can punish distribution, but not possession (Stanley); 
(i) But can punish possession of child pornography—Osborne v Ohio.

2) Test for Obscenity: (Miller v. California)

(a) Whether the average person applying contemporary community standards would find that the work, taken as a whole, appeals to prurient interests (appealing to sexuality, arousing)

(b) Whether the work depicts or describes, in a patently offensive way, sexual conduct specifically defined by the applicable state law

(c) Whether the work, taken as a whole, lacks serious literary, artistic, political or scientific value

3) Problems/Issues with Test:

(a) Justice Douglas dissents in Miller:

(i) Useless to draw a line between “soft-core” and “hard-core” material

(ii) Doesn’t like state censorship

(b) Current Concerns:

(i) Is it true that there can be a “community standard?”

(1) In internet age, ppl getting sense of what is offensive or not from the Internet

(ii) Distribution is much different now with the internet
4) 18 U.S.C. § 1462, 1465—two key federal obscenity provisions in context of Internet-related crimes
(a) Both sections prohibit a range of activities involving obscene materials that include using an “interactive computer service” to carry, receive, or transport obscene materials in interstate commerce.  

(i) “Interactive computer service:” means any information service, system, or access to software provider that provides or enables computer access by multiple users to a computer server . . .

(1) United States v. Thomas (6th Cir. 1996): charge, inter alia, with violating 18 U.S.C. 1462 and 65 for knowingly using and causing to be used a facility and means of interstate commerce for the purpose of transporting obscene, computer generated materials in interstate commerce.  Involved use of an electronic bulletin board to sell and deliver sexually explicit videotapes.  

a. Court: § 1465 only requires that D knowingly use a facility or meas of interstate commerce for the purpose of distributing obscene materials, it does NOT requires that the gov’t prove that D had specific knowledge of the destination of each transmittal at the time it occurred

i. Court then applies 3-prong Miller test to determine if material was obscene.  Reject Ds and amicus argument that computer technology requires a new definition of “community”
VI. Child Pornography

A. Receipt, Distribution and Possession of Digital Contraband

1) Policy reasons for criminalizing child porn

(a) Protect children from sexual molestation and abuse

(b) Deterrence of creation, which often involves abuse, and distribution of the images inflicts a continuing harm on the child victim

(c) Encourage destruction of existing images

(d) Proxy for child molestation 

2) 18 U.S.C. § 2252

(a) (a)(1) prohibits knowingly transporting or shipping in interstate or foreign commerce a visual depiction of a minor engaging in sexually explicit conduct

(i) Deals with sending things in interstate commerce, to yourself or someone else
(b) (a)(2): prohibits receiving or distributing depictions prohibited in (a)(1)

(i) Common theme is possession changing hands; exchange of possession going to be violation
(c) (a)(3): prohibits selling/having possession with intent to sell

(d) (a)(4): prohibits simple possession on federal property

(e) Affirmative Defense: if defendant possesses only one or two “matters” containing child porn, they can avoid criminal liability if they “promptly and in good faith” took reasonable steps to destroy visual depiction or reported the matter to a law enforcement agency and allowed agency access to each depiction
(f) Minimum 5 year prison term for (a)(1)-(a)(3); for (a)(4), no statutory minimum, but max of 10 year prison term

3) 18 U.S.C. § 2252(A) and 2256—new child pornography statute

(a) Modernized and expanded version of § 2252; § 2256 provides definitions.

(i) Uses phrase “child pornography” instead of “visual depiction” to create broader definition

(1) Includes “morphed” images and virtual images that are indistinguishable from real images

4) To prosecute under child porn laws, prosecution must prove two things:
(a) Whether images that the defendants possessed depicted real minors; AND

(i) This is required after Free Speech Coalition

(b) Whether the D knew that the images he possessed depicted real minors
(i) Required after X-Citement

(ii) Use direct and circumstantial evidence of actual knowledge

(iii) Or willful blindness

5) Case Examples:

(a) U.S. v. Mohrbacher (9th Cir. 1999): D downloaded images of child porn off an internet bulletin board; charged with knowing receipt as well as transport.  He argues that he was not transporting child pornography. 
(i) Holding: Agree with his reading.  While he may have received images in violation of (a)(2), he did not transport or ship them in violation of (a)(1).  Analogous to ordering materials over the phone and receiving them through the mail.  
(b) United States v. X-citement Video (1994): the government must prove the defendant’s knowledge that the person depicted in the image was under the age of 18.  
(c) United States v. Kuchinski (9th Cir. 2006): Kuchinski had viewed a lot of websites with child porn; saved them to browser cache.  He said that he saved and deleted them after a few minutes.  Kuchinski concedes that he “knowingly received and possessed” the 110 images that he downloaded.  But what about the additional 13,000 + images that appear on his cache files.  Did he knowingly possess those?  

(i) Holding: Did not knowingly possess those images.  As far as record shows, Kuchinski had no knowledge of the images that were simply in the cache files.  If D lacks access and control over those files, it is not proper to charge him with possession and control over the child pornography images

(1) Kerr: Do we follow how computers actually work, or follow a virtual analogy?

(d) U.S. v. Tucker (D. of Utah 2001) (Kerr omitted from syllabus): to have possession you have to have knowledge and control; Tucker was in control because he could manipulate the files.  He had knowledge b/c he wouldn’t have tried to clear cache if he didn’t know they were there.
B. Virtual Child Pornography

1) Ashcroft v. Free Speech Coalition (2002): Whether the Child Pornography Prevention Act abridges the freedom of speech;  extends ban against child pornography to images that appear to depict minors, but were produced without using any real children.  

(a) Holding: Provision is overbroad and unconstitutional.

(i) Prohibits speech that records no crime and creates no victims by its production
(ii) No actual abuse has taken place, and there may be social/artistic value

(b) Kerr: At time, technology not advanced enough for this to be a problem; hard for government to argue that this was going on w/out cases to cite.  But technology has improved…

2) U.S. v. Marchand (Dist. N.J. 2004): D accused of downloading child porn at work; he is cooperative and says he also has 500 images at home.  Issue is whether Marchand had actual knowledge or willful blindness that the image stored was created with use of an actual child (allege file name Yoda indicated he believed children were fictional).  Government must prove:

(i) whether images that D possessed depicted real minors; AND

(ii) whether D knew that the images he possessed depicted real minors.

(b) Holding: Government proved each element beyond a reasonable doubt; showed images were from database of real victims and from old magazines (before digital images could have been created).  
C. Traveler Cases and Online Entrapment

1) Involves enticing minor to engage in illegal sexual activity; traveling across state lines to for sex

2) Mann Act, 18 U.S.C. 2421

(a) 2422—Enticement

(i) 2422(a):prohibits using the mail, internet, or any facility of interstate commerce to entice a minor to engage in illegal sexual activity
(ii) 2423(a): Prohibits enticing a minor to travel across state lines for sex
(iii) 2422 (b): Prohibits you from traveling across state lines for sexual purpose for which any person can be charged with a criminal offense
3) Defenses in Traveler Cases:

(a) Intent—D will argue he did not have intent; D will usually be caught with gift, etc. 

(b) Entrapment—D will claim that government entrapped him; Jury determines if D was entrapped

(i) Two factors:

(1) Did gov’t agents induce defendant to commit the crime? (Poehlman)

a. Inducement = opportunity to commit crime plus some sort of excessive pressure

(2) Was defendant predisposed to commit the crime? 

a. Predisposition= evidence from D’s past that they were unusually inclined to commit the offense; they probably would have done it anyway

(ii) Standard of Review on Appeal: complicated; taking evidence most favorably to gov’t, whether a rationale juror could have found beyond a reasonable doubt that the D was predisposed or that he was induced.
(iii) U.S. v. Poehlman (9th Cir): case with cross-dresser who contacted a woman he hoped to have relationship with; Gov’t agent, “Sharon” wanted him to “be her daughter’s teacher.”  He resists, but eventually gives in.  

(1) Holding: Entrapment.  Government induced him to commit the crime. Court says that induces a crime when is creates a special incentive for the government to commit the crime. 
VII. SENTENCING
A. Intro
1) Should computer crimes be treated differently than traditional crimes?  Should the use of a computer carry a stricter punishment?  
2) Focuses on two issues:

(a) Whether to impose a prison term and of what length

(b) Conditions of any period of probation or supervised release

3) Sentencing Guidelines allow 2 level enhancement for using special skill to facilitate the commission of an offense.  

(a) Special skill:

(i) Skill not possessed by members of the general public; AND

(ii) Usually requiring substantial education, training or licensing
(b) Also look to see whether person is trusted by public—if yes, more likely to have special skill; rationale is that people defer to decisions of doctors, lawyers and other professionals 

(c) Case Examples: 

(i) United State v. Lee (9th Cir. 2002): Issue of when using a computer in a crime is “use of a special skill” that has a sentencing enhancement.  Lee is an owner of a video store who sets up a scam online that copies Honolulu Marathon website.  

(1) Holding: Lee doesn’t get enhancement because he falls outside the scope of special skills enhancement. Didn’t abuse an area of public or private trust, no evidence of a lot of computer knowledge.

a. Kerr: way law stands now, get sentence enhancement if they have a lot of computer knowledge that allows them to commit crime successfully.  Notion is that if a crime is easy to commit, person confronts less and is maybe less culpable then someone who has spent a lot of time planning the offense.
B. Sentencing Guidelines Generally

1) Six Steps to applying Guidelines:

(a) Select the offense Guideline (we are using child porn and economic crimes)

(b) Determine the offense level for the crime

(c) Apply upward or downward adjustments

(d) Determine Ds criminal history category

(i) For our purposes, always going to assume Category I, unless Kerr says differently

(e) Find sentencing range from table

(f) Consider whether non-guidelines sentence is appropriate

2) Application to Child Porn

(a) Start with offense of 18 (only possession) or 22 ( if distribution n, receipt or possession w/ intent to sell)

(b) To determine offense level, can consider “all relevant conduct,” even conduct that wasn’t charged.  All acts that relate to crime.

3) Application to Computer Misuse (economic crimes)
(a) Offense Guideline is usually going to be § 2B1.1- economic crimes guideline

(i) Base level of 6

(b) Adjust based on loss

(i) Key provision for determining sentence is loss provision

(ii) Loss is the greater or actual or intended loss
(iii) Special def. for § 1030 crimes—unforeseeable pecuniary harms are included in loss, regardless of whether harm was reasonably foreseeable

(c) Adjust based on other factors

(i) Non-monetary harms: Note 19 provides special guidance for when an upward departure may be needed to account for non-monetary harms, for example, when harm resulted in a substantial invasion of privacy interest

(ii) Guilty plea: usually deduct 2; taking responsibility for actions
C. Supervised Release and Restrictions On Computer Use

1) Probation is in lieu of jail; supervised release follows it
2) Special circumstances of supervised release must be reasonably related § 3553 factors

(a) Nature of the circumstances of the offense and the history and characteristics of D

(b) The need to afford “adequate deterrence to criminal conduct”

(c) The need to protect public from future crimes

(d) Need to proved the defendant with needed medical care or other correctional treatment
(e) Cannot involve greater deprivation of liberty than reasonably necessary to achieve the statutory goals

3) Case Examples:

(a) U.S. v. Paul (5th Cir. 2001): Paul convicted of possessing child porn; appealing conditions of his supervised release, which say that he can’t possess or have access to computers, the internet, or photographic equipment, audio/video equipment, etc.  Court looks to 5 factors and upholds district court’s imposition of this condition.
(b) U.S. v. Sofsky (2d Cir. 2002): condition of supervised release prohibited Sofsky from using computer or internet without approval of probation officer.  

(i) Court: total ban on computer use is not okay.  Inflicts greater deprivation on Sofsky’s liberty then is reasonably necessary.  Recommends ban on unmonitored computers with internet connection.  

VIII. THE FOURTH AMENDMENT

A. Basics

1) To determine if government conduct violates the 4A, must first:

(a) Identify whether a search or seizure has occurred?  If yes,

(b) Was it reasonable or unreasonable?

(i) Valid warrant = reasonable

(1) Must be particular (no general warrants)

(2) Must be based on probable cause

(ii) Presumptively unreasonable if no warrant 

(1) UNLESS Exception applies

a. Exigent circumstances

b. Consent

c. Searches incidental to arrest

d. Border searches

(c) If unreasonable, remedy is suppression of evidence

2) What Is A Search or Seizure?

(a) A search is government conduct that violates a person’s “reasonable expectation of privacy.” (Katz v. U.S)

(i) Person has a reasonable expectation of privacy in contents of his sealed containers

(ii) But what person knowingly exposes to the public, even in his own home or office, is not subject to 4A protection
(b) A seizure of property occurs when there is some meaningful interference with an individual’s  possessory interest in that property (U.S. v. Jacobson)

(c) Case Example: 

(i) U.S. v. David (Dist. Nev. 1991): Officer looking over shoulder of David in conference room; Agent obtains password and later logs on himself.  

(1) Court: David did not have a reasonable expectation for privacy in the display that appeared on screen; looking over shoulder did not constitute search w/in 4A

a. BUT act of accessing book did constitute a search.  David had a reasonable expectation that when he turned the book off, contents would remain private.

(2) Kerr: actually incredibly powerful; says that which is visible on the “outside” = no 4A rights, but DO have 4A right to data that is enclosed, hidden
3) Requirement of Government Action

(a) 4A inapplicable to searches conducted by private persons

(b) Two factors should be considered in determining whether a search conducted by a private person constitutes a Government search triggering 4A protection:

(i) Whether the government knew of and acquiesced to the private search; And

(ii) Whether the private individual intended to assist law enforcement or had some other independent motivation

(1) Did government encourage private party to act?

(c) Case Example--U.S. v. Jarrett (4th Cir. 2003): gov’t received information about child pornography from a hacker, “unknownuser.”  Issue was whether hacker was acting as agent of the government.  COA applies two factors—finds that he was not an agent, no 4A protections triggered.

(i) Hadn’t contacted FBI in 7 months, was unsolicited, no indication that FBI planned to contact hacker again.

4) If a computer has been “searched,” how much of the computer has been searched?
(a) Three different approaches:

(i) “One container” approach: once opened, hard drive was all searched or available to be searched

(1) U.S. v. Runyan (“one container approach”): by searching some of files on computer, wife had “searched the computer”; officers did not exceed scope by searching the rest of the computer.  Computer modeled as “one container”—once opened, it was all searched or available to be searched

(ii) File has been searched: even though officer has only seen part of file, entire file is exposed and government can later search that file (but not rest of computer)

(iii) Only the information that has been exposed has been searched.
(1) Kerr: thinks this is the best approach.

5) Data Seizures
(a) How does seizure apply to the copying of data?

(i) Arizona v. Hicks: Copying of serial number from turntable was not a seizure.  Did not interfere with possessory interest in property.  (but was a search)

(ii) U.S. v. Katz (1967): S.C. held that electronically listening to and recording a Ds private conversation constituted a “search and seizure” within the meaning of the 4A.  Was not clear on whether it was a search or a seizure though…

(iii) United States v. Gorshkov (W.D. Wash. 2001): Coming from Russia to U.S.; logs onto FBI computer (without realizing it) and FBI “sniffer” program retrieves his password.  FBI uses password to access server in Russia and his hacker files.  Bring files back from Russia, but don’t have a warrant yet.  Get warrant before they actually look at files.  Russians claim this is a seizure.

(1) Holding: Not a seizure.  The copying of data had absolutely no impact on his possessory rights.  He could still access files, data remained intact and unaltered.

(2) Kerr: Leads to creepy result that government can copy your files without implicating Fourth Amendment.  For now, no good guideline for when copying amounts to a seizure (but physically taking computer to copy it going to be a seizure—problem when technology advance and government doesn’t need to take computer)

(iv) Law Review Article in Notes: Critical difference in writing down serials number and act of copying computer files is the nature of the information.  Unlike serial numbers, which are more like license plates or other public records, information contained in computer files clearly belongs to the owner of the files.  Analogous to recording a telephone conversation in several ways—object of both is collection of information.  Copying computer files should be treated as a seizure.

B. Exceptions to Warrant Requirement
1) Exigent Circumstances: permits government to conduct searches or seizures when immediately necessary to:

(i) Protect public safety; OR

(ii) Preserve Evidence

(b) Applies when a reasonable person would believe entry was necessary for one of the above reasons

(i) U.S. v. David (D. Nev. 1991): FBI Agent investigation the case saw David deleting files from his computer.  He quickly seized the computer to stop D from deleting evidence of his crimes. Agent later searched the computer without a warrant.  Court held that seizure was justified—reasonably believed that prompt action was needed to prevent further destruction of relevant evidence; but search was not.  
(c) S.C. has never articulated a clear test for exigent circumstances and has applied a general balancing of interests to determine when and how broadly it applies
2) Consent Exception
(a) Consent can be given either by:

(i) Individual; or

(ii) Third party with “common authority and joint access” over object for most purposes

(b) Scope of Consent: What would a typical, reasonable person have believe was the scope when they heard exchange between officer and consenting party? (Florida v. Jimeno)

(c) Need Actual OR Apparent Authority to Consent

(i) Apparent Authority: even if it turns out that 3P did not have actual authority, search may still be reasonable if officers reasonably believed, at the time of the search, that 3P had authority to consent.  (Illinois v. Rodriguez)

(d) Password Protection indicates a lack of common authority (Trulock v. Freeh)

(i) Although girlfriend had authority to consent to general search of the computer, her authority did not extend to Trulock’s password protected files.  Analogous to locked footlocker inside the bedroom.
(e) 3P consent is invalid where the other interested individual is physically present and objects to the search (Georgia v. Randolph)

(i) “Common authority” test of Matlock must be interpreted in light of “widely shared social expectations.” Common understanding that consent is not valid if co-inhabitant is present and objecting.

(f) Consent for one reason, but wish to search for another

(i) Agents should be careful about relying on consent as the basis for a search of a computer when they obtain consent for one purpose, but then wish to conduct a search for another reason.  

(1) U.S. v. Turner (1st Circuit): held that search of computer (which revealed child porn) exceeded the scope of consent and suppressed evidence.  Detectives statements that they were looking for signs of assault limited scope of consent to type of physical evidence that an intruder might have left behind.  

(g) Case Examples:

(i) State v. Appleby (Sup. Ct. of DE 2002) (File approach): Appleby charged for unauthorized access and illegal interception of electronic communications; State claims that Appleby hacked into Univ of Delaware computer system, where he worked, in order to access and manipulate a co-worker and supervisor’s computers.  Ex/separate wife turn in computer to head of sociology department.  
(1) Issue: Did estranged wife have authority to give the broken hard drive to the University?  Does she have common authority to search files?

a. Court recognizes a distinction between computer as a piece of hardware and its contents, and further distinction between hard drive’s folders and contents of folders.  Hard drive simply an electronic filing cabinet.
(2) Holding: Wife was authorized to turn over computer and search files.

a. At time she turned over the computer, wife had as much control (maybe more cause she possessed it) than Appleby.  Police were able to inspect it and gain access to its contents as much as ex-wife could have.  

b. After the separation, and after Appleby asked for hard drive, wife no longer could poke through his personal files; but she retained sufficient authority to allow police access to “partition” where her files were kept.  This is where incriminating evidence was found.
i. “When police “opened” the hard drive and its “drawers,” they did not look at anything that the ex-wife was not entitled to see for herself.

(ii) U.S. v. Andrus (10th Cir. 2007): Court found that Dad had apparent authority to consent to the search of computer, located inside adult son’s bedroom, which contained images of child pornography.  Looked at totality of the circumstances—owned house, paid internet bill, had access to son’s room.  But never asked about password protection.
(1) Key: Used Encase to circumvent password restrictions when copying computer; individual user profiles, password protection, etc. is irrelevant to the software.

3) Searches Incident to Arrest

(a) Pursuant to a lawful arrest, agents may conduct a “full search” of the arrested person and a more limited search of his surrounding area, without a warrant.  (U.S. v. Robinson)
(i) Relevant fact patterns for computer searches haven’t really occurred yet; most analogous are cases involving pagers, cell phones and PDA devices

(b) What can police search incident to a lawful arrest? 

(i) Documents: complete search of person includes documents found on person, including entire contents of wallet 

(1) One court has held that agents could photocopy entire contents of address book found on person (7th Cir); others have permitted search of briefcase that was at defendant’s side at time of arrest

(ii) Electronic Pagers: officers can search incident to arrest (theory that they start deleting numbers when new numbers come in)

(iii) Computers?  -- argument that it would be more intrusive than searching a pager or cell phone; capable of holding more information, more private information

(1) Courts have not yet addressed whether Robinson will permit warrantless searches of electronic storage devices that contain more information than pagers
a. Come down to what is reasonable??
(c) Limits on Searches Incident to Arrest

(i) No strip searches, no cavity searches

(d) Approaches/Rules that courts might adopt for what type of search (for electronic devices) is allowed:

(i) All searches are okay

(ii) No laptops, no cell-phones, no thumb drives (i.e. no digital evidence)

(iii) Devices that are on; sleep mode = off; cell phones are okay

(iv) Password rule- no forensic software

(v) Reasonable belief that evidence of crime is in digital storage device

(vi) PDA devices okay, but not laptops; portable devices like thumb-drives okay

(vii) Anything that could be connected to the Internet

4) Border Searches

(a) Supreme Court has created a special set of Fourth Amendment rules that apply at the international border or “functional equivalents”

(i) United States v. Ickes (warrantless search of van at Canadian border was permissible): Ickes charged and convicted of transporting child porn in violation of federal law.  Had a computer in his van when crossing Canadian border, and border patrol discovers child porn on it.  Argues that, despite broad authority of officials at border, the search was invalid since it involved search of expressive material (1A issue).  

(1) Holding: COA agrees that warrantless search at border was permissible.  Justified by longstanding right of sovereign to protect itself.  No cause requirement, no warrant needed.  First Amendment materials can be searched as well.

(ii) United States v. Roberts (5th Cir. 2001): was okay for investigators to set up a customs inspection station at jetway to Houston airport with sole purpose of harnessing border search exception to search Roberts computer, which they suspected was contained child porn

(iii) United States v. Ramsey (1977): envelope coming into US contained heroin; was opened and D charged; challenged warrantless search and seizure of envelope.  S.C. rejected the challenge under the border exception.  No different constitutional analysis should apply simply because the letters were mailed, not carried.  The critical fact is that the envelopes cross the border and enter this country.

(1) So how would this apply to email??

5) Workplace Searches

(a) Private Sector (non-government)
(i) Fourth Amendment applies

(ii) Employees have a “reasonable expectation of privacy at work, except where spaces are “open to the public” (U.S. v. Ziegler)

(1) However, employers can usually consent, as a third party, to search of the computer

(b) Government Workplace

(i) The problem/issue: employers are state actors governed by the Fourth Amendment

(1) Does boss need a search warrant to search his secretary’s desk for files he needs?  

(ii) Framework for analyzing government employee privacy: (O’Connor v. Ortega, 1987)

(1) Whether employee shared his space with others and whether legitimate workplace policies put the D on notice that no privacy rights should be expected

a. Have reasonable right of privacy at work (in govt) unless:

i. Others have access to same space

ii. “Legitimate workplace regulations” deprive employees of privacy rights

i. Powerful—can take away privacy by enacting policies which say that employees have no reasonable expectation of privacy

(2) 2nd Step: Court must determine whether the search was reasonable in scope and justified by non-law enforcement needs

(iii) Leventhal v. Knapek (2d Cir. 2001) (even though gov’t employee had own office, search was justified and appropriate in scope): after receiving anonymous allegations that an employee was neglecting his duties in NY State DOT, investigators (without consent) printed a list of files that were on Leventhal’s computer.  Led to additional searches confirming that Leventhal had a personal tax preparation program on his work computer.  Led to disciplinary charges.  

(1) Holding: Even though Leventhal had some reasonable expectation of privacy in his computer, the searches were reasonable in light of DOT’s need to investigate.

a. Find reasonable expectation of privacy—occupied private office with door, had exclusive use of desk, filing cabinet, and computer. 

b. But investigatory searches by DOT did not violate 4A; an investigatory search for evidence of suspected work-related employee misconduct will be constitutionally “reasonable” if it is “justified at its inception” and of appropriate scope.  

i. Reasonable grounds to believe search would uncover evidence of misconduct?  Yes.

ii. Scope appropriate if related to objectives of the search and not excessively intrusive in light of the nature of the misconduct.
C. Searches Executed WITH a Warrant

1) Intro
(a) Requirements work together: a warrant must specify place in which specific evidence of a crime is probably located and the affidavit must establish probable cause to believe that the evidence is located in the place searched.  
(b) Remedy: S.C. has held that defects in search warrants should not lead to suppression of evidence if the government investigators have a reasonable good faith belief that the warrant satisfied the Fourth Amendment (United States v. Leon 1984)
2) Probable Cause

(a) Definition: “A fair probability that contraband or evidence of a crime will be found in a particular place.”  (Illinois v. Gates)

(b) Scope: defined by the object of the search and the places in which there is a probable cause to believe that it may be found.  

3) Particularity

(a) Police can only go after specific things; avoid general searches

(b) Must specify specific place in which evidence is located

(c) Error in approval of warrant does NOT suppress the evidence (Riccardi)

(i) Defendant gets relief from a defective warrant only if it would be clear to a reasonable officer that his conduct was unlawful in the situation he confronted at the time of the search

(d) Factors to consider in determining whether a warrant is sufficiently particular (Adjani):

(i) Whether probable cause exists to seize all items of a particular type described in warrants;

(ii) Whether the warrant sets out objective standards by which officers can differentiate items subject to seizure from those that are not;

(iii) Whether the govt was able to describe the items more particularly in light of info available at the time the warrant was sought.
4) Case Examples:

(a) U.S. v. Adjani (9th Cir. 2006) (gov’t could search roommates computer b/c there was probable cause that the evidence could be stored on any computer Adjani had access to): while executing a search warrant at home of D, FBI agents seized his computer and his roommate’s computer, even though, at that point, she had not been identified as a target or suspect.  Emails found on her computer btw her and D implicated her in the extortion plot.  Allege that emails should be suppressed b/c warrants did not authorize search and seizure of roommate’s computer, but even if they did, warrant was unconstitutional and emails fell outside scope.

(i) Holding: The government had probable cause to search computer.  Warrant expressly authorized seizure of computer, hard drives, computer disks, CDs and other computer storage devices.  Warrant here was supported by probable cause b/c the affidavit submitted to magistrate judge established that there was “a fair probability that contraband or evidence of a crime would be found in computers at Adjani’s residence.”  

(1) Critical element in a reasonable search is not that the owner of the property is suspected of a crime, but that the “thing” to be searched for is located in/at property.  

(b) U.S. v. Riccardi (10th Cir. 2005): police executed a warrant to search for and seize computers in a child pornography investigation.  Warrant authorized investigators to search the Ds home and seize his computer, as well as “all electronic and media stored therein…etc.,” but it did not limit the search to evidence of specific federal crimes or specific types of material.  
(i) Holding: Warrant violated 4A b/c it was not sufficiently particular.  

(1) But court admitted evidence b/c officers relied on the warrant in good faith

a. Good faith exception: whether a reasonably well trained officer would have known that the search was illegal despite the magistrate’s authorization.  

(c) Davis v. Gracey (10th Cir. 1997): warrant permitting seizure of “equipment pertaining to the distribution or display of pornographic material in violation of state obscenity laws” was not overbroad, despite that it resulted in seizure of two computer servers that stored about 150,000 emails and about 500 megabytes of software.  Included equipment only directly connected to suspected criminal activity and criminal activity referenced in warrant was narrow.

(d) U.S. v. Gourde (9th Cir. 2006): FBI agent discovered website “Lolitagurls” which promised child pornography to subscribers.  FBI later executed warrants at the homes of many of the subscribers.  Sole basis for warrants was paid subscription to website.  Gourde challenged warrant, alleging that membership with website did not establish probable cause.

(i) Holding: There was probable cause.  Gourde intended to have and wanted access to these images and images were almost certainly retrievable from his computer if he ever downloaded them.  Only inference magistrate judge had to make to find probable cause was that there was a “fair probability that Gourde had in fact, received or downloaded images.”  Reasonable inference easily meets “fair probability test.”
(ii) Dissent: inferences depend on unarticulated assumptions that do not make sense.  Majority implicitly assumes that a person who likes something probably possesses it, even if possession is against the law.  Too many secret on ppls computers, most legal, some embarrassing and some potentially tragic, for loose liberality in allowing search warrants.

D. Executing The Warrant

1) Basics: after a warrant is issued, it must be executed.  What are Fourth Amendment rules governing how investigators execute a warrant to seize and search for digital evidence?

(a) United States v. Scarfo (Dist. N.J. 2001) (key-logger installed on computer was not a general search): FBI Agents searched Scarfo’s business office, pursuant to warrant, for evidence of illegal gambling and loan-sharking.  During search, they came across a computer and attempted to access its files.  They were unable to access an encrypted file named “Factors.”  They go get another warrant and install a key-logger on computer (key-logger records keystrokes that an individual enters on computer keyboard).  They get password and find incriminating evidence in file.  Ds allege that key-logger constituted an unlawful general warrant in violation of 4A.

(i) Holding: Motion to suppress evidence denied.  Order could not have been written with more particularity. Permitted law enforcement “to install and leave behind software , firmware, or other hardware which will monitor the inputted data on Scarfo’s computer.”  Order clearly specifies pieces of evidence FBI sought, including passphrase.
2) Policy Issues

(a) How detailed are you going to get?  Should judges authorize search terms that can be used?

(b) What can be taken away?  Can gov’t take all electronic storage devices away, or should there be limits?

3) Seizing Computers and Offsite Searches: Investigators normally seize computer first and then search them off-site at another date.  Does the 4A permit this seize-first, search-later approach?  Or does it require the police to search the computer at the place to be searched when the warrant is initially executed?  

(a) S.C. has never addressed question.  Lower courts have concluded that search warrants give the police broad authority to seize computers first and search them later offsite.  

4) Plain View Exception

(a) Definition: Exception to general rule that the police can only seize evidence within the scope of a valid search warrant.  

(i) Under doctrine, investigators can seize evidence unrelated to the justification for the search if the incriminating nature of the evidence is immediately apparent and the search leading to its discovery was otherwise lawful.  

(b) Plain view exception applies, provided that: (Gray)

(i) The officer is lawfully in a place from which the object may be plainly viewed

(ii) The officer has a lawful right of access to the object itself

(iii) The object’s incriminating character is immediately apparent.  

(c) Subjective Intent Approach: Gray court focuses on officer’s subjective intent; b/c the officer was looking for evidence described in the warrant, the discovery of evidence beyond the scope of the warrant was permitted.  If the officer had been looking for other evidence (like in Carey), its discovery would have violated 4A.

(d) Possible Approaches/Rules (Kerr):
(i) Anything discovered is admissible

(ii) Anything subjectively looked for excluded (that is outside warrant)

(iii) Anything outside warrant is excluded

(iv) Anything inconsistent with objected search is excluded

(e) Case examples:
(i) United States v. Gray (E.D. Va. 1999): Prosecution for unlawfully accessing a government computer.  In the course of search, law enforcement agent discovers child pornography.  Testified that he opened “Tiny Teen” subdirectory NOT because he believe it contained child porn, but because it was the next directory listed and he was opening all of them as part of his routine search.  Does evidence of child pornography have to be suppressed b/c outside scope of warrant?

(1) Holding: No, plain view exception applies here.  If agent sees, in plain view, evidence of criminal activity other than that for which she is searching, this does not constitute an unreasonable search under 4A.  Did not target files b/c of names; at all times was searching for materials that were subject of search warrant.

(ii) United States v. Carey (10th Cir. 1999): police accidentally discovered child porn on Ds computer while conducting search for evidence of drug transactions, and without obtaining another warrant, abandoned search for drug transactions and downloaded and viewed 200 other images, which turned out to be child porn.  

(1) Holding: 10th Circuit held that officer had exceeded scope of warrant b/c he intentionally abandoned drug search and commenced search for more child pornography, which was not authorized by existing warrant.  
IX. The Fourth Amendment In A Networked Environment

A. Intro

1) Now talking about information that is no longer kept with the person; talking about how the 4A applies to the collection of computer data sent over or stored on remote computers.
(a) Information relating to an individual’s computer use may include the contents of emails, requests for web pages, email headers, IP headers, and many other kinds of information. 
2) Threshold question: When is there a reasonable expectation of privacy in remotely stored data, such that a particular surveillance technique triggers Fourth Amendment protection?
** Note: Because the 4th Amendment rules are largely unknown in this area, it’s usually governed by statutes.

3) United States v. Horowitz (4th Cir. 1986): Defendant was employed by Pratt; oversaw preparation of sealed bids submitted to Air Force for supplying spare parts.  D, while still employed, established an independent consulting firm and advised EMI on competitor bids so they could under-bid on government contracts.  Gov’t seized computer storage devices, printouts and key-punch cards at EMI’s headquarters.  Horowitz argues that he had a reasonable expectation of privacy in the seized tapes storing info he supplied to EMI.

(a) Holding: No reasonable expectation of privacy.  

(i) Court focuses 1) on Ds relationship to the data (he did not own the info b/c he sent it to EMI and was not expecting to get it back); and 2) his relationship to the physical storage device (had no right of access to EMIs facilities; EMI controlled his access to the tapes and he lacked any ability to exclude others from the tapes).
4) Kerr’s Comments/Notes Cases:

(a) Can contract rights online determine what is a reasonable expectation of privacy?

(b) Are key questions the transmitter’s goals/intent when he transmitted the data?

(i) i.e. What if EMI was a storage location (like gmail) and not the final destination site for the transmissions?  

(c) Do you have 4A rights over remote storage location?

(i) See U.S. v. Butler (D. Me. 2001): student had no reasonable expectation of privacy in university computer.  No generic expectation of privacy for shared computer usage.

(d) Does 4A provide protection over encryption?

(i) What is the point of encryption if not to keep it private?  But…

(1) Kerr has argued that encryption alone cannot create a reasonable expectation of privacy because 4A regulates access to information, not comprehension of data already accessed.  

a. Problem w/ saying that 4A provides protection over encryption—how good does encryption have to be?

(e) What about photo posted on website used to identify/catch suspect? Expect. of privacy?
(i) United States v. Gines-Perez (D. P.R. 2002): Court is convinced that placing info on Internet makes said matter accessible to the public. While no case law on point, court thinks it is obvious that a claim to privacy is unavailable to someone who places info on an indisputably public medium, like Internet, without taking any measures to protect the information.

B. Analogies To Speech, Letters & Telephone Calls

1) Speech

(a) Could argue that sending a file to your ISP is like telling something to someone, but if analogy is persuasive, means that sending data to a remote server likely eliminates a reasonable expectation of privacy in the data.  

(i) S.C. has consistently held that a person’s 4A rights are not violated if he reasonably, but mistakenly, tells another person his secrets and the person then relays info to government, even if speech is made in an environment where you think the communication is private. (Hoffa v. United States (1966))

(ii) Courts have analogized internet communications to speech in context of online undercover investigations  (i.e. unreasonable to assume that conversations in chat room on undercover officer would be kept private)

2) Letters/Packages

(a) Are you reading your email to your ISP or is it more like a sealed letter you are sending through mail?  

(i) Existing 4A law instructs that individuals who send letters and packages retain a reasonable expectation of privacy in the contents of their sealed containers but not in the exposed exteriors of those containers.

(ii) Two important limits on principle:

(1) Sender’s reasonable expectation of privacy ends when package/letter reaches destination; letter becomes property of the recipient

(2) Delivery of docs to person who has some rights to access the docs may eliminate reasonable expectation of privacy (i.e. banks could turn over checks, deposit slips that had been filled out by suspect)

3) Telephone Calls

(a) Berger v. New York (1967): invalidated NY wiretapping law on the ground that it did not provide sufficient 4A safeguards.  Did not directly hold that wiretapping violated rights of the person whose phone was tapped; laid down general principles

(b) Katz v. United States (1967): police taped microphone inside public phone booth and turned it on when Katz went in.  4A governs not only seizure of tangible items, but extends to recording of oral statements.  

** Two cases indicate that wiretapping an individuals’ telephone calls normally amounts to a 4A “search.”  But important limitation laid down in Smith v. Maryland 

(c) Smith v. Maryland (1979) (pen register recording phone numbers did not constitute a search for 4A purposes): McDonough was robbed and gave a description of robber and vehicle to police; after, she stared receiving threatening phone calls from a man identifying himself as the robber.  Police spotted man driving similar car in her neighborhood, which was registered to Michael Smith.  The next day, the telephone company, at police’s request, installed a pen register to record numbers dialed from Smith’s home.  Did not get a warrant or court order before having pen register installed.  Obtained evidence and eventually a search warrant to search Smith’s home.  He was arrested and convicted.  Should evidence derived from pen register have been suppressed at trial?  Was pen register a “search” w/in 4A?
(i) Holding: Use of pen register was not a “search” and no warrant was required.

(1) Application of 4A depends on whether individual can claim a “reasonable” or “legitimate” expectation of privacy.  

(2) Pen register different then listening device in Katz b/c pen registers do not acquire contents of communications.  (analogy to letters—sealed contents are protected).  Thus, claim rests upon whether Smith had a reasonable expectation of privacy in phone numbers he dialed.
a. He did not.  Telephone users realize they must “convey” phone numbers to the telephone company, and that phone companies can make permanent records.

(3) Even if he had subjective intent to keep #s private, expectation is not one that society is prepared to recognize as reasonable.  

a. Court has consistently held that a person has no legitimate expectation of privacy in information he turns over to third parties.
C. Fourth Amendment in Networked Environment, Part II

1) How do principles apply when we switch to a digital context and we no longer have “sealed” versus “unsealed” distinction?

(a) United States v. Forrester (9th Cir. 2007): Forrester and Alba were convicted for offenses relating to the operation of a large Ecstasy manufacturing lab; police installed a “mirror” port on Alba’s account with PacBell.  Alba challenging the validity of computer surveillance that allowed govt to learn “to/from” addresses of his email, IP addresses of websites he had visited, and the total volume of info transmitted to or from his account.  

(i) Holding: Did not constitute search for 4A purposes; analogous to pen register in Smith v. Maryland.  Email and internet users, like telephone users, rely on third-party equipment in order to engage in communication.  They should know that this info is communicated through the equipment of provider or other third parties.

(1) “To/From” addresses constitute addressing information; not contents of communication

(b) Quon v. Arch Wireless Operating Co. (9th Cir. 2008): Quon, a member of City of Ontario Police Dept, goes over text messaging usage on government issued pager.  Informal policy was that, if Quon paid over usage charge, the messages would not be audited and read.  
(i) 9th Circuit agrees (w/ lower court) that informal policy gave appellants a reasonable expectation of privacy in their text messages as a matter of law.  Note that users have reasonable expectation of privacy in content of their text msgs vis-à-vis service provider.  (again, making content/non-content distinction).

(c) United States v. D’Andrea (D. Mass. 2007): Former girlfriend makes anonymous phone call to child abuse hotline, saying that Jordan and D’Andrea were sexually abusing child.  Were posting pictures on Sprint password protected website of child being abused.  

(i) Two part inquiry:  Did D manifest an expectation of privacy in searched premise?  And is that expectation of privacy one that society is prepared to consider reasonable?

(1) Court: Find that Ds thought that post to site was private, but finds no 4A violation because social service employee (agent of state) did not go any further then private search.

a. Where an expectation of privacy in an item has been effectively destroyed by a private search, police do not violate the 4A by examining the same item more thoroughly or with greater intensity, so long as they do not “significantly expand” or “change nature of” private search.

(2) Kerr: bad facts, any court going to want to convict; but is there an argument that a password protected website should receive different treatment then storage site?
X. Statutory Privacy Protections

A. Introduction

1) Following statutes offer statutory privacy protection, in addition to whatever protection the Fourth Amendment may offer

2) Prospective v. Retrospective Surveillance

(a) Prospective: “Real time” surveillance during transit (versus access to stored communication); refers to obtaining communications still in the course of transmission

(i) Wiretap Act and Pen Register involve prospective surveillance

(b) Retrospective: refers to access to stored communications that may be kept in the ordinary course of business by a third-party provider

(i) Stored Communications Act involves retrospective surveillance
(c) Where is line btw prospective and retrospective surveillance?  (fuzzy!)

(i) U.S. v. Councilman (1st Cir. 2005): Is modification of procmail recipe (program that instructs mail-delivery agent to deposit mail, to reject mail or to make copies), instructing it to make copies before delivering any msg from Amazon, an “interception” for purposes of Wiretap Act??  Court didn’t answer, but suggested yes
3) Content v. Non-Content Information

(a) Content: substance of the message communicated from sender to receiver

(i) Wiretap and Stored Communications Act apply to obtaining content communications

(b) Non-Content: refers to the information used to deliver communication, and other network generated information (dialing, routing, addressing, or signaling) 

(i) Pen Register and Stored Communications Act apply to obtaining non-content info
4) Remedy: NO statutory suppression remedy in computer context! 
(a) Wiretap Act provides for suppression of evidence obtained by wiretap of wire communications if evidence was obtained in violation of statute, but not for electronic communications (check this)

	
	Prospective
	Retrospective

	Contents
	Wiretap Act 

(18 U.S.C. § 2510-22)
	Stored Comm. Act

(18 U.S.C. § 2701-11)

	Non-Content
	Pen Register Statute

(18 U.S.C. § 3121-27)
	Stored Comm. Act


B. The Wiretap Act (Title III)

1) Basic Structure
(a) Prohibits the real-time interception of telephone calls and computer communications unless an exception applies or investigators have a “super warrant.”

(i) “Interception:” acquisition of the contents of a communication (2510(4))

(1) For our purposes, “intercept” requires repeated access in transit versus one-time access to a stored communication

(ii) “Contents:” contents includes any information concerning the substances, purport, or meaning of that communication (2510(8))

(b) Distinction btw wire communication and electronic communication

(i) Wire communication = communications that contain the human voice and are sent over a wire (telephone communications)

(ii) Electronic communication = do not contain the human voice (internet comm.)

(1) Def: a transfer of data, transmitted over a system, that affects interstate commerce

a. So Wiretap Act applies only as soon as communication is sent into the network, and ends when delivered to the end user (easy to apply to telephone calls, difficult to apply to Internet)

(c) “Super warrant:” the Wiretap Act permits agents to intercept communications pursuant to a court order, but obtaining a super warrant is quite burdensome and requirements extend beyond probable cause.  18 U.S.C. §2516-18 impose formidable requirements:

(1) Application for order must show probable cause to believe that the interception will reveal evidence of a predicate felony listed in § 2516

(2) Must show that normal investigative procedures have been tried and failed, or that they reasonably appear unlikely to succeed or to be too dangerous

(3) Must establish probable cause that the communication facility is being used in a crime

(4) Must show that the surveillance will be conducted in a way that minimized the interception of communications that do not provide evidence of a crime

(ii) Very few Title III orders obtained; mostly use exceptions to Wiretap statute

(d) Case Example:

(i) O’Brien v. O’Brien (Florida St. Ct. 2005): state law, but interprets portion of FL statute that are identical to federal Wiretap Act.  Wife installs spyware on computer used by the husband that copied and stored electronic communications btw husband and another woman.  Were electronic communications “intercepted?”
(1) Court: Facts reveal that electronic communications were intercepted contemporaneously with transmission.  Was an “intercept” for purposes of the statute.  

a. Federal courts have consistently held that electronic comm, in order to be intercepted, must be acquired contemporaneously with the transmission and that electronic communications are not “intercepted” w/in meaning of Act if they are retrieved from storage.  

2) Exceptions

(a) Consent Exception (§ 2511(2)(c)-(d))
(i) Under color of law: “It shall not be unlawful for a person acting under color of law to intercept a wire, oral or electronic communication, where such person is a party to the communication or one of the parties to the communication has given prior consent to such interception.”

(ii) Not under color of law: “It shall not be unlawful for person NOT acting under color of law to intercept . . . where such party is a party to the communication or one of parties has given prior consent, unless communication is intercepted for the purposes of committing any criminal or tortuous act

(1) One-party consent statute—only requires consent of one party to communication

(iii) Case Examples:

(1) Griggs-Ryan v. Smith (1st Cir. 1990) (no violation if have implied consent): tenants, including plaintiff, were allowed to use landlady’s phone; landlady was getting obscene calls, so she began recording incoming calls via answering machine, and informed plaintiff she was doing so.  She overheard incriminating conversation between Griggs-Ryan and friend about drug transaction, contacted authorities, and played tape for them.  

a. Holding: Plaintiff gave implied consent to the interception; knew she was recording phone calls and that landlady did not qualify warning.  Because P impliedly consented to interception of all incoming calls, landlady’s conduct was not unlawful w/in meaning of Wiretap Act.

i. Congress intended that consent be construed broadly

(iv) Banner message: typical banner informs users that their communications may be monitored; after user sees banner and has knowledge of the monitoring, the computer can be monitored without violating Wiretap Act under consent theory of Griggs.
(v) Who is a “party to the communication?”: any human participant in a telephone conversation is a party to the communication, but what about an ISP?  

(1) Can a computer be a party to the communication that can consent to monitoring under the Wiretap Act?

a. If each “hop” is a party to the communication, as a broader approach to the exception would dictate, then any provider can monitor any communication within its network or can consent to monitoring by others

i. U.S. v. Dote (7th Cir. 1966): seems to say that telephone companies are not parties to the communications just because they travel through the system; only intended human recipient is a party.

(b) Provider Exception (§ 2511(2)(a)(i))
(i) Definition: States in relevant part that “an officer, employee or agent of a provider of wire or electronic communication service, whose facilities are used in transmission of a wire or electronic communication, can intercept, disclose or use that communication  . . . when necessary to rendition of services or protection of rights or property
(ii) Rationale: networks can be misused or abused and providers may need to monitor the misuse to identify the wrong-doer and stop the misconduct.

(iii) Standard: basic standard is reasonableness; cannot go too far

(iv) Case Example:
(1) U.S. v. Auler (7th Cir. 1976): Auler was suspected of using a “blue box” to place free long distance calls.  The phone company start monitoring for a particular tone emitted by a blue box; the detector indicated a blue box and phone company informed FBI.  

a. Holding: Disclosure of continuing illegal contact was in furtherance of telephone companies attempt to protect its equipment.  Search warrant obtained on basis of legally intercepted and disclosed information.

i. Recognize that service provider can protect property through limited monitoring ; 

ii. May only intercept a communication:

i. Which is necessary to the rendition of services; or

ii. For the protection of the company’s rights or property

iii. Monitoring and disclosure must be reasonably tailored to the network misuse (should only disclose information related to protection of its interests, not everything picked up during monitoring)
(2) McClelland v. McGrath (N.D. Ill. 1998): McClelland sues police for asking a phone company to intercept a call that he made on a cloned cell phone; police were investigating a kidnapping and trying to trace ransom calls.  Police claim that cell phone company could intercept calls made on cloned phones pursuant to provider exception.

a. Holding: Phone company was acting as a government agent; Celllular One acted at the govt’s request and gov’t knew of and agreed to Cellular’s actions.  Seems clear that Cellular’s motive was to help officers, not protect its own property.  
i. Government can’t ask provider to monitor calls; can’t hijack the provider exception by directing the provider in what to do

(c) Trespasser Exception (§ 2511(2)(i))

(i) Narrowest of exceptions; was designed to deal specifically with the dynamics of a § 1030 investigation and question of authority to conduct monitoring in computer intrusion cases when the primary interest in monitoring comes from government, and not victim provider.  

(ii) Permits “hijacking” of provider exception in a specific set of circumstances:

(1) Allows a person “acting under color of law” to intercept the wire or electronic communications of a computer trespasser transmitted to, through, or from the protected computer if:

a. The owner or operator of the protected computer authorizes the interception of trespasser’s communications;

b. The person acting under color of law is lawfully engaged in the investigation

c. The person acting under color of law has reasonable grounds to believe that the contents of the computer trespasser’s communications will be relevant to the investigation; and

d. Such interception does not require communications other than those transmitted to or from the computer trespasser.

(2) “Computer Trespasser”—
a. Means a person who accesses a protected computer without authorization [and thus has no reasonable expectation of privacy in any communication transmitted to, through or from protected computer]

i. Does not apply to violations of ISP’s Terms of Service
b. Does not include a person known by the owner or operator of the protected computer to have an existing contractual relationship with the owner or operator of the protected computer for access to all or part of the protected computer

(iii) “Under Color of Law”: Presumably, trespasser exception permits monitoring either by government investigators or private individuals acting on their behalf.

a. Traditional understanding of “under color of law” does not require that person be an officer of the State

(iv) Authorization requirement: Requires the owner/operator of the protected computer to authorize the interception of the trespasser communication

C. The Pen Register Statute—18 U.S.C. §§ 3121-27
1) Basic Prohibition: no person can install or use a “pen register” or “trap and trace device” unless government gets court order or exception applies.

(a) If info relates to destination info (“to”)= pen register

(b) If info identifies the originating number or source of communication (“from”)= trap and trace device
2) NON-CONTENT communications: applies to acquisition of “dialing, routing, addressing, or signaling” information (DRAS); (i.e. envelope information)

3) Applies to prospective surveillance, but not retrospective surveillance

4) Requirements for Obtaining Order from Judge (low-threshold):
(a) Identification; and

(i) Application must include identify of applying attorney

(b) Certification

(i) Must include certification by attorney that “information likely to be obtained is relevant to an ongoing criminal investigation being conducted by that agency

(c) No independent investigation into the facts; if satisfied, magistrate must issue the order  (In Re Application of US)

(i) Just a hurdle to deter bad faith application for pen registers

5) Remedies:  no civil remedies (damages) and no suppression (even for wire communications)

(a) One reason why Pen Register cases rarely brought…

6) Exceptions:

(a) Consent Exception

(i) Presumably the same as Wiretap Act

(ii) Makes sure that caller-ID services are not illegal

(b) Provider Exception

(i) Presumably same as Wiretap Act w/ addition of language in 3121(b)(1)-(2)—

(1) “or to protection of users of that service from abuse of service or unlawful use of service”
D. The Stored Communications Act—18 U.S.C. § 2701-2711
1) Overview of 18 U.S.C. 2701-11
(a) The SCA regulates the retrospective surveillance of telephone and Internet communications; more specifically, the interaction between government investigators and system administrators (providers) in the case of stored content and non-content records
(b) Creates statutory privacy protections :
(i) Creates limits on the government’s ability to compel providers to disclose information in their possession about their customers and subscribers
(ii) Places limits on ISPs to voluntarily disclose information about their customers and subscribers to the government
(c) Most Important Provision are § 2702 and § 2703:

2) Electronic Communication Service (ECS) v. Remote Computing Service (RCS)

(a) Scope of privacy protections depends on whether the provider provides ECS or RCS services
(i) ECS: defined as “any service which provides to users thereof the ability to send or receive wire or electronic communications.”  
(1) “Electronic storage” defined as “any temporary, intermediate storage of a wire or electronic communication incidental to the electronic transmission thereof,” plus any backup copies of files in such temporary storage.

a. Meant to deal with temporary copies made incident to transmission
b. Doesn’t matter if it is a private server for ECS protection
(ii) RCS: defined as “the provision to the public of computer storage or processing services by means of an electronic communication system.”
(iii) Some service providers can provide both services; have to look at type of communication trying to be retrieved
(b) The scope of privacy protection depends on whether the provider provides RCS or ECS

(i) There is a higher threshold for stored communications

(c) Examples:

(i) When any internet user is using the ISP to send or receive communications, the ISP acts as an ECS for those communications

(ii) When an internet user is using the ISP to store or process communications, the ISP acts as an RCS for those communications if the ISP is “available to the public”

(iii) Neither an ECS or RCS if its not available to the public

3) Requirements:

(a) Need a warrant for ECS

(b) Need less than that, perhaps just a subpoena, for RCS

4) Email:

(a) Unopened Email—ISP is acting as an ECS

(b) Unopened document stored somewhere is RCS
(c) Opened Email??

(i) Today, most remotely stored email is opened email—how does the already opened email (on the server) fit the statute, since there is a higher threshold for stored communications?

(ii) Traditionally, would be RCS (after it has been access it is no longer “incident to transmission,” but rather, customer is choosing to store it

(1) DOJ approach since ’86: when a communication comes in and is opened by a user, the copy is now being held as permanent remote storage (switches from protection under ECS rules to protection under RCS).  Once email has been retrieved, ISP is merely acting as storage site.

(2) 9th Circuit Approach (Kozinski in Thoefel): Court holds that 18 USC 2510(17)(B) –any storage of communications for purposes of backup protection—means backups made by ISP or user.  So stored email that is opened is also in “electronic storage” until it “expires in the normal course.”  Opened email treated like closed email; still covered by ECS rules, not RCS rules and thus, covered under 2701.

a. See Theofel v. Farey Jones (9th Cir) (all emails on a server are protected by ECS rules until they have expired, regardless of whether the mail has been accessed) 
i. 9th Cir = CA, Alaska, Washington, Oregon, Idaho
5) Compelled Disclosure -- § 2703;  *note—“greater includes the lesser” rule
(a) CONTENT Info

(i) To compel ECS provider to compel contents in its possession that are in temporary “electronic storage” for 180 days or less = need warrant
(ii) To compel ECS provider to disclose contents in storage for more than 180 days OR to compel RCS provider to disclose contents—three options:
(1) Warrant

(2) Subpoena PLUS notice

(3) § 2703(d) order (“specific and articulable facts” order) PLUS notice

a. 2703(d) order: govt must provide “specific and articulable facts showing that there are reasonable grounds to believe” that the information to be compelled is “relevant and material to an ongoing criminal investigation.”  If judge finds that factual showing has been made, he signs order

(iii) Notice Requirement—if trying to get content info with anything less than a subpoena, need to provide prior notice to subscriber or customer

(1) But § 2705 allows gov’t to get court order allowing “delayed notice” for up to 90 days on showing of good cause

(2) 9th Circuit—gov’t must get search warrant for first 180 days, but need not to provide notice

(b) NON-CONTENT Info (same rules for ECS and RCS)

(i) Can obtain § 2703(d) order

(ii) Can obtain a search warrant

(iii) With consent of customer or subscriber to such disclosure

(iv) If telemarketing fraud (rare case), can submit formal written request to provider

(c) BASIC SUBSCRIBER INFO (subset of non-content info)
(i) Gov’t can obtain basic subscriber info with a mere subpoena 

(d) Thresholds to Compel:

(i) Basic subscriber info = Subpoena

(ii) Session logs, IP addresses = subpoena

(iii) Other records = 2703(d) order

(iv) Contents held by an ECS = Warrant if less than 180 days; Like RCS if more than 180 days (see below)

(v) Contents held by RCS = (3 options) 

a. Warrant

b. Subpoena w/ notice

c. 2703(d) order w/ notice

(vi) Contents held by non-RCS or ECS = subpoena (by default)

6) Preservation Request-- § 2703(f)

(a) Allows the government to request that a provider preserve records already created pending further legal process

(b) Informal process, such as a faxed letter

(c) Designed to alleviate problem of routine deletion of ISP records; however, it covers ISP records already created—does not require ISP to start created records
(d) Can’t be used prospectively—can’t contact provider and ask ISP to start collecting info of person in real time and say “we are going to get a warrant later”; would violate Wiretap Act

7) Voluntary Disclosure -- § 2702

(a) § 2701 Prohibitions—Except as provided in (b) and (c):

(i) A person or entity providing an electronic communication service to the public (ECS) shall not knowingly divulge to any person or entity the contents of a communications while in electronic storage by that service; and

(ii) A person or entity providing remote computing service (RCS) to the public shall not knowingly divulge to any person or entity the contents of any communication which is carried or maintained on that service…
(b) Nonpublic Providers: can voluntarily disclose information freely w/out violating SCA
(c) Content v. Non-Content Information

(i) Providers to the public are free to disclose non-content information to non-government entities (i.e. concerned with telemarketing
(ii) General ban on disclosing content info and non-content info to government, unless one of exceptions applies

(1) Exceptions to Disclosing Content Information: (2702(b))
a. If it needs in order to deliver the communication


b. If authorized by law

c. Of if person whose rights are at stake consents

d. If necessary given a dangerous emergency

e. When provider inadvertently discovers the evidence and it relates to a crime

f. When such disclosure is needed to protect the provider (i.e. from unauthorized use)

g. When a provider discovers images of child pornography that provider must disclose under federal law

(2) Exceptions to Disclosing Non-Content Info: (2702(c))
a. As otherwise authorized in § 2703

b. With lawful consent of customer or subscriber

c. As may be necessarily incident to rendition of services or to the protection of rights or property of the provider of that service

d. To a governmental entity, if provider, in good faith, believes that an emergency involving danger of death or serious physical injury to any person requires disclosure w/out delay of information relating to the emergency

e. To Nat’l Center for Missing and Exploited Children

f. To any person other than a governmental entity

8) Analysis:

(a) First, determine what type of provider to see whether it falls w/in scope of statute?

(i) ECS or RCS? 

(1) If yes, SCA protects communication

(2) If no, outside scope of statute

(b) Is provider a public or non-public provider?
(i) If non-public, can disclose what it wants

(ii) If public, disclosure regulated by SCA

(c) Content or Non-content info?

(i) Different thresholds to compel
XI. Federalism and Computer Crime Law

A. Limits on Federal Authority
1) Constitutional Implications

(a) Most federal computer crimes have been enacted under Congress’ Commerce Clause power—

(i) Use of channels of interstate commerce

(ii) Instrumentalities of interstate commerce

(iii) Power to regulate activities having substantial relationship to interstate commerce

(b) Telephone network and Internet are generally covered by first two categories—both channels and instrumentalities of interstate commerce

(i) United States v. Jeronimo-Bautista (10th Cir. 2005) (court applies aggregate effects doctrine to find that local production of child porn substantially affects interstate commerce)
(1) After Raich, jurisdictional hook may not even be constitutionally required; basically no constitutional limits on regulating computer crime

2) Substantive Statutory Limits

(a) Federal computer crime statutes ordinarily impose some kind of statutory interstate requirement that government must satisfy in each prosecution.  

(i) United States v. Kammersell (10th Cir. 1999) (bomb threat that traveled from Utah, to AOL in VA, and back to Utah satisfied interstate communication b/c the message physically crossed state lines)

(ii) Do not need to know that communication is travelling out of state

(1) General rule is that when a federal criminal statute is based on the Commerce Clause power, knowledge of an interstate nexus is not required as a matter of statutory law.

(iii) U.S. v. Henriques (5th Cir. 2000) (child pornography prosecution; government failed to connect nexus to Internet (thus satisfying interstate commerce requirement) for all three images)  

B. Limits on State Authority

1) Intro

(a) While Congress has virtually plenary power to regulate computer-related crimes, state officials face considerable substantive and procedural barriers to the successful investigation and prosecution of computer crimes

(b) More rules governing state actors than federal actors; state protections can be broader than federal protections

(i) Also, federal agents do not have to follow state regulations; state agents have to follow both

2) Substantive Limits

(a) The Dormant Commerce Clause is a substantive limit on state power—state can’t restrict interstate commerce in two ways:
(i) No discrimination aimed directly at interstate commerce

(ii) State laws can’t place undue burdens on interstate commerce

(1) i.e. American Library Assoc. v. Pataki (NY law protecting minors from indecent exposure on the Internet violated dormant commerce clause);  

a. Violates for three reasons:
i. Unconstitutional projection of NY law onto conduct that occurs outside state (NH artists worried about being regulated, etc.)

ii. Although benefit of protecting children, burden on interstate commerce exceeds any local benefit (plus have other laws that protect)

iii. Internet an area that must be marked off as a national preserve in order to protect against inconsistent legislation; inconsistent regulatory schemes could paralyze development of internet

(2) After Pataki case, seems impossible for states to regulate interstate Internet communications …

a. But see People v. Hsu (Cal. App. 2000) (upheld CA statute which prohibited sending “harmful matter” to a minor with the intent of seducing that minor); 

i. Distinguished Pataki on grounds that this statue was much narrower and doesn’t subject internet users to inconsistent regulation; solely targets soliciting a minor to engage in illegal sexual activity

(b) Policy Question: What powers should states have to regulate conduct that may go out of their states??

(1) Between people inside state?

(2) Communication from ppl in Texas to ppl inside state?

(3) Communications from ppl inside state to ppl outside state?

(4) What about person in Nebraska, using server in NY, to communicate w/ someone in Texas?

3) Procedural Limits

(a) State investigators bound by Fourth Amendment and federal privacy laws, but also four additional limits:

(i) Federal privacy laws that expressly regulate the states;

(1) i.e. Wiretap Act places significant federal limits on state wiretapping laws

(ii) State statutory laws that extend beyond federal statutory laws

(iii) State constitutional protections that extend beyond federal Fourth Amendment

(1) i.e. Commonwealth v. Beauford (Sup. Ct. Pa. 1984) (state constitutional protection is greater than federal protection; rejects Smith v. MD and says law enforcement must get a warrant based on probable cause to use a pen register)

(iv) Limits on the ability of state subpoena and search warrant authorities to demand evidence out-of-state

4) Compelling Evidence Outside State Border
(a) State v. Signore (Sup. Ct. CT 2001): D wanted evidence excluded because Greenwich police faxed their warrant to AOL in Virginia; AOL complied with order and supplied information.  The fact that the evidence was gathered outside the officer’s territorial jurisdiction didn’t require suppression of the evidence.
(b) General Rule: state court orders are not enforceable outside of state

(i) When a state court order attempts to compel the collection of evidence outside the state, individuals and officials outside the state may opt to comply.

(1) But fact that state authorities can allow extra-territorial enforcement does not mean that they can compel it

(ii) Note: federal court order are enforceable nationally
XII. International Computer Crimes
A. U.S Substantive Law

1) Do computer crime laws in the United States apply to conduct either originating from outside the U.S. or targeting computers located outside the U.S.?

(a) Detrimental Effects Doctrine: intended and actual detrimental effects occurred w/in the United States; principle that “a man, who outside of a country willfully puts in motion a force to take effect in it, is answerable at the place where the evil is done”
(i) United States v. Ivanov (Dist. Conn. 2001): Ivanov was indicted on charges of conspiracy, computer fraud and related activities.  Hacked into OIB, an e-commerce business based in Connecticut, and obtained passwords to network.  Ivanov argues that because he was physically located in Russia when the offenses were committed, he cannot be charged with violations of U.S. law.  

(1) Holding: Court concludes that it has jurisdiction, first, because the intended and actual detrimental effects of Ivanov’s actions in Russia occurred within the United States, and second, because each of the statutes under which Ivanov was charged was intended by Congress to apply extraterritorially.  
(b) Extraterritoriality: substantive offenses that are intended by Congress to apply extraterritorially
(i) Presumption against extraterritoriality may be overcome by showing clear evidence of congressional intent to apply statute beyond our borders

(ii) Should it be a crime for someone inside US to hack into a foreign computer?  Should it be a crime in US to use US networks to facilitate a crime occurring outside of US?

2) No “dormant commerce clause” in int’l law; every country can pretty much do what it wants

B. U.S. Procedural Law

1) What governs investigations when the collection of evidence occurs in part in or whole outside the United States?

2) Statutory law: relatively easy; several courts have held that the Wiretap Act applies only to interception inside of U.S.  Any interception of wire or electronic communications outside the US is not covered by the Act

(a) If evidence is collected abroad, US federal laws do not apply.  Idea that Act intended to protect privacy interests inside of US

3) Constitutional Law: much more complicated; two main questions:

(a) Who is being monitored?

(b) Who is doing the monitoring?

(i) United States v. Barona (9th Cir. 1995): six individuals charged in a conspiracy to distribute cocaine;  involved extensive foreign investigation, including wiretaps.  Most of the foreign investigation occurred in Denmark.  Issue of whether wiretaps were a joint venture

(1) If action is a joint venture, the law of the foreign country must be looked at to see if foreign investigators followed it.  If foreign law was NOT complied with, may still be okay so long as US government reasonably believed that foreign officials were following their rules

(c) “Joint Venture” exception: based solely on Fourth Amendment.  Appellants must first show that they are among the classes of persons that 4A was intended to protect.  Applies when there is substantial US involvement
(i) Who is protected under 4A?
(1) NOT APPLICABLE: With regard to searches involving aliens “with no voluntary connection” to the U.S. (U.S. v. Verdugo-Urquidez)

(2) US Citizens

(d) What are your rights when you are traveling abroad when:

(i) U.S. is conducting the investigation

(1) U.S. v. Bin Laden: district court agreed that Fourth Amendment applied fully to monitoring of US citizens calls in Kenya.  However, court held that, in light of the unusual circumstances of the case, the exclusionary rule did not apply

a. Complicated!

(ii) Joint Investigations?

(1) 4A rights are whatever local law is (Barona—Denmark wiretaps)

a. As long as local government following law, about as much as can be done

(iii) Foreign Investigations (Barona—Italian wiretaps; no joint investigation)

(1) “Shocks the conscience”

(2) Basically, no limitation on what foreign investigators do on their own

(e) What about when US investigators search a server abroad?  Warrant requirement?

(i) U.S. v. Gorshkov: seems to say that Russian computers are not protected by the Fourth Amendment b/c they are property of a non-resident and located outside of US.  

(1) Gorshkov’s one trip to America (to get “consultant” job) wasn’t enough to establish level of voluntary association with the US for purposes of the Fourth Amendment

I) Mutual Legal Assistance and International Treaties

A) Letters Rogatory

· Default means of collecting evidence when there is no other agreement

· Request from one tribunal in one country seeking help from tribunal in other

· Court appoints “commissioner” who has authority to conduct investigation

· Typically takes 6-12 months, with involvement of DOJ’s Office of International Affairs and State Department

(a) By time the information arrives, the case may already have been forgotten…

(b) Infeasible in most computer crimes investigations

· Cannot be used prior to the grand jury stage of a criminal investigation since a U.S. court can only issue a letter rogatory in a judicial proceeding pending before it

B) Treaties

· Extradition Treaties

(a) Country to Country agreements

(b) Offense based, or “dual criminality”

(i) Dual criminality requires > 1 year prison term possible; in U.S., must be a felony

· Mutual Legal Assistance Treaties

(a) US has with about 45 countries

(b) Imposes mutual legal obligations on collection of evidence

(c) Important because they make assistance obligatory as a matter of international law (whereas letters rogatory are based on comity)

(d) Under MLAT’s, a request for assistance cannot be refused unless refusal is specifically allowed by the terms of the treaty

(e) US makes about 500 requests per year

(i) Receives approx 1000 requests per year

(f) Two types:

(i) Crime in requesting country (favored)

(1) With exception for constitutional protections, e.g. US will not assist Germany in prosecution for selling Nazi memorabilia given 1st Amendment; virtual child pornography

(2) No extradition if subsequent prosecution would violate constitutional law

(ii) Dual Criminality (disfavored)

C) Developments/Solutions to Problems

· 24 Hour Points of Contact

(a) Formed by G-8 high tech subgroup

(b) Each country agrees to have computer crime prosecutors and agents available 24 hours a day

· Need for Uniformity 

(a) Uniform substantive laws

(i) Permit extradition, avoiding safe haven

(ii) Permit legal assistance when there is a dual criminality MLAT

(b) Uniform procedural laws

(i) Avoid safe havens that would allow bad guys to store evidence where least likely to be accessed

(1) i.e country that doesn’t allow wiretapping—if bad guy, route through that country so you can’t be prosecuted

(ii) Synchronizes mutual legal assistance

(c) Trigger for action: ‘I love you virus’—Phillipines said no domestic law had been violated, so perpetrator couldn’t be extradited

· Overbreadth

(a) Very broad substantive domestic laws to help international investigation

(i) Helps with extradition

(ii) Make collection of evidence much quicker, as country receiving request can open domestic investigation

(b) Very broad procedural laws

(i) Make sure country receiving request can help requesting country

· But these bring problems too….

(a) Problems w/ uniformity

(i) Do we want “one world government”?

(ii) Whose laws win out? Do we want German laws, or do they want ours?

(iii) Have we figured out what are the “best” laws?

(b) Problems with Overbreadth

(i) It helps international cases, but what about … Get slide

D) Council of Europe Cybercrime Convention

· Signed in 2001; Ratified by U.S. Senate in 2006

· Member countries agree to synchronize their substantive and procedural computer crime laws (more or less)

(a) Countries can take exception on individual provisions

· Is this US forcing the world to adopt US law?  A sinister plot to force the US to make changes to US law?  Or just good law?  Let’s look at Convention:

(a) Article 2—illegal access; similar to § 1030

(b) Article 3—Illegal interception; similar to Title 3 (Wiretap Act)

(c) Article 4- Data interference; similar to § 1030 (a)(5)

(d) Article 7—computer related forgers; similar to §1030(a)(4)

(e) Article 8—computer related fraud; 1030(a)(4)

(f) Article 9—child pornography; have that

(g) Articles relating to procedural law= Wiretap, Stored Comm. Act, Pen Register

· Basically, Convention is requiring countries to adopt laws similar to U.S. law that already exists; all the topics that we spent semester doing

(a) Shouldn’t be controversial in US b/c model for convention is US law

E) Current State of Law when US need Foreign Help in cybercrime cases

· 24 Points of contact?

· Is there an MLAT?  Are informal channels open?  If neither, rogatory letter.

· Part law, part State Department negotiation

· Getting info from some countries is easy, other countries hard; depends on country…

(a) i.e. Canada works very closely and well with U.S.; 

F) Current State of law when other countries need US help

· Under broader version of 1030, U.S. may be able to open domestic investigation; pretty quick if 24-hour point of contact used

· If no U.S. crime, look to MLATs

· If No MLAT need to go through rogatory letter

II) Fourth Amendment and Extraterritorial Evidence Collection

A) No suppression remedy for violations of MLATS or improper rogatory letters

· May go to admissibility on authentication grounds, but not to 4A 

(a) United States v. Vilar (S.D.N.Y 2007): white collar crime case involving an illegal fraud scheme by two bankers who were US citizens but had offices in London.  The U.S.  issued a request pursuant to MLAT between US and UK to execute a search of ffices in U.K.  Ds then brought 4A challenge to the resulting search.  

(i) Vilar’s argument: I have 4A rights and there should have been a warrant to search.  

(ii) Key: When two countries work under an MLAT, they are working together on a “joint investigation.”  Creates a Fourth Amendment issue.  You at least have a set of 4A protections to work with.

(iii) Court: Even if there was an error, evidence should still not be suppressed.  

(1) Aren’t we using foreign law?  Judge says that we don’t expect US to second-guess foreign agents who say what their law is.  As long as US relying, in good faith, on foreign law, no suppression warranted

(iv) Only way that D can challenge MLAT or letters rogatory searches is really to have some 4A protection and then argue that reliance was unreasonable

· Kerr: What if investigation had been collecting non-content info, that would not have been protected in the U.S?

(a) In other words, does reasonableness requirement only involve the reasonableness of search and seizure or 4th Amendment as a whole?

(i) Would guess that if investigation collects non-content info, does not trigger 4A under Smith v. Maryland

I) Introduction to FISA

A) Laws that regulate national security surveillance are different from those that regulate a typical criminal case;  possible for case to go over from national security side to criminal side

· If the US wants to monitor someone abroad, that person who has no voluntary contacts with US has no Fourth Amendment rights

B) U.S. v. U.S. District Court Case:  Criminal proceeding in District of Michigan; defendants moved to compel certain surveillance information, to claim that indictment was based on inadmissible evidence.  Gov’t arguing that President, through AG, was using his lawful constitutional powers under Article II to protect the nation.

· How much power does Commander in Chief have to institute domestic wiretaps?  According to government, unlimited power…

(a) According to S.C., is there a warrant requirement?

(i) Yes, the warrantless wiretapping was unlawful.  

(ii) Powell seems to be saying that for surveillance of a domestic group, there is a warrant requirement, but it doesn’t have to look like a traditional warrant.  There is a “reasonable warrant” requirement, but it can be tailored for national security reasons.  (up to Congress?)

(iii) Imposing a warrant requirement for President isn’t going to harm President very much.  

· Kerr:  should there be a difference if President is monitoring a domestic spy?  What about agent of foreign power in U.S?  Lower courts have held that agent of foreign power doesn’t have 4A rights, but different than US citizen or domestic group.

(a) Supreme Court has not yet addressed it, but a lot of issues were preempted by FISA statute.

· Hypo: Terrorist Groups in Pakistan are using free Yahoo accounts, with server located in California.  Individuals in Pakistan are creating emails, saving them as drafts, and logging out.  Someone logs in and find draft emails.  US wants to monitor those yahoo accounts—what rules regulate?

(a) Does the Fourth Amendment regulate?

(i) Is there a sufficient connection to U.S.?  Someone who has never been to US, but has internet account in CA.  Assume that doesn’t count to trigger 4A protections—what can gov’t do to monitor those accounts?

(1) Real puzzle that government is dealing with post-911

(2) What should the rules be?  Hard question—knowing who is accessing an account, when the identity determines whether they have any 4A rights.

a. Probably some sort of procedures used to guess where someone is located to be able to determine where the account in being used

i. If accessing from hills of Pakistan, probably have no 4A rights

b. Making a guess based on the IP addresses that are accessing the account

i. Whereas in old world, monitoring would be of ppl—in new world, monitoring in based on account/IP, with guess about identity and location

II) Foreign Intelligence Surveillance Act (FISA)

A) Idea behind statute is that it tries to regulate national security monitoring through statute; essentially tries to enforce privacy laws against national agencies

B) Basic idea is a regime of court orders issued by a special court: the Foreign Intelligence Surveillance court, made of District Court judges appointed by the Chief Justice

· Whenever a Title III warrant would be required in an analogous criminal case, requirements roughly mirror what you see in FISA (?)

C) Surveillance of agents of foreign powers and foreign intelligence information is handled by new statute, FISA.  

D) Key concepts:

· Agents of a foreign power—spies, terrorists, foreign embassy officials

· “Foreign intelligence information”—information about what terrorist groups, etc are doing.

E) Outline of Statute

· 50 U.S.C. 1809: criminal prohibition on conducting “electronic surveillance except as authorized by statute”

· Electronic surveillance is acquiring the contents of communications, 1801(f), in a few specific contexts

(a) Particular known US person in the US, intentionally targeted

(b) Communications over a wire inside the US

(c) Wireless communications where person has an REP and would need a warrant in a criminal case

F) Requirement for getting FISA Order

· Government needs to establish probable cause that person monitored is an agent of a foreign power (included Al Queda)

· Significant purpose of the monitoring is to collect foreign intelligence information

· High level approval within DOJ

· About 1000 such orders every year

G) FISA Version of Pen Register Statute

· 50 U.S.C. 1841-46

(a) Same basic idea, but national security and not a criminal case

H) FISA version of SCA

· Several statutes, patched together, somewhat uncomfortably

(a) When assembled, looks a lot like SCA for foreign intelligence cases

· Non content: 18 U.S.C. 2709, the ECPA NL provision

(a) National security letters

(b) Doe v. Ashcroft

· Content: physical search provisions, 1861-62, or so we think

· Unclear: Section 215 orders

(a) Lobbying campaign by American Library association; but government never tried to get library records

(b) In reality, gov’t uses 2709 for national security letters
III) NSA Domestic Surveillance Program

A) DOJ claims that NSA domestic surveillance program is “electronic surveillance”—a wiretap—but that it is “authorized by statute” under 1809(a)(1).

· Whether it was authorized depends on how you interpret AUMF: authorized president to use all necessary and appropriate force after 9/11

(a) OLC said it trumps FISA

B) Congress Enacts “Protect America Act”

· FISA warrants are not needed to monitor targets “reasonably believed to be located outside the US”

(a) i.e. can get emails from yahoo server of ppl believed to be outside of US

· FISA court approves such protocols for monitoring such individuals

· Congress, more or less, reenacts FISA Amendments Act of 2008

C) Monitoring Outside US?

· FISA doesn’t apply to monitoring from outside US in most circumstances

· Intelligence agencies have classified guidance . . .

D) Using FISA Evidence in Criminal cases

· Evidence obtained via legal FISA process can be admitted in criminal case if FISA surveillance reveals evidence of a crime

· Court engages in in camera, ex parte review of legality of government conduct

(a) Compromise between allowing judicial review and protecting national security interests

(b) All done by the judge

· United States v. Squillacote, pg. 656
IV) Criticisms of FISA

A) Rubber stamp? (civil liberties)

B) Not agile enough in Internet age (Bush Admin)

C) Outdated? (everyone)

D) Who should it apply to?  What should the standard be?
18 U.S.C. 1030(a)(2)—states that it is a crime if a person:





“intentionally accesses a computer without authorization or exceeds authorized access, and thereby obtains—


     (A) information contained in a financial record of a financial institution or a card issuer…


     (B) information from any department or agency of the United States; or


     (C) information from any protected computer if the conduct involved an interstate or foreign  


            communication (no longer required after Amendment)


	





18 U.S.C. 1030(a)(3)—states that it is a crime if a person:





“intentionally, without authorization to access any nonpublic computer of a department or agency of the United States, accesses such a computer . . .that is exclusively for the use of the Government or the United States or, in case of a computer no exclusively for such use, is used by or for the Government and such conduct affects that use…”


	





18 U.S.C. 1030(a)(4)—states that it is a crime if a person:





“knowingly and with intent to defraud, accesses a protected computer without authorization, or exceeds authorized access, and by means of such conduct furthers the intended fraud and obtains anything of value, unless the object of the fraud and the thing obtained consists only of the use of the computer and the value of such use is not more than $5,000 in any 1-year period”


	





18 U.S.C. 1030(a)(5)—states that it is a crime if a person:





“knowingly causes the transmission of a program, information, code, or command, and as a result of such conduct, intentionally causes damage, without authorization, to a protected computer; 


     (A) intentionally accesses w/out authorization and, as a result, recklessly causes damage; 


     (B) intentionally accesses w/out authorization and, as a result, causes damage and loss


	





18 U.S.C. 1030(a)(5)—states that it is a crime if a person:





“knowingly causes the transmission of a program, information, code, or command, and as a result of such conduct, intentionally causes damage, without authorization, to a protected computer; 


     (A) intentionally accesses w/out authorization and, as a result, recklessly causes damage; 


     (B) intentionally accesses w/out authorization and, as a result, causes damage and loss


	





“The right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated and no Warrants shall issue, but upon probable cause, supported by Oath or affirmation, and particularly describing the place to be searched, and the persons or things to be seized.”
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