What is computer misuse and why do we care?

1. Theories of Punishment – two primary

a. Utilitarian 

i. Deterrence – punish them so they won’t do it again, and other people won’t do it

b. Retribution – theories based on justice or restoring the social order

How do these theories apply to Chapter 2 problems (Bryan Smith and Sarah Jones)

1. System administrators set up computers and programs so that particular people can do particular things

a. There are many fiscal, personal and privacy matters wrapped up in what rights you have on a computer/network

b. Most computer misuse crimes deal with getting more access than you’re supposed to have, blocking the use of others, etc.

Two big categories of computer crimes are

1. Breach of Contract – like the contract I signed as OSC that promised not to abuse the system

2. Unauthorized Access – going beyond the limits of your access

a. Couldn’t a company bring a breach of contract proceeding if someone misuses the network?
Computer Misuse

No court has ever tried to prosecute a computer misuse crime as a trespass

· trespass maintains it’s physical properties and doesn’t lend itself to a virtual world

Theft seems to work at a state level

Federal Wire-tapping statutes work for federal level

United States v. Seidlitz

· Seidlitz is charged with Federal Wire Fraud

· Between Maryland and Virginia

· He downloaded and printed out source code

· Seidlitz said that he didn’t actually take anything that constitutes property

· Court said it was property because he got something valuable

· The court focuses on the “taking away of the data” as the real problem here

· They don’t focus on the entry

· The Wiretapping statute requires fraud, that is, an intent to deceive

· The fraud here is that he misrepresented himself to the computer
Does the Wirefraud Statute provide an adequate answer to the facts here?

· No one was deprived of property

· No person was deceived

He just copied the data, he didn’t deprive the owner of the software.

· same argument as file sharing

· Is it theft?

· Instead of saying, “you deprived me of this thing,” you have to say that “you deprived me of exclusivity, which hurt me in some way”

· The Wirefruad statute probably wouldn’t have worked if he’d just been looking around, because you need a scheme to deprive someone of property and if you’re just looking and not taking, that scheme doesn’t seem to be there

State v. McGraw

· McGraw is using his work computer to store information about his personal business

· He’s charged with stealing from the city

· The Court said he didn’t actual steal anything because the city didn’t lose anything, the system was never overloaded or anything, storage devices are rewritable 

· The dissent argued that the city had a right to the time and storage space and that, by using it for personal pursuits, the city could not use it and even though McGraw didn’t gain anything it’s a theft of the city’s resources

It seems courts have concluded that a theft occurs when someone is hurt in some appreciable way, but if there is no appreciable harm, then there’s no theft.

· In the mid 80’s, legislatures figured out that this standard wasn’t all that great, and there’s a number of arguments for having dedicated computer misuse crimes.  It’s silly to only prosecute for some downstream harm, instead of prosecution based on the person hacking in, the coping of information, etc.

Unauthorized Access

· the primary method by which states criminalize computer crimes

Overview of 18 U.S.C. 1030

(a) lists the seven means of violating the statute

(b) covers attempts

(c) designates maximum punishments for different violations of (a) and (b)

(d) is a turf question for law enforcement

(e) provides definitions of key terms

(f) provides a government exception

(g) authorizes civil lawsuits under the statute

a. has been a total flop

b. generally used in business to business lawsuits (you talked to my employee while he was on the computer)

(h) used to required reports, but is now inoperative

Basics of 1030(a)

· most of the provisions of 1030(a) prohibit “access” to a “protected computer” “without authorization,” and sometimes “exceeding authorized access.”

1030(a)(1) – hacking to obtain classified government secrets

· been around since 84, never been used

1030(a)(2) – focuses on obtaining information

· this one is most important, especially 1030(a)(2)(B) and (C)

· obtains information includes reading it, so this statute is very broad

· not the interstate requirement under 1030(a)(2)(C)

· normally a misdemeanor

· becomes a felony if 

· committed for commercial gain

· in furtherance of a criminal act

· value of information obtained exceeds $5,000

· Multiple convictions trigger felony charges

Makes it a crime to intentionally access a computer without authorization or exceeds authorized access and thereby obtains:

· 1030(a)(2)(A)

· Financial records, credit card information

· 1030(a)(2)(B)

· Information from any department or agency of the United States

· 1030(a)(2)(C)

· Information from any protected computer if the conduct involved an interstate or foreign communication

· Most crimes using the internet will fall into this category

“Obtains” includes mere observation of the data

Access must be Intentional, no prosecution for accidental access

1030(a)(3)

· Basically a trespass statute

· Can’t trespass on a government computer

· No requirement that information be obtained

· always a misdemeanor, unless you have a prior 1030 conviction
· eclipsed by (a)(2)

1030(a)(4)

· computer misuse that furthers fraud

· Think of the Seedless case here, because that’s what Congress was thinking about

· Note the overlap with wire fraud statute

1030(a)(5)

· deals with computer misused that results in damage; most textually complex thanks to 2001 revisions

· 1030(a)(5)(A) – the prohibited act

· Note that (A)(i) covers denial of service attacks, viruses, worms, and other acts of denying rights

· Damage = any impairment to the integrity or availability of data, a program, a system, or information

· 1030(a)(5)(B) – the result caused by the act

· Damage as defined in 1030(e)(8) plus some other stuff

· The focus is on dollar value

· Loss of $5,000 (most important)

· Medical records

· Physical injury

· Threat to public health or safety

· Damage affecting a computer system used by or for a government entity in furtherance of the administration of justice, national defense, or national security

1030(a)(6)

Password Trafficking

· deals with buying/selling passwords

· also covered by 1029

1030(a)(7)

· charged pretty often

· punishes hackers who threaten to “bring down your network if you don’t pay me a consulting fee”

· five year felony

1030(b)

· rarely used because without actual access, there’s no record of any access

1030(e)

· defines key terms

· (6) the term "exceeds authorized access" means to access a computer with authorization and to use such access to obtain or alter information in the computer that the person is not entitled so to obtain or alter
· (8) the term "damage" means any impairment to the integrity or availability of data, a program, a system, or information;

· (11) the term "loss" means any reasonable cost to any victim, including the cost of responding to an offense, conducting a damage assessment, and restoring the data, program, system, or information to its condition prior to the offense, and any revenue lost, cost incurred, or other consequential damages incurred because of interruption of service;

· Pretty much any computer connected to the internet could be covered, even outside of the US

What’s access?

Physical Approach

Really, access seems that it’s not whether you’re getting inside; access depends of sending communications that are received by the other computer

· Some courts say that port scans are not access, which are communications that are received by another computer

· Kerr seems to like this approach
· He would say that “access” is any successful interaction with a computer, no matter how minor – this would eliminate access as a limit on the scope of unauthorized access statutes, and would place all the weight on the meaning of authorization

Virtual Approach

· getting to password prompt would be like going up to a locked door, not a crime as long as you don’t then break in
State v. Allen

· Allen calls a number of computers and apparently did nothing

· No evidence that he actually entered any computer

· He just gets the password prompt and sits there

· It’s also suspected that he deleted the logs that recorded his activity

· The court says that he didn’t access the computer because he didn’t go past the password prompt

· He simply made phone calls, which are legal

· The court says you have to have the “ability to make use of” SWBell’s computers or obtain some data

· Though some data was sent and received, the court said he hadn’t accessed the computer

· Basically, you have to actually “get inside” the computer, merely “knocking on the door” isn’t enough
· Perhaps the key here is that viewing the password prompt isn’t unauthorized – it would only be unauthorized access if he went past the prompt, or tried to go past the prompt by entering information into the prompt (State v. Riley)(p.36)

AOL v. National Health Care Discount, Inc. (p.37)

· it seems your access of your email account would constitute access

· Court said that when someone sends an e-mail message from his or her computer, the sender is making use of all those computers that transmit the message and is therefore “accessing” them

· would checking your email constitute access of the destination computer?

Code Based Restrictions

· two tests (Morris)

· intended function test

· by-passing a password gate

· guessing a password is like picking a physical lock, stealing a password is like copying someone’s house-key (Sherman & Co. v. Salton Maxim Housewares, Inc.) (p.48-49)
Morris (intended function test)

· Morris created a worm and released it, causing a number of government computers to crash

· Prosecuted under 1030(a)(5)(A) – which, at the time, prohibited “intentionally access[ing] a Federal interest computer without authorization”

· The question was whether Morris’s transmission of this worm constituted exceeding authorized access

· The Court focuses on the fact that Morris used security holes in SEND MAIL email program and Finger Demon  to spread his worm

· Spreading worms was beyond the intended functions of those programs

Contractual Restrictions 
EF Cultural Travel BV. V. Explorica, Inc.
· Using confidential information in violation of confidentiality agreement

· Charged with a violation of 1030(a)(4) because the scraper tool took “something of value” from EF

· The prices of their services I guess.

· Did the use of the scraper tool “exceed authorized access?”

· EF had no explicit prohibitions against scrapers at the time

· Court rejects imposing “reasonable expectation” test

· Says that a website, if they don’t want scrapers to access them, should make that explicit

· i.e., adding a “no scrapers allowed” sentence to their homepage

· Norm-based restrictions (second EF case) – access that violates generally accepted norms of behavior would constitute access without authorization

· But who sets the norms?

· In this second case Zefer seeks review of a preliminary injunction prohibiting it from using a “scraper tool”

· Court rejects the norms based restrictions because they’re pretty arbitrary and hard to define

· Case focuses on public websites, what about email?

Kerr seems to think that 1030 should apply only to code-based restrictions, not to contractual.  Says we should worry about the break-in, not the breach.

Sherman (p.67)
· employee has been hired away by competitor

· Alleged to have looked through the old company’s network to see if there was anything that could have helped him in the new job

· Says that his access of these documents was “without authorization” because it was in conflict with the interests of his employer

· As soon as he access those documents,  he was acting without authorization

· Court says that in order for access in excess of authorization to be a crime and actionable civilly, there must be a clearer and more explicit restriction on the authorized access.

· Court said 2701 (Stored Communications Act section dealing with unauthorized access) doesn’t prohibit the misappropriation of data

Shurgard Storage Centers, Inc. v. Safeguard Self-Storage, Inc.

· went the other way, said that employee acts “without authorization” he acquires adverse interests

· Thus, once they started looking for information to help their new employer, they were operating beyond the access given to them by their employer

There has to be some limit on the scope of 1030, but it’s not clear where that line should be drawn.

· The thing to look for will be whether prosecutors start bringing cases based on breach of contract

· Imagine being prosecuted in federal court for violating AOL’s terms of service

United States v. Czubinski

· alleged that he was building dossiers for the KKK and stuff

· he was accessing people’s tax records

· Did he violate 1030(a)(4)?

· This is a breach of Contract (court says he unquestionably exceeded authorized access) because these were records he was not supposed to be looking at

· But it’s not charged this way (not charged under (a)(2)), it’s charged as a felony

· They may have thought there was some grand conspiracy scheme at work here

· However, the court says he didn’t obtain “anything of value”

· All Czubinski was doing  was satisfying his curiosity

· The “thing obtained” can’t merely be the unauthorized access itself – there has to be some ultimate end, of which the unauthorized access is a means towards

Should 1030(a)(4) exist?

· do we need it?

· Usually these sorts of things will be prosecuted as an (a)(2) felony

 Czubinski is the only 1030(a)(4) case – has probably scared off prosecutors, who will now just bring (a)(2) charges

1030(a)(5) (p.81)

Broken into two parts

· A) lists 3 crimes – computer damage statutes

· Some uses of computers cause damage, and the damage is bad

· They talk about sending code or programs that intentionally cause damage without authorization to a protected computer (a)(1)

· Designed to deal with viruses

· B) lists the consequences of the damaging use

· i) – financial loss provision

· covers 99% of networks (all protected computers)

· if you lose $5000 in value during one period

· Section A lists three crimes and the result of those crime must be at least as bad as what’s contained in Section B’s list of damage.

Section A

· “[Whoever] (i) knowingly causes the transmission of a program, information, code, or command, and as a result of such conduct, intentionally causes damage without authorization, to a protected computer; 
· (ii) intentionally accesses a protected computer without authorization, and as a result of such conduct, recklessly causes damage; or 
· (iii) intentionally accesses a protected computer without authorization, and as a result of such conduct, causes damage” 
· Note that 1030(a)(5)(A)(i) covers denial-of-service attacks, viruses, worms, and other acts of denying rights. 

· “damage” = “any impairment to the integrity or availability of data, a program, a system, or information” 1030(e)(8)
Note:   Violations of 1030(a)(5)(A)(iii) are  misdemeanors, but violations of 1030(a)(5)(A)(i)-(ii) are felonies. 18 U.S.C. 1030(c)(2)(A), 1030(c)(4)(A)-(C).
Section B = “Damage” as defined in 1030(e)(8) plus:

i. loss to 1 or more persons during any 1-year period (and, for purposes of an investigation, prosecution, or other proceeding brought by the United States only, loss resulting from a related course of conduct affecting 1 or more other protected computers) aggregating at least $5,000 in value; 
ii. the modification or impairment, or potential modification or impairment, of the medical examination, diagnosis, treatment, or care of 1 or more individuals; 
iii. physical injury to any person; 
iv. a threat to public health or safety; or 
v. damage affecting a computer system used by or for a government entity in furtherance of the administration of justice, national defense, or national security
Definition of “Damage”

(e)(8) the term "damage" means any impairment to the integrity or availability of data, a program, a system, or information
(e)(11) "loss" means any reasonable cost to any victim, including the cost of responding to an offense, conducting a damage assessment, and restoring the data, program, system, or information to its condition prior to the offense, and any revenue lost, cost incurred, or other consequential damages incurred because of interruption of service;
Reasonableness of the victim’s reaction to the intrusion becomes the real issue

Middleton (codified the reasonableness requirement in determining costs/loss)
· Was a system admin for Slip.net

· He left the company, but still had an admin account and he logged in using that code and started causes troubles

· What damage does he do to the network

· Created and deleted accounts

· Changed other account settings

· Accessed administrative software, deleted billing database, deletes all sorts of files

· The victim company spends a lot of time and money to repair the damage he did

· 93 hours for the main guy

· 20 hours for another

· 33 for another guy

· Middleton didn’t like the jury instruction used and said that it should overturn his conviction

· The court said you can consider any loss that is a natural and foreseeable result of the damage
· The court pointed out that there was no real monetary loss, they didn’t pay their employees anymore, they didn’t hire a consultant

· The Court uses a damage formula of hours worked by a set-hourly wage

· Whether the amount of time the employees spent working on the network and their hourly rates were reasonable for the repairs they did are questions for the trier of fact

Issues in determining loss

· are there cheaper alternatives

· is the amount of time taken reasonable?

Usually the issue is “Is 1030(a)(5)(A) triggered by the damage in this case?”

Do we need this statute? Is it really that different from a 1030(a)(2)?

· seems to focus on the victim’s response to the hacking, not the actions of the hacker

· this isn’t the normal course of events in criminal law

· usually we look at the result of a crime – normally we’d ask if the intrusion was the “but for” cause of the damage to the network

· usually we don’t focus our attention on the victim’s reaction

· So, the “eggshell plaintiff” rule doesn’t seem to apply

· We ARE concerned about the reaction of the plaintiff

· the result of Middleton and it’s reasonableness analysis, is that we get “dueling experts”

· one expert says, “The victim’s reaction was reasonable.”

· The other says, “This intrusion wasn’t worth even bothering with.”

So you’ve got a network incursion that causes damage (and costs) to the network and then you have costs that flow from the labor required to fix that damage

Nexans Wires S.A. v. Sark-USA, Inc.

· employees of Nexans accessed some company information and used it to start a competing company

· P said he had $5000 loss in two ways

· Trips to from Germany to New York to discuss the problem

· Claimed that they’d suffered loss when they lost business to the new, competing firm
· Court said that trips are not losses, because they’re not related to computers

· Court said that lost revenue wasn’t “loss” as defined by 1030(e)(11)

· The network wasn’t inoperable or anything like that
Mens Rea of 1030(a)(5) (Unauthorized Access must be intentional, damages do not have to be intentional)
United States v. Sablan

· Sablan was fired from a Bank, went back and used an old password to access the mainframe

· She changed several files and deleted others, severely damaging bank files

· Sablan wanted the jury instruction to say that the government had to prove that she had the intent to damage bank files

· Adopts Morris reasoning and says 1030(a)(5)(A) does not require the government to prove that the damage was intentional
· So access without authorization is all you need; the remaining elements can be strict liability elements without violating the Due Process clause

CHAPTER 3 – Property Crimes

People v. Johnson (credit card numbers ARE property) (p. 2)
· Charged with possession of stolen property

· Johnson used an illegally possessed A.T.& T. credit card number

· He offered it to travelers at the Port Authority in Manhatten

· The number was on a scrap of paper

· Defendant said that since he didn’t actually posses the CARD, he wasn’t in possession of the credit card

· Another court said that the number itself wasn’t tangible property

· Court said that the generic crime of criminal possession of stolen property is meant to proscribe knowing possession of property wrongfully taken from a lawful holder
· The court said it doesn’t matter what FORM the property takes

· It’s the number that’s crucial, not the plastic card itself

· A credit card number qualifies as a “thing of value”

· Whether the number is actually a credit card number, and not some innocuous number can be determined by the attendant circumstances

United States v. Farraj (trial plans are “goods, wares or merchandise” – interstate transportation of stolen property doesn’t have to be a physical object, can be an electronic transfer under U.S.C. Section 2314)
· Defendant worked on a 400 page trial plan for some litigation

· They emailed 80 of those pages to the other side and offered to sell them the rest

· The court said that the trial plan was the product of a business relationship between client and attorney

· Thus, the trial plan could be viewed as an ordinary subject of commerce

· They’re created for a commercial purpose and carrying inherent commercial value at least as to the persons directly interested in the matter

· D’s said that he only transmitted an “intangible” because the document he sent was electronic and not physical

· Court said that Section 2314 applied to money wire transfers and other electronic transfers
· Reading in a tangible property requirement might unduly limit the scope of the statute

United States v. Riggs (p.9)
· just because defendant stored information on a computer network, rather than printing it on paper, his acts were still under the purview of the statute

· in either case, the information is in a transferable, accessible, even salable form

· tangibility requirement might limit the scope of 2314

The Economic Espionage Act

United States v. Genovese (p.13)
· Charged with unlawfully downloading and selling a trade secret in violation of 

18 U.S.C. 1832(a)(2), the Economic Espionage Act of 1996.
· He downloaded portions of the Windows 2000 and NT 4.0 source code
· He then provided access to the code through his FTP server

· He makes people pay $20 for access

· EEA applies to:

· Anyone who intentionally copies, photographs, uploads, etc. a trade secret

· 1832(a)(2) defines trade secret as any form of financial, business, scientific, technical, economic or engineering information

· tangible or intangible

· no matter how it’s stored, complied or memorialized physically, electronically, or whatever

· The Court says this isn’t a violation of the first amendment

· Genovese raises a vagueness challenge because the statute is new

· Says he couldn’t have know that the code he found, that was out on the internet, was not generally known to the public

· The court looks at the wording of his website, He said the code had been “jacked”

· Talks about how it’d be hard to find on the internet

· So the case turns on whether Microsoft had taken reasonable measures to protect this code

Would Genovese fit under Wire-Fraud or Transport of stolen property?

· probably not, because there doesn’t seem to be hard evidence that he sent it across state lines

Is this the same broad idea found under Farraj and Johnson?

Kerr thinks we should have more specific laws, tailored to particular problems, instead of the broad approach of Farraj and Johnson. 

Copyright

· protects the expression of an idea, the manifestation of an idea; not the idea itself

· Fair Use Exception

· Provides some freedom to use parts of a work, if we didn’t have it

· By and large a civil area of law

17 USC 506 and 18 USC 2319: Elements

1) D infringed copyright (no fair use)

2) D acted “willfully”

3) Certain dollar value of retail works sometimes

4) for “commercial advantage or private financial gain
US v. Moran

· Moran was coping movies and renting the copies, that is, bootlegging

· The police found out and took a number of his movies, like “Big” and “Crocodile Dundee II”

· The question here is whether this is criminal copyright infringement

· At the time, the statute required that you intend to profit from your copyright infringement

· Court says that Willful Copyright infringement is that which is done when you know what you’re doing is wrong

· The court said that his actions weren’t willful

· He said that he was just making copies as insurance, cause it would be a shame if he couldn’t watch Crocodile Dundee

· He also never really profited from these copies

· He ran a video store and was just making backups for when the original copies got too worn

· So it’s not Willful because he didn’t know what he was doing was a copyright infringement

· Why use the Willful mens rea?

· We don’t want to punish people for their good faith beliefs that they’re not breaking the law

Criminal Copyright Statutes are becoming broader
· the more harsh the laws get, the less likely that they will actually be enforced
· Perhaps limiting punishments to civil actions is the way to go

· some have proposed having the US Government bring civil actions

Warez groups are usually prosecuted as criminal conspiracy

United States v. Shabazz (You don’t need actual profit to be prosecuted for criminal copyright infringement)
· What role does the intent to profit play in these cases?

· Shabazz basically has to start a company and hire employees just to copy tapes and 8-tracks

· The court holds that there was intent to profit

· Why would go through all that trouble if they didn’t think they were going to make some money off the deal
United States v. LaMacchia (wire-fraud statute can’t be used in copyright infringement cases)
· college student had a BBS were people were uploading Excel 5.0 and WordPerfect 6.0

· He had no intent to profit, so he couldn’t be prosecuted under the copyright laws of the time
· Prosecutors tried to try him under 18 U.S.C. 1343 (Wire Fraud Statute)

· Court uses Dowling, which is a limitation on the Wire Fraud Statute (p.35)

· Said that allowing someone to be prosecuted under the Wire Fraud Statute would circumvent Congress’s intent to have only narrow liability for copyright infringement 

In response to LaMacchia, some criminal copyright statutes no longer have the “intent to profit” phrase (p.35)
· we no longer have a world were intent to profit makes sense

On-line Threats and Harassment (p.41)
Test for whether something is a “true threat” is whether a reasonable person would understand the threat to be a serious threat of bodily harm

· Threat

· Usually refers to communications – typically using words

· Harassment

· Refers to a course of conduct – generally requires an intent to intimidate or place in fear

18 U.S.C. 875

· Section c – threats to kidnap, sent across state lines

· Section d – sending a threat to cause damage across state lines, and other stuff

47 U.S.C. 223

· telecomm harassment law, originally for the telephone

· Section is a mix of harassment law and more controversial “indecency” provisions

· In practice, this law is not as broad as it seems

US v. Alkhabaz

· two guys, one in the US, one in Canada are sharing stories on alt.sex.stories

· the stories are violent

· does sending a threat mean “having a message” or “sending a message to the person with the intention of intimidating them”

· The majority says that the story/emails did not constitute communications containing a threat on the grounds that no reasonable person would perceive the e-mails as intending to effect change or achieve a goal through intimidation

Seems you can get away with things online that you couldn’t get away with in the real world.

US v. Carmichael

· Carmichael had a webpage

· He was a drug dealer

· At one point he put up photos of “informants” in his case with “Wanted” above them 

· Court says this is no “true threat” and thus protected by the first amendment

· Say he was just looking for information about the people prosecuting his case

· Looks at the context 

· Looks at a case about planned parenthood case

· Anti-abortion group put up photos of abortion doctrine

· Was not protected because people actually took action on the information

How do you determine whether someone with a website is really just stating an opinion or something that might be advocating violence?
· How do you know what’s a threat and what’s not? 
· How do you determine the immediacy of an online threat?
Perhaps the time you take to research and make a website like “thisguymustdie.com” factors into things

· if you post his address, what kind of car he drives, his photo, etc.

Does the timing on the website make a difference? The traffic that comes to the site?

Vice Crimes

· laws that protect the moral fabric of society

· people lack the ability to avoid things that are bad for them

· the default scenario here is to simply import standard vice crimes

· but it’s much harder online

· The transaction no longer requires a physical, face-to-face transaction between two parties

Why do we prohibit off-line gambling?

· organized crime effects

· bad for us

· neighborhood effects

United States v. Cohen

· Cohen moves to Antigua and opens a sports booking website

· You can place bets by phone or internet

· You set up a cash account in Antigua and your bets are placed through that account

· He argued he fell within the Safe Harbor provision of 18 U.S.C. 1084

· 18 USC 1084 – makes it a crime to use wire communications to place bets

· The Safe Harbor says that it’s not a crime to place bets
· if the bookie and the better are both in places where sports gambling is legal, or
· the transmission is limited to mere information that assists in the placement of bets

· He said that’s what his website was doing

· The court said neither exception applies
· It’s illegal to gamble on sports in New York

· It wasn’t just information that assists in the placement of bets; people called them, told them what they wanted to bet on, and they placed the bets

· WSE could only book the bets that its customers requested and authorized it to book

· Safe Harbor didn’t apply because simply transmitting  betting information to or from a jurisdiction where betting is illegal is prohibited

Miller v. California

· Miller is sending out brochures for porn books

· Court sets up a new test for obscenity

· Whether the Average Person applying contemporary community standards would find that the work, taken as a whole, appeals to the prurient interest

· Whether the work depicts or describes, in a patently offensive way, sexual conduct specifically defined by the applicable state law

· Whether the work, taken as a whole, lacks serious literary, artistic, political, or scientific value

Douglas doesn’t like this

· thinks it’s useless to draw a line between “soft-core” and “hard-core” material

· doesn’t like the state censorship

Does Miller still work today?

· it’s tougher to define what the “community standard” is

· Distribution is much different now, you can just Google what ever you want

· It’s not distributed like it was back in the day

Child Porn 
US v Mohrbacher
· Charged with violation of U.S.C. 2252(a)(1)
· Claimed he did not transport or ship the images TA \l "US v Mohrbacher" \s "US v Mohrbacher" \c 1 
· D received and transmitted child porn images on his computer via modem
· Can receiving be transporting in the legal sense?
· By ordering porn images, D caused them to be transported, and is criminally liable.
· court said the actions he took to view the images were like ordering something from a catalog 

United States v. Tucker

· Tucker was looking at the kiddie porn

· They found the data in his browser’s cache

· He’s charged with possessing child porn images

· He argues that he tried to delete the images from his cache

· He had one image stored on his hard drive

· He tried, but apparently failed to clear the child porn from his browser’s cache

· To have “possession” you have to have knowledge and control

· The Court said that Tucker did have control in this case

· They said he reached out to this website and had control over the website

· He was in control because he could manipulate the files

· The Court said that Tucker did have knowledge

· If he didn’t know they were there, he wouldn’t have tried to clear his cache

· I mean, he knows how to clear his cache, which makes him fairly adept

So if you’re computer savy you’ve got possession, but if you’re a novice, you’re not?

· Maybe we should make receipt a crime, not viewing – thus only people who knowingly download a file would be covered

We don’t really have a concrete definition of what “possession” is in the digital age.

Ashcroft v. the Free Speech Coalition (Overbroad and Unconstitutional)  TA \l "Ashcroft v the Free Speech Coalition" \s "Ashcroft v the Free Speech Coalition" \c 1 
· Whether CPPA abridges freedom of speech, when it involves visual depictions of children who do not in fact exist. 
· Child Pornography Prevention Act of 1996 (CPPA) prohibited any visual depiction, real or computer-generated that "is, or appears to be, of a minor engaging in sexually explicit conduct," and any sexually explicit image that is presented in such a manner that conveys the impression it depicts "a minor engaging in sexually explicit conduct.
· (e.g., Nubiles.net)
· CPPA prohibits speech that records no crime and creates no victims by its production
· Court said that images of “ virtual child pornography” (like an 18 year old actress playing a 14 year old in a sex scene) would be ok
· No actual abuse has taken place, and there may be social/artistic value

· Where the speech is neither obscene nor the product of sexual abuse, it does not fall outside the protection of the 1st Amendment

· Government said that allowing virtual images would make it hard to determine what’s real and would lead to prosecution problems

· Court makes it clear that the government can’t suppress lawful speech as a means to suppress the unlawful speech

United States v. Marchand (p.112)
· doctor was downloading child porn... at work

· at home, he had 500 images of child porn
· He claimed that some of the images were “morphed”
· Possibly using POSER
· The images, if fake, looked real
· Eleven images were published in a 1986 magazine, before computers were powerful enough to create virtual images

· Government had to prove that the image depicts a real child

· Also had to prove that the Defendant knew the images depicted real minors and not virtual minors

· The Crux of the issue is whether Marchand had actual knowledge or willful blindness that the image stored was created with the use of an actual child rather than being a purely virtual computer image.
· Court looks at:

· Details of the image

· Fact that staples appeared in one of the images

· Fine name that includes the age of the child

· Large number of photos and the vast number of different websites they came from

· It’s not like he just went to a site dedicated to virtual images

· Very real facial expressions of the children

· Detailed close ups

· Backgrounds of the photos included highly detailed furniture, rumpled bedding and realistic lighting

· Not likely that a virtual artist would create all that so perfectly

· Court uses US v. Pabon-Cruz – which held that jury can consider the appearance and number of images possessed to determine whether the defendant knew

Traveler Cases and Entrapment

· Traveler Cases

· Mann Act (18 U.S.C. 2421)

· Prohibits using the mail or any facility of interstate commerce to entice a minor to engage in illegal sexual activity.  2422(b)

· This includes the internet

· Prohibits enticing a minor to travel across state lines to you, for sex, 2423(a) and prohibits you from traveling to him/her across state lines for sexual purposes, 2423(b).

· Primary issue raised in these cases involves the defense of Entrapment

Entrapment – (Government can’t originate a criminal design, implant the disposition to commit a criminal act and then induce the commission of the crime so that the Government may prosecute)

United States v. Poehlman – (Inducement consists of an opportunity plus something else – typically, excessive pressure by the government upon the Defendant)
· the case with the cross-dresser who contacted a woman who he hoped to get in the sack, “Sharon” wanted him to teach her “daughters” about sex

· He eventually figured out what she wanted, and talked about what’d he do as the sex-instructor, usually at Sharon’s prompting

· “Sharon” helped him make plans to travel from Florida to California

· The Court said the Government includes a crime when it creates a special incentive for the defendant to commit the crime

· The incentive can be anything that materially alters the balance of risks and rewards bearing on the defendant’s decision whether to commit the offense, so as to increase the likelihood that he will engage in the crime

· Defendant can still be convicted if the trier of fact determines that he was predisposed to commit the offense

· The time frame to look at for this is before the Defendant has any contact with the government agents

· Inducement can be any government conduct creating a substantial risk that an otherwise law-abiding citizen will commit an offense
· Conduct like threats, coercive attacks, harassment, promises of rewards, or pleas based on need, sympathy or friendship

· Court said that Poehlman was induced because “Sharon” used his loneliness against him and made the crime a condition of her continued interest in him

· He wasn’t predisposed because his initial emails made it clear he was only interested in an adult relationship
CHAPTER 4

Sentencing (chart on p.18-21)
Section 2B1.1

· like all other economic crimes, your sentence is greater when you cause more actual loss

· figure out reasonable foreseeable monetary harm and count that amount

Except in section 1030 cases (p.21)

· any loss shall be treated as a reasonably foreseeable loss

· So why in 1030 crimes (computer misuse) should any loss be treated as reasonable?

· Perhaps to deter virus writers who cause massive damage but didn’t intend to

· The way we have it now, the hacking victim determines the penalty

· Middleton does leave require a “reasonable cost” requirement

· options for sentencing

· probation

· fines

· rarely relevant because most criminals can’t pay large fines

· prison terms

· Primary technique

· May be mandated by law

United States v. Lee

· Lee owned a video rental store

· He created a website that was almost an exact copy of the Honolulu marathon website

· He claimed it would let you sign up for the marathon for $165

· That’s $100 over the actual amount

· This was fraud though, because the money just went to him

· The question was rather this required the Special Skills sentence enhancement

· The idea is that the Special Skills enhancement targets people who, based on education and expertise should use their knowledge responsibly, and if they don’t, they should be punished more

· The 9th Circuit says that Lee doesn’t get the enhancement, because he falls outside the area covered by the Special Skills enhancement

· He didn’t abuse an area of public or private trust

· Seems the idea behind this rule was to punish a bank’s system administrator for using his knowledge to rob a bank

Should we have enhancements for using a computer in a crime?

· Kerr doesn’t think so

· Hard to draw a decisional line

· If you do more harm with a computer then you shouldn’t be punished for using the computer, you should just be punished more for causing more harm in general

The Guidelines themselves

· for every substantive crime, there’s a specific guideline that tells you what the sentence should be

· for instance, in child porn you would look at (b)(7) and count the number of images

· 10 -149 images would increase the sentence by two levels

· more would raise it by additional levels

With Computer Misuse Crimes you look at the amount of damages
· $5000 or less = no increase

Restrictions on the use of computers and the internet

· usually in cases of supervised release (probation)

US v. Paul (p.25)
· idiot brings his computer to a repairman, who finds child porn on the hard drive

· the Court imposes conditions on his supervised release

· he’s not allowed to use computers or the internet

· The court says this is ok

· You must look at four factors

· “nature and circumstances” of the offense and the history and characteristics of the D

· The need to provide adequate deterrence

· Need to protect the public

· Need to provide D with training, medical care, or other correctional treatment

· Court says these restrictions are ok because they relate to those four factors.  They relate directly to Paul’s offense and to the need to prevent recidivism and protect the public

US v. Sofsky (p.29)
· said that an outright ban on computer/internet use isn’t ok

· prevents him from doing totally legal things

· you can restrict his access to some things, like porn sites and images

· say that you can police his use in other ways, like sting operations and unannounced inspections of his house and hard drive

United States v. Scott

· doesn’t rule out prohibiting internet use, but says that there’s no need to cut off internet access completely, including e-mail and legitimate uses when unannounced inspections of the Defendant’s hard drive and removable disks would work just as well
· Without the option of internet-less probation, the only other option is to increase prison sentences

· likens using the internet to using a phone or entering a video store that might also contain porn

· But is it like that or is it more like driving a car, which is often prohibited in DUI cases?

CHAPTER 5

4th Amendment

Basic Structure

· was there a search?

· Was there a seizure?

· If there was either, was it reasonable?

What’s a search?

· a “reasonable expectation of privacy”

· What that is, is never defined by the court

· Some cases say that the reasonable expectation is based on what a reasonable person would consider private, but there are a number of other things that the court looks at

What’s a seizure

· occurs when there’s some meaningful interference with an individual’s possessory interests in that property

What’s a reasonable seizure?

· made pursuant to a search warrant

· one pending the issue of a search warrant

· brief “stop and frisk” for questioning and the safety of a police officer

3 different ways privacy you might enjoy online might not extend online

· you may not have an expectation of privacy in information stored on a remote server

· ISP can search your emails on their server and disclose to the government – no search has occurred

· Even if you do have an expectation of privacy, it might be possible that the could just subpoena the contents of the email

US v. Jarrett (Forth Amendment wholly inapplicable to searches by private citizens)
· Computer Hacker “Unknownuser” helps the police by finding people with child porn on their computers

· Included a Trojan horse program with a child porn file that recorded where these files where going, then he’d give that information to the police
· UnknownUser is never really identified

· He claims to live in Turkey, and a physician

· The 4th Circuit said UnknownUser was NOT a government agent

· Thus, his search can be admitted

· 4th Circuit says the test for when a private citizen becomes a government agent is two pronged

· Whether the government knew of and acquiesced of the private person’s actions

· Whether the private citizen intended to help law enforcement

· The most important thing to look at is whether the government participated and provided affirmative encouragement
· The pen-pal relationship between UnknownUser and the FBI agent happened pos-search
· After the fact congratulations, thanks, etc. doesn’t change the prior relationship between Unknown User and the authorities

· The government didn’t actively discourage UnknownUser from engaging in illegal hacking, but that doesn’t make him a government agent
Reenacting a Private Search

United States v. Jacobsen – held that government agents can reenact a private search as long as they don’t go beyond the scope of the original search

Can the police search an entire hard drive after a hacker accesses one folder?

· United States v. Barth

· Repairman finds contraband images, police search entire hard drive w/o warrant

· Held: police search of the computer beyond the images viewed by the repairman violated the Forth Amendment
· People v. Emerson

· Computer repairman found child porn, brought it to the police and showed them filed located in two folders

· Held: repairman was a government actor when he conducted the search in front of the police to help them locate evidence

· But he DID NOT exceed the scope of the private search because he stayed within the same folders as he did in his initial search

· United States v. Runyan

· Wife finds child porn, police searched computer disks w/o warrant

· Held: police did not exceed the scope of the private search, even though they viewed files that the wife hadn’t seen

· Said the government had merely examined the disks “more thoroughly than did the private party.”

· However, the police couldn’t look at disks the wife hadn’t accessed at all

Searches

· a person had a reasonable expectation of privacy in the contents of his sealed containers

United States v. David

· David charged with conspiracy to import more than 20 kilos of heroin into the US

· He kept phone numbers of his associates in an electronic memo book

· Government Agent stood behind David and learned his password was “fortune”

· He then used that password to access the book himself

· First search was not a “search” within the meaning of the 4th Amendment?

· First search occurred when agent looked over David’s shoulder to see the password to the book

· David had no reasonable expectation of privacy

· He was in the same room, in close proximity to the agent

· It was in the agent’s office, and Peterson could move about in it as he pleased

· He had no reasonable expectation that agent wouldn’t walk behind him

· Second search WAS a search

· David had a reasonable expectation that when he turned the memo book off, its contents would remain private

· Said the book was like a closed container

· Also, David’s attempt to prevent Peterson from seeing the password and the deletion of some data showed that David didn’t want to share the contents of the book with the agents

Discussion of Container Analogy (p. 13)

Seizures

Right now it seems that the file is the container

· the computer being a container of containers

· more cases consistent with this approach

In Forensic Analysis, computer hard drives are copied (bit stream copies)

· what restrictions do the forth amendment place on a situation like this?

US v. Gorshkov

· Russian computer hackers were invited to an FBI office set up to look like a computer company

· The hackers were told “Invita” wanted to hire them as security consultants

· The FBI ask for a demonstration and the Russians log onto their home computers remotely to get some hacking tools

· The FBI used those tools against them in court

· They claim this is a seizure

· The Court says it’s not

· The Supreme Court says there was no meaningful interference in D’s possessory interest

· Owner wasn’t deprived of their interest because the data was still there after being copied

· Current rule seems to be that observing information constitutes a search

· Copying doesn’t amount to a seizure

· Of course, once you look at the files you’ve copied, that constitutes a search

Exceptions to the Warrant Requirement

· Exigent Circumstances (p.22)

· Most cases dealing with this were when people had pagers

· Police could quickly write down numbers in the pager because the capacity was so limited, any new numbers would be lost

· Defendant Consent (p.23)

· What a typical or reasonable person would consider the scope of consent was

· The question that always comes up is that, if you consent for the police to search your stuff, does that include your computer?

· Most important cases say that if you consent for one thing, the police can’t look for stuff that’s beyond the scope of the original consent

· They can’t start looking for new stuff after they get your consent for something else.

State v. Appleby

· state claims that Appleby hacked into the University of Deleware’s computer system, where Appleby worked, in order to access and manipulate a co-worker’s and a supervisor’s computers

· Court takes the file approach here when defining what the container is

· The incriminating file was found in a part of the hard drive used by the husband and wife (the part that they had common authority over)

· Court said that when the police opened the hard drive and looked through it’s “drawers” they didn’t look at anything the wife wasn’t authorized to look at 
· However, she wouldn’t have the authority to give the portion of the hard drive partitioned to the husband to the police

· However, the file was obviously his, not theirs

Trulock v. Feech (Password protection shows a lack of common authority)
Searches Incident to Arrest

· when someone is arrested you can search the person and anything within arms reach of them

· historically based

· could your laptop be searched if you were arrested with it on your arm?

· Robinson (p.33, 34) has been applied to notebooks, address books, etc.

· Complete search of person includes documents on a person

· Courts have extended this doctrine to electronic pagers

· Tricky part is when govt. wants to search laptops, PDAs, cell phones, etc.

· There are limits to personal searches

· No strip searches, no cavity searches

· Are searches of electronic devices more like a search of a address book or wallet?  Or is it more like a strip search?

· Kerr says that there’s a difference between clicking through numbers on a pager while on-scene and taking your laptop back to the lab for extensive tests

Boarder Searches

United States v. Ickes

· Ickes has a computer in his van when crossing the Canadian boarder

· The board patrol looks through his computer and they find child porn

· They had no warrant, etc.

· The Court says that board patrols have special rules and this search

· People bringing computer files across the boarder can have them searched by the boarder patrol

· Boarder Patrol exception!

· No cause requirement, no warrant needed

· First Amendment materials can be searched as well

How does this apply in the case of email documents?

· if someone emails pictures to someone in Canada, can the government intercept that communication and read it?

· International mail is searchable at the boarder
Ickes seems to point out that the boarder patrol is not going to search every computer at the boarder, they’ll just use their judgment

· isn’t that different than a computer, which would always be on, intercepting everything

· emails might be routed through servers in other countries even if the recipient is not across the boarder

United States v. Roberts

· Roberts was carrying Child Porn from Houston, TX to Paris, France

· Investigators couldn’t get a warrant, so they set up a customs inspection area in the jetway at the Houston Airport

· Searched Robert’s property including a laptop and six Zip disks

· Court applies the boarder search exception on the ground that the runway was the “functional equivalent” of the boarder for an international flight

Workplace Searches

· Private sector

· employees have a “reasonable expectation of privacy” at work, except where spaces are open to the internet

· courts have accepted the consent of the employer in private searches

· boss tells police they can search your office

· Government

· Isn’t the same as in private sector

· Employees have a reasonable expectation to privacy unless

· Other have access to the same space

· “legitimate workplace regulations” deprive employees of privacy rights 
· This one is very powerful, can take away privacy by enacting workplace policies which say you have no expectation of privacy (O’Conner v. Ortega) (p.40)
US v. Simons

· Simons gets some child porn at work

· Firewall picks up evidence of child porn on his network connection

· His employer, the CIA, searches his computer

· They end up entering his office

· The Court says that he has no reasonable expectation of privacy on his work computer

· He does have a reasonable expectation of privacy when it comes to his physical office 
· Often, it’s important whether the government computer has a banner or a form you must sign that makes it clear that you can be monitored while on that computer

Simons is flexible is what constitutes a “legitimate workplace concern”

Restrictions for Warrant

· Probable Cause

· Particularity of the Warrant

· Police can only go after specific things

· No fishing expeditions

Restrictions for Warrant

· Probable Cause

· Particularity of the Warrant

· Police can only go after specific things

· No fishing expeditions

United States v. Coreas

· Yahoo group for pedophiles

· FBI agent signs up to get all the emails sent by the group

· He gets 500 emails

· 288 images

· 100 images of child pornography

· There was an option he could choose to not get the emails

· Yahoo provided the email addresses of the groups’ members

· You can then get addresses through the ISPs

· The Court says there are factual errors in the affidavit to get the warrant

· Must exclude the untrue parts

· Can only analyze whether the remaining part of the warrant would be sufficient

· The Court says that with the redacted affidavit, the only evidence of wrong-doing is that he signed up for this group

· He doesn’t even have to get the emails/see photos

· He could just be chatting about a taboo subject

· The court says that simply joining the group wasn’t enough to establish probable cause
· Police could have monitored the traffic of the website to see which members were downloading pornography

· It could have obtained each member’s email preferences and then targeted it’s warrants to those members actually receiving emails

Probable Cause and Staleness

· after a particular amount of time, evidence may no longer be where it once was

· less likely that people will keep evidence of a crime as time goes on

· probable cause gets stale after a while

Does this “staleness” concept apply to digital evidence? (p. 54-55)
· computer information tends to stick around longer

· the challenge is going from an internet account to searching a physical place

· How likely is it that the account was actually controlled by the Defendant

· how likely is it that the defendant signed up with the service with the intent to obtain illegal images?

· Howl likely is it that the defendant received those images

· How likely is it that the defendant initially received the images in his home?

· How likely is it that those images are still present

· A Reviewing magistrate can take into account that child porn collectors usually horde the materials in their home, because they’re hard to come by

· A judge can consider whether the person is a child porn collector in deciding whether the warrant is “stale”
The Particularity Requirement

Particularity Problems?

· can the government search everything on the computer?

United States v. Riccardi

· warrant was given to police to search all forms of magnetic media and electronics

· the warrant was given to find telephone records, telephone bills, pictures, videos or other depictions of juveniles

· the police wound up finding some things and they get a second warrant

· the second warrant is for Riccardi’s computer and “all electronic and magnetic media stored in such devices”

· Was this too broad?

· Court says that when officers come across a computer, they may hold the computer until the conditions and limitations on a search of the computer itself

· Officers have to be clear and particular as to what they’re looking for on the computer; must avoid searching files of types not identified in the warrant

· Warrants for computer searches must affirmatively limit the search to evidence of specific federal crimes or specific types of material

· This warrant permitted the officers to search for anything – from child porn to tax returns

· The Warrant in this case was facially invalid, but the evidence didn’t have to be excluded when the officers act in good faith and in reasonable reliance on an invalid warrant

What is particular enough?

· This case seems to say that the warrant can’t only describe the physical stage, there needs to be some reference to the second stage too

· Traditional warrants were executed in one stage

· Didn’t have to search for the container of drugs and then get a second warrant to search the contents of the container

Good Faith Exception to the Particularity Requirement

· whether a reasonably well trained office would have known that the search was illegal despite the magistrate’s authorization

· court should consider all of the circumstances and assume that the officers have a “reasonable knowledge of what the law prohibits”
United States v. Scarfo (key-logger did not constitute a general exploratory search)
· F.B.I. searched Scarfo’s business office looking for evidence of illegal gambling and loan sharking

· They came across a computer but couldn’t get into the password protected file they thought might contain the data they wanted

· So they got another warrant and installed a Key Logger

· Warrant said that the FBI was to look for business records in whatever form they’re kept, including computer hardware and specially stated they could seize any information that might be of assistance in interpreting the password

· The Key Logger recorded keystrokes OTHER than the password

· Court says this doesn’t make the search exploratory (fishing expedition)

· Says 4th Amendment doesn’t require a surgically precise search

· Agents must be able to wade through all the info to find what they’re looking for
Plain View Exception
United States v. Gray (p.71)
· agents looking for evidence of hacking, instead, agent finds child porn in “tiny teen” folder

· he got a warrant to search for child porn after he ran across it
· Held that plain view exception applied here

· Applies when:

· Officer is lawfully in a place from which the object can be seen

· Officer has a lawful right to access the object itself

· He could under the initial warrant, searching .jpg files was ok because hackers will often mislabel their files to avoid detection

· Object’s incriminating nature is immediately apparent

Should we have search parameters in warrants to particularize them?

Yes: In re Search of 3817 W. West End (p.78)
· judge said you can search the computer, but only if the search was limited to a specific set of steps approved by the judge

No: United States v. Hill (p.79)
· D wanted the search limited to image files, like .jpg’s or to certain keywords, like “sex”

· Court said the methodology was unreasonable because computer records are so easy to tamper with, hide or destroy

· You could hide your photos in Word Processor documents

Files on a network and the Forth Amendment

· raises a difficult question

· when do you have a reasonable expectation of privacy in remotely stored data?

· Kerr says we don’t really know.

· Almost no cases on this issue

· The ones that come close don’t have strong enough holdings to really influence future cases

· Because the 4th Amendment rules are largely unknown in this area, it’s usually governed by statutes

United States v. Horowitz

· Horowitz employed as a contractor, doing consulting

· He runs a consulting firm

· Another company pays him a lot of money to give the original company bad information

· Horowitz was using his EMI server to store information about the information he was giving

· Court says there was no reasonable expectation of privacy

· Horowitz doesn’t have sufficient relationship with the data

· Not sufficient relationship with EMI

· Could be locked out of tape storage room, didn’t really have control and access to the data

· Delivery seems to make a difference

· Once he transmits the data to EMI, the data becomes EMI’s data

Should the 4th Amendment take into account where you store your files?

· we may be moving to a remote storage world

· it seems that under Horowitz, you don’t have a reasonable expectation of privacy when you send stuff over a network

Factors to consider when determining whether you have a reasonable expectation of privacy on a server
· Employer?

· Is it the government or a private employer?

· What’s your relationship to the employer?

· Can you control access to the data?

· paid service?

· Are you buying the service or is it free?

· Password protection? – how easy is it to access

· Encryption?

· Substitution ciphers don’t conceal a message from an officer possessing ordinary intelligence, still in plain view (p.90-91)

Analogies

1. Speech

a. Could argue that sending a file to your ISP is like telling something to someone

i. You don’t maintain a reasonable expectation of privacy to information you tell people.

ii. Making them promise not to tell anyone doesn’t make any difference

b. Are you reading your email to your ISP, or is it more like a sealed letter you’re sending through the mail

i. You have a reasonable expectation of privacy in letters (Ex Parte Jackson)

Analogies to postal / telephone networks

· Postal Data

· contains address information

· contains content information

In the context of Postal Data, courts have held that you have a privacy interest in the content information – it’s like a sealed container

· no reasonable expectation of privacy to stuff you can see on the outside

Telephone Analogy
· Burger

· NY enacted a wiretapping statute, said you needed a warrant, but the standard wasn’t really probable cause

· Court laid down some restrictions on wiretapping

· Seemed to overrule Olmstead, but didn’t replace it with anything

· Katz

· Wiretapping guy in a phone booth
· Protection for the content of phone calls (may also extend to emails)

· The possibility that a third party might intercept the call doesn’t matter
· SC used the reasonable expectation of privacy test, but didn’t really make it clear what that means?
These two cases indicate that wiretapping a person’s telephone calls normally requires a warrant or an exception to the warrant requirement
Smith v. Maryland

· Pen Register case

· D here had robbed an individual and then harassed that person over the phone

· Police asked telephone company to place a pin register on his phone to see if this D was actually calling the victim

· Turns out he was

· However, the police had no warrant for this search

· Blackmum says you have to have an objectively reasonable expectation of privacy and a subjective expectation

· The Subjective Expectation is never litigated, because the D isn’t going to testify that he didn’t

· So the only question is whether D had an objectively reasonable expectation of privacy

· Court says that you’re disclosing these numbers to the phone company, and that data might be used to collect billing information, etc.

· So a person knows that the phone company will be keeping track of what they’re dialing

· So the court says there’s really no reasonable expectation of privacy because you should know that the telephone company is watching you

· Blackmum’s two main arguments

· Disclosure to 3rd Party

· You’re disclosing to a machine, but it doesn’t matter

· You should know the numbers are being recorded, by the phone company, at least

Marshall dissent:

· it doesn’t fit with a free and open society to allow this

· You don’t have the option of not using the telephone system (disclosure not really voluntary)

How does this relate to the internet?

· You could say that you’re disclosing your data to your ISP

The Forth Amendment and the Internet (p.108)
United States v. Hambrick (a person doesn’t have a privacy interest in the account information given to an ISP in order to establish an email account – it’s non-content information)
· D was interacting with someone he thought was a 14 year old boy

· It was an FBI agent

· Investigator serves a subpoena on the ISP, asking for Hambrick’s name, address, etc.

· Subpoena was faulty

· Basically, the local police goofed and signed it

· ISP gives the information over anyway

· D says that his basic information is covered by the 4th Amendment

· Court says that there’s no objectively reasonable expectation of privacy, because he gave that information to the ISP

· Again, disclosure to a third party is a factor

Content Cases (i.e., the content of an email)

Maxwell

· US Court of Appeals for the Armed Circuit

· Analogizes email to a letter

· A personal email from a person to another person would be protected from the government, even if a hacker could get in and see your email

Geter

· Marine selling marijuana

· Stored many emails on the marine server

· Had Geter stored the emails on his hard drive and not the marine server, he might have had a privacy interest in it

Guest v. Leis 

· Teen posting on a BBS

· Court distinguishes info on a BBS from information stored on a hard drive

· The BBS guidelines specifically stated that there was no expectation to privacy

· Court states that the waiver removed any reasonable right to privacy

· Relied on the Simons case – but that was a government computer and a rather special case

· Probably botched that one

Freedman v. AOL
· Police got a warrant that required AOL to hand over information about Freedman

· basic subscriber info

· AOL informed Freedman when he was signing up that that information might be used in limited circumstances

· Court felt this was information shared with a 3rd party and thus, no expectation of privacy

In re John Doe

· Is statute stronger than the 4th Amendment?

· Constitution sets the low bar

· Statutes can set the bar higher

· If that statute is weaker than the forth amendment, then that’s a problem

Subpoena Requirements
· Third Party ISPs often have data on thousands of different users

· If that information is not protected by a reasonable expectation of privacy, then individual users can’t challenge the subpoenas

· In most cases, disclosure to a 3rd party destroys the expectation of privacy

United States v. Barr

· Barr used Affiliated to receive mail and telephone messages for him

· Grand Jury issued a subpoena duces tacum on Affiliated

· Asked for mail addressed to Barr

· Affiliated immediately produced evidence, Agents got warrant to seize the it
· Barr would have a legitimate privacy expectation in his personal mail
· Court says that the circumstances of the third party’s consent is important

· A subpoena might violate the Forth Amendment if the agents impinge on the defendant’s rights to contest the subpoena’s validity or a court’s authority to quash, alter, or enforce it

· Whether the defendant has notice of the subpoena is also a factor

· This factor diminishes when the defendant demonstrates an intent to tamper with or destroy documents

· Because Affliated wasn’t coerced, and freely gave up the information, there was no 4th Amendment Violation

Chapter 6 - Statutory Protections
Wiretap Act – deals with prospective content communications



18 U.S.C. 2510-2522

Pen Register Statute – deals with prospective non-content communication



18 U.S.C. 3121-3127

Stored Communications Act – deals with retrospective surveillance, content and non


18 U.S.C. 2701-27011

Wiretap Act

Act prohibits the interception of oral communications, wire communications and electronic communications

· most internet communications (including email) are electronic communications
· begins when the data is first transferred over an interstate system and ends when that data reaches its destination and is no longer being transferred 
· probably wouldn’t protect an unsent email, it would be like “words written by a person and intended ultimately to be carried as so write to a telegraph office.” Goldman v. United States (p.13)

IP addresses are considered non-content information under the Wiretap act

Commands sent to the server would be content and would probably require a warrant
Questions that must be asked

· Is the communication to be monitored one of the protected communications in 2510?

· Will the proposed surveillance lead to an “interception” of the communications?

· The acquisition of the contents of any wire, electronic, or oral communication through the use of any electronic, mechanical or other device

· Interpreted to mean communications are intercepted when they’re acquired contemporaneously with their transmission

· Does a statutory exception apply that permits the interception?

Title III
· requires high level DoJ approval

· Application for the order must show probably cause that the interception will reveal evidence of a predicate felony offense listed in Section 2516

· Application must show:

· Normal means of investigation have failed

· Probable cause that the communication is being used in a crime

· Surveillance will be conducted in a way that minimizes the interception of communications that don’t prove evidence of a crime

Monitoring permissible under the Wiretap Act is always permissible under other less-protective information privacy statutes (United States v. Freeman, p. 47)
United States v. Councilman

· Vice President of Interloc, Inc. set up a program to scan all incoming email sent to its customers at Interloc that came from Amazon.com

· Program scanned email the instant before delivery in the inbox

· Court didn’t say whether this was an “interception” under the Wiretap Act

· Suggested in dicta that it probably was

O’Brien v. O’Brien

· wife installs a Spyware program on the family PC to catch husband chatting with his mistress

· it took screenshots at regular intervals and routed them to a hidden file

· Court said this violated Florida wiretap act
· Because the Spyware installed by the wife intercepted the electronic communication contemporaneously with transmission, copied it, and routed the copy to a file in the hard drive, the electronic communications were intercepted in violation of the Florida Act

In re Pharmatrak Privacy Litigation

· Wiretap Act’s definition of contents encompasses personal information, like name, date of birth, and medical condition that were entered into a website and then included as a URL term

Exceptions to the Wiretap Act

· Consent

· Wiretap Act is a one-party consent statute

· Provider Exception

· Computer Trespass Exception

United States v. Amen

· two guys slangin’ drugs from inside the prison

· their phone calls to each other were recorded and used against them in court

· The Court says that the Wiretap Act DOES apply to prison monitoring

· Government claims the consent exception

· The Court said there was implied consent

· You get an orientation

· A manual

· Signs near the phones state that your phone call could be monitored

· Thus, Defendants had notice of the interception and their use of the phone system manifested their implied consent

Who is a party to the communication?

· Siedlitz Case (unauthorized user) (p.21)
· 4th Circuit said that the surveillance was fine (pre-dated the Wiretap Act)

· More importantly, the court said that OSI was like a party to the communication

· Having been made a party to the communication (he was going through their computers to hack someone else), they can consent to monitoring

When you log on your ISP, are you communicating with THEM or are you communicating only to another human?

· it makes sense that the ISP is a party, but things change a bit when you’re connecting through two or three computers

· they can probably monitor under the Provider monitoring exception
· However, US v. Dote seems to say that telephone companies are not parties to communications just because they travel through the system – only the intended human recipient is a party

The Provider Exception

United States v. Auler

· Auler was using a “bluebox” to get free long distance

· The phone company gets wise to this and starts monitoring for a particular tone emitted by a bluebox

· The phone company monitored all his calls for a few days in an attempt to figure out who he is and what he’s up to

· The phone company told the FBI, who got a warrant

· They found his bluebox

· Court says the installation of the monitoring device that recording the 

· Service Provider can do limited monitoring of communications in order to protect network property and they can give it to the authorities, as long as it’s reasonably related to the protection of their network

· With the provider exception, the monitoring and the disclosure must be reasonably tailored to the network misuse

· Forth Amendment Argument

· search did not violate his fourth amendment rights

· The search was conducted based on lawfully obtained information that was related to the protection of the network

McClelland v. McGrath

· McClelland sues the police for asking a phone company to intercept a call he made on a cloned cell phone

· He sues for illegal wiretapping

· Government in this case argued the provider exception, because Cingular One was actually intercepting the calls

· The Court says that phone company was acting as a government agent

· The government can’t ask them to monitor the calls

· If they’d simply wanted to catch this cloned phone, they could have monitored him

· Government can’t hijack the provider exception by directing the provider in what they do

So the provider exception is limited

· they can monitor abuse of the network in a reasonable way as long as the provider is running the show
Trespasser Exception to the Wiretap Act - 2511
· because a computer intrusion will usually be routed through a number of servers, victim D will not know the attack came from A

· The IP address of C will show up to D, not A

· The only way to trace a communication back to A is for someone to go to C and ask where the attack came from

· Information will show that the attack came from B

· Then you do the same thing at B to trace the attack to A

If you say that B and C are parties to the communication between A and D, because the message goes through their server, then you could say they can monitor under the provider exception

· but that’s a problem because then they can monitor ALL communications through their network

· the provider exception doesn’t work with law enforcement either because the monitoring must be initiated by the monitoring

In order to deal with that problem Congress authorized the Trespass Exception

18 U.S.C. 2510(21) – Computer Trespasser
(a) means a person who accesses a protected computer without authorization [and thus has no reasonable expectation of privacy in any communication transmitted to, through, or from the protected computer]

· Does not apply to violations of ISPs’ Terms of Service

· You can’t become a computer trespasser because you sent out some spam mail

(b) does not include a person known by the owner or operator of the protected computer to have an existing contractual relationship with the owner or operator of the protected computer for access to all or part of the protected computer

· So an employee who goes beyond his access wouldn’t fall under this

2511(i) – monitoring of hackers does not violate the Wiretap Act
Allows a person acting “under color of law” to intercept the wire or electronic communications of a computer trespasser transmitted to, through, o from the protected computer if:
1. Owner or operator of the computer authorizes the interception of the computer trespasser’s communications

2. The person acting under color of law is lawfully engaged in an investigation

a. Criminal and intelligence investigations apply

3. The person acting under color of law has reasonable grounds to believe that the interception will be relevant to the investigation

4. Such interception doesn’t acquire communications other than those transmitted to or from the computer trespasser

· Any other, non-trespasser interceptions will have to have their rights waived by other means, like consent

What if the ISP doesn’t authorize the government to come in and do the interceptions, but wants the government to tell them what to monitor?

· then we get into weird situations, but it appears to be applicable to law enforcement’s monitoring efforts and when private citizens do the monitoring on law enforcements’ behalf

· The ISP people would be seen to be “acting under color of law”

This exception is not needed if the “provider exception” extends to all parties of the communication (every server it goes through)

· thus, there’s the implicit idea in this statute that

· content is defined broadly

· narrow definition of who is a party

· Only applies to persons acting under color of law

Pen Register Statute – 18 U.S.C. 3121-27
Overview

3121 – basic prohibition on the use of a pen register or trap and trace device

· exceptions in 3121(b)(1)-(3) (see p. 46, 47)
· like the provider maintenance, network protection or consent exceptions
3122 – tells investigators how to apply for court orders authorizing the use of such devices

3123 – instructs judges on what the order should look like

3124 – tells network providers how to comply with the orders

3125 – concerns emergency court orders

3126 – reporting requirements

3127 – Definitions

· Pen Register Defined as a device that records decodes:
· Dialing, routing, addressing or signaling information (DRAS)
· For both telephone and internet communications

· In order for law enforcement agencies to get a pen register approved, they must get a court order from a judge. 
· However, they need only certify to the judge that the information likely to be obtained is relevant to an ongoing criminal investigation, at which point the judge 'shall' issue the order.
· No exclusionary rule if the statute is violated, only a civil remedy

Question we ask in network surveillance cases is whether the information collected is “content” or “dialing, routing, addressing or signaling information (DRAS)”
Wisconsin Professional Police Association v. Public Service Commission of Wisconsin
· dealt with caller ID, which is a “trap and trace device” under the statute

· Is Caller ID used by the provider, which would put it under the provider exception of 3121(b) or is it used by the individual?

· Because the telephone company’s equipment and software perform the trap and trace, it’s the service provider, not the subscriber who is using it within the meaning of 3121

· Court also said that the Caller ID subscriber consents to the trap and trace
· Since the ECPA is designed to protect us from the government, not from the people calling us, one-party consent is ok

· Thus, it would fall under the 3121(b)(3) consent exception

Stored Communications Act – 18 U.S.C. 2701 – 2711

· deals with retrospective surveillance of electronic communications

· governs the privacy of records held by third-party internet service providers

· imposes statutory rules governing access to information held by ISPs that go beyond the apparent contours of the 4th Amendment

Section 2701 is a substantive criminal (and civil) law

· most important provisions are Section 2702 and Section 2703, which impose procedural restrictions on access to records

· 2708 covers remedies

Scope of privacy protections depend on whether the provider provides RCS or ECS

RCS – Remote Computing Service

· telling the computer to crunch numbers, store files, etc.

ECS - Electronic communications service is defined as “any service which provides to users thereof the ability to send or receive wire or electronic communications.” 18 USC 2510(15).

ECS v. RCS – only kinds of services protected by the statute

· When any internet user is using the ISP to send or receive communications, the ISP acts as an ECS for those communications

· When an Internet user is using the ISP to store or process communications (a one-on-one relationship), the ISP acts as an RCS for those communications if the ISP is “available to the public,” and neither an ECS nor an RCS if it’s not

18 U.S.C. 2510(17)(B)

· talks about storage of communication for backup protection

· Two Interpretations

· Backups by the ISPs for the ISP’s purposes

· Backups made by users

It seems the proper interpretation is the first one, the ISP backups

· before you read an email, your ISP is your ECS

· It’s still being held incident to transmission

· After your read it, it becomes RCS 
· Things are in ECS if they’re those intermediate copies made on servers before the file is received
Thus, the act of opening email makes a huge difference

· need a warrant for ECS

· need less than that, perhaps just a subpoena for RCS

Theofel v. Farey Jones (9th Circuit) (p.51) – (all emails on a server are protected by ECS rules until they have expired, regardless of whether the mail has been accessed)

· Abusive subpoena, person sues on ground that subpoena is an “unauthorized access” under 18 U.S.C. 2701.  This section only covers ECS, not RCS.

· Court holds that 18 U.S.C. 2510(17(B) means backups for ISP or user.  So stored email that is opened also in “electronic storage” until it “expires in the normal course.”

· So if you keep your email on the server, you’ve backed it up

· Test appears to be whether the user of the service provider has reason to believe that he may need to access a copy of the email in the future

· Theofel is the law in the 9th Circuit. Unclear everywhere else.

Compelled Disclosure Rules in 2703 (chart on p. 53-54)
· contents of communications in ECS storage for 180 days or less

· Government must get a search warrant

· Contents of communication in ECS storage past 180 days

· Search warrant

· Less process than a warrant, as long as they combine that process with prior notice

· a subpoena 

· specific and articulable facts” court order pursuant to 2703(d), combined with notice to the subscriber

· 2703(d) order like a cross between subpoena and search warrant

· Government must provide “specific and articulable facts” showing that there are reasonable grounds to believe the information to be compelled is “relevant and material to an ongoing criminal investigation.”

· Contents held by an RCS provider

· Same three options as above

2703(c)(2)

· basic subscriber information can be obtained with a mere subpoena; other noncontent records require a 2703(d) order
Compelled disclosure rules also apply to noncontent records, such as network logs

· Can obtain a 2703(d) order to search such records

· Must still provide “specific and articulable facts” showing that there are reasonable grounds to believe the information to be compelled is “relevant and material to an ongoing criminal investigation.” (US v. Kennedy, p. 58)

· Government can obtain a search warrant

· Consent of the subscriber

· In telemarketing fraud cases, they can just submit a formal request to the provider (rare, obviously)

Compelled disclosure vs. voluntary disclosure

· rules for compelled disclosure in Section 2703

· Compelled: government’s idea; ISP has no choice

· rules for voluntary disclosures in Section 2702

· Voluntary: ISP’s idea, wants to disclosures

Voluntary Disclosures of Content

· Nonpublic providers can disclose without restriction

· Providers of ECS or RCS to the public usually can’t disclosure content or noncontent information

· Unless an exception applies

· Content – Eight Exceptions in 2702(b)

· NonContent – Six Exceptions in 2702(c)

First thing to consider is whether a provider of services is an ECS or RCS, if they’re not, they can disclose whatever the hell they want
In re Jetblue Airways Corp. Privacy Litigation

· a company doesn’t become an “electronic commutation service” provider simply because it maintains a website that allows for the transmission of electronic communications between itself and its customers
Overview

· basic subscriber information

· subpoena

· session logs, IP addresses?

· subpoena

· Other records?

· 2703(d) order

· Contents held by an ECS?

· Warrant <180

· Like RCS > 180

· Contents held by an RCS?

· Subpoena with prior notice or 2703(d) with notice or Warrant without notice

· Contents held by non-RCS/ECS?

· Subpoena

Notice Requirement

· getting content with less than a warrant from an ECS or RCS requires “prior notice” but Section 2705 allows government to get a court order allowing for “delayed notice” for up to 90 days on showing of good cause

· Government will usually get 2703(d) order with delayed notice rather than use subpoena with notice (where you could challenge subpoena)

US v. Kennedy

· compelled disclosure order was inadequate

· didn’t state specific articulatable facts about the information it had

· didn’t show how those facts

· prosecutors could’ve just used a subpoena to get the basic identification information

· instead, he applied for a 2703(d) order

Voluntary Disclosures

· 2702 places tremendous emphasis on whether the provider provides services “to the public”

Anderson Consulting LLP v. UOP

· UOP hired Anderson to perform a project
· Anderson employees had access to, and used, the UOP email server

· UOP gave the content of his email messages kept on the UOP server to the Wall Street Journal

· ECS providers can’t divulge the contents of a communication while in electronic storage by that server

· Is UOP a public ECS provider?

· Statute doesn’t define public

· UOP IS NOT a public ECS provider

· UOP is not in the business of providing electronic communications services

· Only employees related to UOP could have a UOP email account, it was off limits to the vast majority of the public

· The fact that Anderson could communicate to third-parties using the system didn’t make it a public ECS

Why no SCA restrictions on private providers?

· nonpublic accounts exist more for the benefit of the provider than for the benefit to the users

· private providers may have more incentives to protect the privacy of it’s users, whereas Yahoo might not

(Freeman v. AOL, p. 68) – Police Officers can’t send an unsigned warrant to an ECS and then claim the disclosure of the data was “voluntary” because of the inherent coercion 

· while an ECS can disclose subscriber info to the government when death or serious injury justifies the disclosure (2702(c)(4)), the court said the government’s order is what prompted them to the disclose, AOL wasn’t operating on it’s own initiative

Reporting Requirement for Child Porn

· 47 U.S.C. 13032 requires ECS and RCS providers to disclose evidence relating to child exploitation

Chapter Seven – Jurisdiction

Congress has virtually plenary authority to punish computer related activity in the United States
· child porn produced wholly intrastate could be prosecuted with federal statutes because of the aggregate effects it’s production has on the national child porn market (US v. Jeronimo-Bautista, p.3)

· IM threats that travel to AOL’s Virginia servers, even though sent to a person in the same state, constitute interstate communications because the message physically crosses state lines (US v. Kammersell, p. 8)

· You don’t have to know the communications are traveling across state lines (US v. Francis, p.11)

· However, US v. Paredes said that it doesn’t matter that your beeper is capable of picking up signals in any state (part of an interstate commerce system / network), it only matters where the actual parties were when the offense was committed

· Someone in a state who calls a pager in the same state doesn’t engage in interstate commerce

United States v. Henriques

· assumed without deciding that having an internet connection satisfies statute’s jurisdictional requirement
· however, says the government didn’t prove a connection between all the images and the internet

· said that witness testimony or website tags and watermarks could be used to connect the images

· Government can’t say that just because you downloaded one image of child porn that all your images are also from the internet

One military court has ruled that any electronic transmission of information via the internet is a means of transmission in interstate commerce (US v. Smith, p.16)

Scope of State Power

1. Dormant Commerce Clause & Procedural law (extra-territorial evidence collection)

· more rules governing state actors than federal

· federal agents don’t have to follow state regulations

· So if NY has restrictive laws on wiretapping, the feds don’t have to follow them

Dormant Commerce Clause

· states can’t restrict interstate commerce in two ways

· no discrimination aimed directly at interstate commerce

· state laws can’t place undue burdens upon interstate commerce

Pataki case (p.22) – NY tries to pass a statute that would make it illegal to expose minors to indecent material on the internet
· Court says that this law will have an effect outside of just NY

· anything that happens on the internet will affect other states

· the effects of these NY statutes might reach people in foreign countries or other states

Free speech might be limited by this NY Law – artist argues this
· The key seems to be that there are other avenues within the law that could limit obscene material being displayed to children

The Dormant Commerce Clause, under the Pataki case, seems impossible for states to regulate inter-state internet communications

· However, a state can punish online sexual solicitations to a minor that occur in the state without violating the dormant commerce clause (People v. Hsu, p.29)

· Pataki banned ALL communication that might be harmful to minors, the statute in Hsu targets people who disseminate information to a known minor with intent to arouse their prurient interest

· Court said the limited scope of the state law didn’t burden interstate commerce – also, nobody outside California will be prosecuted

If the Supreme Court interprets the Federal Forth Amendment, they set the bar at it’s lowest point.  States, through constitutions and laws, can set the bar higher, if they want
Commonwealth v. Beauford

· police used a pen register and dialed number recorder without a warrant

· Court refused to follow Smith v. Maryland
· The court said that while Smith decided that the use of pen registers didn’t constitute a search under the Federal Forth Amendment, the PA state Constitution and legal tradition placed more emphasis on privacy

· If the Federal Constitution sets the bar at it’s lowest point, states, through their constitutions and laws, can set the bar higher, if they so choose

· The PA court, here, requires that probable cause warrants be obtained before using a pen register

Compelling Evidence Outside of your particular State (State version of 

extra-territorial evidence collection)

State v. Signore, p.37
· Defendant wanted evidence excluded because CT police faxed their warrant to AOL in Virginia
· AOL, acting pursuant to 18 U.S.C. 2703 complied with the warrant and supplied the information

· The statute says that a “government entity” may require a provider to disclose evidence pursuant to a warrant

· But the warrant must be issued by a court with jurisdiction over the offense being investigated

· In this case, the fact that the evidence was gathered outside the officer’s territorial jurisdiction didn’t require suppression of the evidence

· The officers weren’t overzealous here

General Rule – state courts orders are not enforceable outside of the state

· one way to collect the evidence is to persuade the other state to open their own investigation and get an order from that state’s court

· a few states also have laws that require ISPs to comply with out-of-state legal process, like out-of-state warrants (California has one, see p. 40)

International Computer Crimes

· jurisdictional limits are similar to the state-jurisdictional problems

· the problem is that not all countries have the same regulations

· if we all had the same laws, there would be no jurisdictional issues

United States v. Ivanov

· a question of substantive law

· Ivanov was charged with trying to extort money from Online Information Bureau

· He hacked in and stole their root passwords

· Then he threatened to erase their networks unless he was paid to keep their network safe

· At the time, he was in Russia

· The business’s computers were in Connecticut

· Ivanov’s email address was based in Washington state

· The court uses the effects test and looks at the plain language of the 18 U.S.C Section 1030

· They say that the statute does apply extraterritorially

· The statute applies to “protected computers” which are computers used in interstate or foreign commerce or communication

· Also, the legislative history shows that Congress intended that extraterritorial hackers much be prosecuted

· Effects Test

· The detrimental effects all took place here

Patriot Act amended Section 1030 to expressly include international computers

· Even a FRENCH computer would be a “protected computer”

· We don’t plan to prosecute people in France for hacking people in Russia, we just want to be able to get warrants for other counties

· The broad substantive law becomes the way we get procedural authorities to help foreign governments in their investigations

United States Procedural Law

The Wiretap Act only applies within the United States

· No court has said so, but it seems likely that the Pen Register Statute and Stored Communications Act 

· Unclear how 4th Amendment applies

· Who’s being monitored?

· Does the person have voluntary connections to the US? (Verdugo)

· Gorshkov court uses that logic, when FBI agent accesses files on a Russian ISP

· Who’s doing the monitoring?

· Three part framework

· Foreign Government – no protection, like a private search

· Joint Investigation – reasonableness of the search is determined by foreign law

· US Investigation – we’re not sure how the warrant requirement applies, but would probably still have to be reasonable

· Might the constitutionality of an ISP search hinge on where the server is?

United States v. Barona (p.51) (foreign wiretaps were reasonable because they complied with Danish law; joint ventures require substantial US involvement)
· 4th Amendment outside the US

· Did Defendants have Voluntary Contacts with United States (Verdugo)

· Was the investigation a joint venture to collect the evidence between the US and the foreign country?

· Did the US play a substantial role, did they convince the foreign country to initiate surveillance?
· Usually foreign law will be used to determine reasonability

· Good faith exception – if the US agents were assured, and believed in good faith that the search was reasonable

· In this case we have 5 searches, 4 in Denmark, 1 in Italy

· The Danish wiretaps are at issue here

· The Danish law requires “weighty reasons” for the wiretapping

· The Danish court allowed it
· The Court allows the evidence in because it seems to follow and conform to Danish law

Verdugo-Urquidez (p.57)
· Mexican citizen believed to be the head of a massive conspiracy to import drugs

· US and Mexican authorities staged a joint venture search of his house

· Verdugo wanted to exclude that evidence

· Court said that Verdugo didn’t have Forth Amendment rights because he lacked sufficient “voluntary contacts” with the United States

United States v. Gorshkov (Forth Amendment doesn’t apply when US agents access files stored on a foreign server)
· US agents took his username and password and remotely accessed the defendant’s files stored on a Russian server

· Court said that Russian computers are not protected by the Forth Amendment because they are property of a non-resident and located outside of the US

· Gorshkov’s one trip to America (to get that “consultant” job) wasn’t enough to establish the level of voluntary association with the US for the purposes of the forth amendment

Letters Rogatory
· Default means of collecting evidence when there is no other agreement

· Request from tribunal in one country, seeking help from tribunal in another

· Typically takes 6-12 months, with involvement of DOJ’s Office of International Affairs and State Department

Treaties

· Extradition Treaties

· Country by country

· Offense is based on “dual criminality”

· Dual Criminality requires that the crime carries more than 1 year in prison

· Must be a felony in the US

· MLATs

· We have these with about 45 countries

· Two Types

· Crime in requesting country (with exceptions for Constitutional protections

· Duel Criminality (disfavored)

· Important because they make assistance obligatory as a matter of international law, whereas letters of rogatory are excused on the basis of comity

· Can’t be refused unless specifically allowed by the terms of the treaty

· However, you can redact documents for national security purposes

24-Hour Points of Contact

· each country agrees to have computer crime prosecutors and agents available 24/7 to assist with evidence collection in an emergency

Uniform substantive laws

· Would permit extradition, avoiding safe havens

· Permit legal assistance when there is a dual criminality MLAT

Uniform procedural laws

· Avoids safe havens for data

· Synchronizes mutual legal assistance

One solution used is Overbreadth

· just makes very broad substantive laws (all computers connected to the US are covered, etc.)

· makes collection of evidence much quicker, as country receiving the request can open a domestic investigation as well

· Very broad procedural laws apply

· Make sure country receiving request can help requesting country

Council of Europe – Convention of Cybercrime (p.74)

· member countries agree to synchronize their substantive and procedural computer crime laws (more or less)

· countries can take exception to individual provisions

Article 2 – like Section 1030(a)(2) 
Article  3 – like Wiretap Act

Article 4 – like 1030(a)(5)

Article 8 – like 1030(a)(4)

Article 9 – Child Porn

Article 10 – copyrights

So these seem a lot like the laws we looked at in Chapters two and three

Article 14 – like 2307(f) Authorities can send a letter to ISPs telling them not to delete certain data

Article 18 – Stored Communications Act 2703(c) 

Article 19 – would be covered by US Forth Amendment

Article 20 – real time collection of traffic data (like the pen register statute)

Article 21 – interception of content data (like the wiretap act)

Articles 23-31

International Co-operation

Summary of Sovereignty

· internet redraws the lines

· federal powers not unlimited (Henriques), but pretty broad (Kammersell)

· it’s hard to be a state (Pataki, Beauford)

Rex v. Bow Street Magistrates Court and Allison

· Joan Ojomo worked for American Express

· She had access to various credit accounts

· She accessed other accounts  in order to allow others to encode other credit cards and supply PIN numbers which could then be fraudulently used to obtain money from ATMS

· Accessing information beyond her authorization, which would violate 1030(a)(2) and 1030(a)(4)

· Have to decide whether the folks here can be extradited

· They look first to the original extradition act with the US

· It was modified a number of times

· Computer misuse is not a listed offense, but there is an “other offenses” requirement

· If the offense is punishable by both countries

· The law speaks to extradition

· The crime constitutes a felony

· If the crime satisfies those requirements, it’s an extraditable crime under US law

· What about UK law?

· Under the UK Computer Misuse Act of 1990, this is a violation of UK law and is extraditable

· There was a question whether access beyond authorization was a crime in the UK

Chapter 8 – National Security

The Forth Amendment

· Powell’s concurrence in Katz stated that Wiretaps for national security shouldn’t be prohibited when the President or Attorney General authorizes reasonable surveillance

Wiretap Act makes it clear that it doesn’t preclude the President from taking measures to defend the country from attack or potential attack or obtain foreign intelligence. (18 USC 2511(3)) 
US v. United States District Court (18 U.S.C. 2511(3) does not give the president power to conduct warrantless wiretaps for domestic security) (usually known as The Keith Case)
· Can President, via the Attorney General, to authorized electronic surveillance in internal security matters without prior judicial approval?

· Section 2511(3) doesn’t confer any powers, just leaves them where they are
· Though physical intrusions are what the wording of the 4th Amendment was directed at, it’s spirit now shields private speech from unreasonable surveillance (Katz)

· Question here is whether privacy and free expression would be better protected by requiring a warrant
· Court says it would be, executive officers of government are not neutral and disinterested
· Also asks whether a warrant requirement would unduly frustrate the efforts of the Government to protect itself from acts of subversion and otherthrow

· Government’s argument that security problems present too many complex and subtle factors, beyond the competence of courts to evaluate

· Court says that’s not enough, courts deal with complex and subtle issues all the time

· Wiretaps must have a warrant

4th Amendment for Foreign Intelligence Surveillance
US v. Butenko
· 4th Amendment doesn’t require a warrant before conducting foreign intelligence surveillance

· requirement of a warrant would seriously fetter the Executive in the performance of his foreign affairs duties

US v. Truong Dinh Hung (p.12)
· Vietnamese citizen convicted of espionage for passing classified diplomatic cables and sensitive strategic plans

· His phone was monitored for 268 days without a warrant

· Needs of the executive are so compelling in foreign intelligence, unlike domestic security, that requiring a warrant would unduly frustrate the President in carrying out his foreign affairs responsibilities

· Executive possesses unparalleled expertise to make foreign surveillance decisions

· Also Constitutionally designated as the pre-eminent authority in foreign affairs

Two Requirements must be met in Truong

1. Object of the surveillance is a foreign power, its agents, or collaborators

2. Primary goal of the surveillance is foreign intelligence
FISA

· intel version of the Electronic Communications Protection Act (ECPA)

· 50 U.S.C. 1809: Criminal prohibition on conducting “electronic surveillance except as authorized by statute”

· Electronic Surveillance is defined as acquiring the contents of communications, 1801(f), in a few specific contexts

· Particular known U.S. person in the US, intentionally targeted

· US citizen or permanent alien resident

· Communications over a wire inside the U.S.

· Unlike the ECPA, which must be the human voice carried over a wire

· This part is pretty broad

· Wireless communications where person has a Reasonable Expectation of Privacy and would need a warrant in a criminal case

The statute presumes a particular interpretation of Katz
· but courts haven’t taken that interpretation

· for instance, courts have said that cordless phones hold no reasonable expectation of privacy, so it would mean that government couldn’t get a FISA warrant for a cordless phone… I guess they’d have to concede that you do have a 4th amendment REP with cordless phones

FISA Wiretap Orders

· Government must establish probable cause that the person being monitored is an agent of a foreign power (including Al Qaeda)

· Significant purpose of the monitoring is to collect foreign intel

· High level approval from within DOJ

· About 1000 orders each year

FISA’s Pen Register-like statute

· 50 U.S.C 1841-46

· Requires certification that the information is likely to be relevant to an ongoing investigation of a foreign target to protect against international terrorism or clandestine intelligence activities

· Standard lowered by the Patriot Act

· Previously, it required specific and articulable facts, not mere relevance to an investigation

FISA’s version of the SCA

· several stautes patched together

· non-content

· National Security Letters – as seen in National Sec. Law

· Doe v. Ashcroft

· Struck down the letter

· They’re a lot like subpoenas – an order to compel

· Content

· Physical search provisions, 1861-62, or so we think

Criticisms of FISA

· Is it a Rubber Stamp?

· Perhaps the government is making it’s case each time, maybe it’s very selective

· Not agile enough for the Internet age?

· Can you really have the court ok every interception, imagine the case of emails, should you have to get an order for each one?

· Outdated?

· Written in the 70’s

· Everyone agrees it’s outdated

United States v. Squillacote

· Squillacote, Stand, and Clark were spying for East Germany

· Where these people agents of foreign powers at the time the monitoring is occurring?

· But East Germany had crumbled by that time

· The court doesn’t say WHY  they’re still foreign powers

· The court just says that the FISA application established probable cause to believe that Squillacote was an agent of a foreign power at the time the applications were granted

· They don’t explain anymore than that

