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Personal Jurisdiction in Cyberspace

I. Subject Matter Jurisdiction - Review
a. Covers what types of disputes that can be heard by the court – must be brought up at the start.

i. Federal Question – anything that involves the interpretation of federal law, statute, treaty, or the constitution – is a federal question, and therefore capable of being heard in federal court.

ii. Diversity – suits between citizens of another state

b. Choice of Law – if it’s a state law claim at issue – the court will need to figure out which state’s law to apply.  

II. Personal Jurisdiction

a. Covers whether the court has the right to exert it’s decision over the persons involved in the suit – can it compel it’s judgment?

i. 1.  Does the state where the court sits have a long arm statute which sets forth the circumstances in which they can pull in someone else?

ii. 2.  Constitutional Due Process Analysis:
1. Specific v General Jurisdiction

a. Specific - If D’s actions in forum state are directly related to the suit – it’s easier to prove minimum contacts.  Usually a single contact isn’t enough, unless the nature or quality… i.e. Tort
i. Tort inside the state is easy

ii. Tort outside state that has injury in the state

b. General – If D’s actions occurred outside forum state, we have a higher burden of proof re: min contacts.

2. Minimum Contacts – General Jurisdiction
· purposeful availment (Int’l Shoe/BK)

· mere unilateral activity insufficient (VW)

· Additional Conduct? (O’Connor – Asahi)

· Stream of Commerce? (Brennan – Asahi)

· Volume, Value, Hazardousness? (Stewart – Asahi)

a. Foreseeability

i. Must be able to reasonably foresee being haled into foreign court

ii. Must be purposefully availing of privileges of state – Hanson v Denckla – unilateral activity is not enough
b. Volume of business isn’t the only factor.  Must be repeated and systematic contact.  Nelson v Miller – commission of a single tort is enough.

c. Asahi – what is minimum contacts?

i. O’Connor - Stream of commerce AND additional conduct(design, advertising, advice channels, marketing, distributors, agents)

ii. Brennan – Stream of commerce (regular and anticipated flow of products, not upredictable currents or eddies – no additional conduct necessary)

iii. Stevens – stream of commerce is irrelevant – purposeful availment = volume, value, hazardous character of product (more hazardous, more foreseeable to D that they’ll be hailed into court)

3. Fair Play and Substantial Justice
a. D’s interests

b. States interests

c. P’s interests

d. Interstate Judicial System Interests – where’s the evidence?

e. Shared Substantive Interests of Several States – which law will be applied?  What effect will that have on the other states?

I. Jurisdiction in Cyberspace
a. Calder – D knowingly defamed a CA resident in FL.  D knew it would be distributed in CA ► sufficiently affiliated themselves w/ CA for PJ to be proper
i. D’s behavior was “targeted” at CA as if they had fired a gun from FL to CA and hit their target in CA
ii. Where an intentional tort is directed to an indiv in a diff state, the tortfeasor should anticipate being haled into court in that state
b. Zippo – How interactive is the website?  Can you do business over the website?

i. Processing an application including name and address

ii. Processing credit card over internet or telephone

iii. Percentage of subscribers were in forum state

iv. Sliding Scale:

1. PJ Proper – if D enters into K’s w/ residents in forum state that involve the knowing and repeated transmission of computer files

2. PJ NOT Proper – if D just posts stuff on internet that infringes
3. PJ Unsure – interactive web sites where a user can exchange information w/ D’s host computer

c. Cybersell v Cybersell – D set up FL website w/ infringing name.  

i. No customers or contracts w/ forum state

ii. Injury in forum state (infringement) wasn’t enough
d. Panavision v Toeppen – D selling domain names to CA company, he was soliciting business in CA so he availed himself of CA courts.

e. Hanson v Denckla – for PJ to be proper – there must be some act by which D purposefully avail of forum state:

i. Just setting up a website isn’t enough

ii. Not possible to prevent people outside the state to access your site

f. Blumenthal v Drudge – CA columnist defamed DC residents – DC found PJ because:

i. P was injured in DC (specific)

ii. D solicited contributions from DC residents via website (general juris)
iii. D conducted an interview in DC and visited DC often (general juris) 

iv. ASAHI – mere awareness is not enough to satisfy Due Process.  Must be an action of D purposefully directed to forum state

g. Wrap Up – Zippo Plus Test
i. Courts will look to the interactivity of the site

1. Does it take information from you

2. The commercial Nature of the site

ii. Non internet related contacts with the forum state
Choice of Law

I. Restatement Approach to Choice of Law (not binding on any country)
a. Country must have “jurisdiction to prescribe”

i. A country has juris to prescribe law with respect to:

1. conduct that, wholly or in subst part, takes place within its territory

2. statutes of persons, interests in things, present within its territory

3. conduct outside its territory that has or is intended to have subst effect within its territory, AND

4. activities, interests, status, or relations of its nationals outside as well as within its territory, and

5. certain conduct outside its territory by persons who are not its nationals that is directed against the security of the country or against a limited class of other national interests

b. If jurisdiction to prescribe exists, “jurisdiction to adjucate” will be examined and,

i. = tribunals of a given country can resolve a dispute if they have jurisdiction to prescribe the law that is sought to be enforced

ii. exerc of juris is subject to reasonability.  Ex:

1. wrt presence, conduct, foreseeable effect within the country

2. D’s nationality, domicile, or residence in the country

3. UNREASONABLE = basing it on P’s nationality, or ownership of property unrelated to claim

c. Jurisdiction to enforce will be examined

i. A country may employ judicial or nonjudicial measures to induce or compel compliance wrt laws it has authority to prescribe

ii. A country may employ enforcement measures against someone outside its country IF:

1. the person is given notice of the claims

2. the person is given an opportunity to be heard, in advance of enforcement

3. where enforcement is through the court, if the country has jurisdiction to adjudicate

II. Choice of Law in cyberspace:
a. Example - Minnesota five factor test to evaluate due process wrt PJ:

i. Quantity of contacts

ii. Nature and Quality of contacts

iii. Connection of the cause of action with contacts

iv. Intersts of the state

v. Convenience of the parties

b. Granite Gate – Minn doesn’t allow gambling, D had an internet gambling site – hundreds of their customers were from Minn.

i. D logged all activity on his site.  URL uniquely identifies the location of computer.  248 access were made in forum state.

ii. 2 of top 500 customers were from Minn

iii. D argues it wasn’t a 2 way transaction – court focuses on the 2 way nature of accessing an internet (polling host computer, which then transmits requested information)

iv. Minn thinks that advertising on the internet is enough to avail yourself of ALL forums.

c. Inset – D didn’t have any offices or business in forum state, but set up an infringing website.  

i. State Court said that advertising via internet is solicitation of a sufficient repetitive nature to apply long arm statute.

d. Yahoo – accessing Nazi stuff illegal in france.  France sues yahoo for making nazi stuff available to their own citizens.


i. Independent counsel says that its impossible to completely filter out country specific.  SOME degree of accuracy is possible.

ii. France orders yahoo to filter based on IP addresses (70% acc), and to require a declaration of nationality for ambiguous users (even US users!)

iii. Yahoo countersues in US court – gets a declatory judgment that france’s judgment wouldn’t be enforceable in US

Policy:
· France is trying to make us responsible for violations of their own citizens

· France is elevating geographical concerns – and that geography should determine what information should be avail online

· Under French Yahoo! Decision, publisher must create filters to block access to any content that is illegal in the jurisdictions in which its service is available.

· Impact of such a lowest common denominator approach… could amount to censorship and 1st amendment violations.

· Perhaps there are non-judicial methods (ie political agreements) of enforcement

· Judgments in foreign courts ARE NOT entitled to automatic recognition.

Regulating Harmful Speech 

Direct & Intermediary Liability

I. First Amendment Fundamentals

a. Speech and Pres Clause

i. Congress shall make no law abridging the freedom of speech, or of the press.

1. While it says “congress” by the incorporation doctrine, it applies to municipalities and all other govt’s under the federal govt

2. The main thrust has been to prohibit the federal govt from regulating the content of speech

b. Issues cut out of First Amendment Protections:

i. Defamatory Speech

ii. Fighting Words

iii. Obsenity and Child Pornography

II. Defamation:

a. Written or spoken words that harm an individual reputation or her right to enjoyment of her good name

b. Stringent standards apply to defamation

c. Sliding scale of what P must establish to prove liability based on whether P was a public figure or private figure, and whether speech was on a matter of public concern or private concern.

i. If public official and statement was on a matter of public concern, basically, P must show that D had knowledge of or recklessly disregarded the falsity of the statement.  

1. Requires a showing of malice.
ii. If private figure and not on a matter of public concern, it’s a lot easier for P to show that she was defamed by false statement about her.

1. Merely requires a showing of negligence

d. Public Disclosure of Private Fact (tort) – elements for cause of action:

i. Public disclosure

ii. Of a private fact

iii. Which would be offensive and objectionable to the reasonable person

iv. Which is not of legitimate public interest

e. Exemption – for truthful and newsworthy:

i. Social value of published facts

ii. Extent of the intrusion into ostensibly private matters

iii. Extent to which a party voluntarily assumed a position of public notoriety

III. Who can be held liable for defamation – publishers v distributors

a. Traditional Standards:

i. Publisher – one who republished or repeats def mat’l, such as a newspaper, is subject to liability as if he had originally published it.  With editorial control, comes increased liability for mat’l published.

ii. Distributor – mere dist, bookstores or libraries, are not liable for defamation if they neither knew nor had reason to know of the defamation.  It would be too onerous and too hostile to free speech.

iii. Degree of editorial control is crucial determination

b. CDA Act (communications decency act of 1996 – §230.c)

i. Protection for good Samaritan blocking and screening of offensive material.
ii. Publisher – no provider or user of an interactive computer service (ICS) shall be treated as the publisher or speaker of any info provided by another information content provider. (ICP)

iii. Civil Liability – no provider or user of an ICS is liable for:

1. good faith actions to filter harmful speech

2. actions taken to technical means to restrict access to filtering mechanisms

iv. Definitions:

1. ICS = any information service, system, or access software provider that  provides or enables computer access by multiple users to a server, including a system that provides access to the internet

2. ICP = any person that is responsible (in part or in whole) for the creation or development of information provided through the internet.

v. Discussion:

1. Congress wanted to encourage ISP’s to self-regulate the dissemination of offensive mat’l.  Catch22 of “if I show that I can regulate material, I’ll be liable if I don’t do it effectively.”

2. CDA explicitly wipes out “publishers” liability – Zeran court said that this extends to “distributors” liability as a subset.

3. CDA removes disincentives for the development and use of blocking and filtering technologies

4. CDA creates federal immunity to ANY cause of action that would make and ISP liable for information originating from a 3rd party.

IV. Cases 

a. Blumenthal v Drudge – D is creator of an online gossip column focused on DC and Hollywood.  D’s base is in CA.  AOL enters into a license agreement to make his column avail to its subscribers.  AOL reserves the right to remove content that violates their TOS.  In addition to being published on AOL, Drudge emails it out to thousands of subscribers.
b. Zeran v AOL – an anonymous 3rd party posted defamatory statements injuring P.  P is seeking to sue AOL for intermediary liability
i. CDA wipes out distributor as well as publishers liability
ii. Liability upon notice would have a chilling effect on freedom of internet speech

iii. Volume of internet traffic makes it very difficult to hold ISP’s vicariously liable for content

iv. Losing Argument – P argued that contractor relationship made them look more like an ICP rather than an ICS.  
c. Carafano v Metrosplash – D hosted a searchable database, and users were able to fill out a form and contribute to the database.  P was defamed by information posted to the site.
i.  D was acting as both an ICP and ICS, so we have to look closely to the specific allegation and determine in what capacity D was acting.  
ii. Because D provided the profile, they were acting like an ICP, directing the content of information.  So they could be held liable for actions.

iii. Because P was a public figure, her address was “newsworthy,” had social value, and intrusion was minimal.  D did NOT act with reckless disregard.

Notes:

· An attack on a defamatory statement is content based, and is therefore prima fascia facing a difficult burden –
· Watch Out: fine line between a columnist and an employee.   CDA grants broad immunity to a distributor of content NOT made by themselves.  At what point does an ICS ALSO become an ICP?  Can’t draw perfect analogies with meatspace, because the CDA specifically grants immunity in cyberspace – where similar immunities don’t exist in meatspace.  Yes, Washington Post would probably be liable for publishing a defamatory article by a columnist.  WP.com, if it were a separate entity, might escape.
· I think we’d look to what extent do they act like an employer.

· How much control do they exert over the type of content being created

· Substantive or editorial involvement

· Role in writing or editing the material

· Role in creating or developing any of the information

· How much control do they have over editing the work, or does it come to them in finished form

· CDA: history doesn’t matter, if they’ve made a history of with holding past articles, the CDA explicitly excludes them from this being used against them!

· In a bulletin board t ype forum:

· Does the host start to act more like an ICP?  They’re focusing the discussion, creating forms or questionnaires to be filled in, etc…

· MY OPINION – defamatory actions like in Zeran aren’t a big deal anymore as society becomes more “computer savvy” and automatically questions the validity of comments said on the internet.  Gone are the days of “if it’s in print it must be true.”

· Mailboxes are flooded daily with emails concerning the latest internet urban legend, get rich quick schemes, and fake investment strategies, etc…
{{{ How do you analyze Strict Scrutiny, Intermediary Scrutiny, etc…}}}
Indecent and Obscene Speech

I. Limitations on Government Control of Obscene Mat’l

a. First Amendment

b. CDA – Communications Decency Act – prohibited users from communicating mat’l that under CCS would be deemed patently offensive to minors.  Providing two affirmative defenses:
1. Use of credit card or other age verification system

2. Good faith effort to restrict access by minors

ii. SC invalidated this part – w/o defining key terms the statute was unconst vague.  Strict Scrutiny because it was a content based restriction on speech.  
1. Open ended prohibitions embrace all entities – not limited to commercial speech or commercial entities.

2. Community Standard – world audience – would create a lowest common denominator std

3. Aff Defenses – not economically feasible, not tech proven

4. Not narrowly tailored, not least restrictive means avail to achieve compelling state’s interest.

c. COPA – Child Porn Protection Act – second try, incorporated Miller Test
i. Applies to:

1. material displayed on WWW

2. Only comms made for commercial purposes

3. restricts only mat’l that is harmful to minors

ii. STANDARD – det what is offensive to minors:
1. Average person – CCS would find the mat’l on the whole offensive to minors – designed to appeal to the Prurient interests
2. Depicts, describes or represents patently offensive material wrt minors – sexual act or contact

3. National Standard - Taken as a whole lacks serious, literary, artistic, political, or scientific value for minors

a. Under current technology, publishers can’t avail themselves of entering specific geo comm.. – unfair to hold them to varying stds.

iii. Affirmative Defenses

1. If publisher has restricted acces – credit card, debit account, adult access code, or adult personal identification number, digital certificate, or any other reasonable measure – then no liability.

iv. Punishment – COPA violators face criminal (max fines $50k, 6 months, or both) and civil (fines of up to $50k for each day of violation). 

II. Private Control of Obscene Mat’l

a. Filtering

i. Zoning laws are const. so long as they don’t unduly restrict adult access to the material; and minors have no right to material.

III. Cases
a. First Amendment Cases

i. Sable v Pacifica
1. Adults have a 1A right to engage in non-obscene but indecent, sexually themed speech

2. Govt may regulate indecent speech, sexual, but non-obscene in certain mediums and under certain narrowly defined circumstances, especially to protect minors

ii. Ginsberg v NY 1968 – SC upheld NY statute which had a separate std for children than adults.
1. Savings Clause – “utterly w/o redeeming social importance for minors.

iii. Hamling – 1974

1. Mass mailing to various communities.

2. Upheld a Federal Obscenity Statute – defined by Contemporary Community Standards per the Miller Test

iv. Pacifica 

1. Because of the pervasive nature of the broadcast medium (radio), it’s much harder to avoid the assault of indecent speech

2. Limited Spectrum of radio waves gives govt more right (or need) to regulate speech on radio

3. No justification for more govt intervention in a 

4. SC upheld the FCC’s right to regulate the medium

a. See defense to pacifica below…

v. Sable – “dial-a-porn” availed themselves of various communities when they chose to dial into certain area codes.
vi. Miller v CA – 1973 - mass mailing of adult material
1. See below for standard of Miller Test

b. ACLU v Reno (COPA) – appeals court, reaffirms DC’s preliminary injunction on govt from using COPA.

i. OVERBROAD - Varying community standards diff to ascertain, might be unfair to publishers.

ii. Unlike Sable or Hamling, internet publishers aren’t able to control the distribution of controversial mat’l wrt geography.
c. Ashcroft v ACLU (COPA) – supreme court
i. CCS need not be defined by reference to a precise geo area
1. CA can set a National Floor for content of socially redeeming value.

ii. Not overbroad wrt CCS.  COPA’s reliance on CCS to identify what mat’l is harmful to minors does not by itself render the statute subst overbroad fro1A purposes.  

iii. Until 3rd Circuit reviews for vagueness, overbreadth for other reasons, strict scrutiny – Govt remains enjoined from enforcing COPA.

IV. How to Protect your client
a. While COPA is still being decided, the ban is being enforced by the courts.  To be on the safe side – assume that some sort of statute is finally passed – if COPA makes it through the courts, then satisfying COPA is safe.  If COPA is upheld, then what finally gets passed will likely be more narrow than COPA – so you’re still safe.

b. Standard – Miller, the SC developed the test – “Contemporary Community Standard.”  Finds the work, taken as a whole, to see if it will appeal to the “prurient interest.”

i. Average Person – applying CCS would find the material on the whole offensive to minors – designed to appeal to the “prurient” interests

ii. Depicts, describes or represents patently offensive material wrt minors – sexual act or contact

iii. Savings Clause - Taken as a whole, lacks serious, literary, artistic, political, or scientific value for minors

c. Pervasive Medium - I’d argue that the internet is becoming more of a pervasive medium.  It becomes more and more difficult to block pop ups, use of search engines is integral to use of internet – and it’s integrally tied to pop ups.  Furthermore, the internet (unlike radio, which is for entertainment) is more and more becoming a medium which we can’t live without.

Summarizing the views

	3rd Circuit
	SC – Thomas
	O’Connor

	· “contemporary community standards” – required by Miller – finds that the lack of national standard overburdens speech.

· Yet, the internet is a diff medium – once published, it’s everywhere – no way to publish to only a small geographic region

· CCS – unachievable

· Worried about the “puritanical heckler’s veto” – someone in Salt Lake City applying their community standards on everyone else.

· The 3rd prong of COPA limits its applicability to purely obscene speech – (o/w it would be saved by a CA judge).
	· “CCS” doesn’t automatically over broadens a statute.

· We have CCS as part of federal obs. Statutes Hambling, in which we said it was const to impose that burden on a national distr.

· Thinks that if you’re worried about availing yourself of a region, you shouldn’t be using the internet.
	· Thinks we can and should develop a national standard

· Internet has brought us closer to a nationwide community


	Breyer
	Kennedy, Souter, Ginsberg
	Stevens

	· CCS means a national adult community, not geo separate local areas

· Worried about a heckler’s veto
	· Disagree with Thomas on whether the internet is a different animal.

· What speech is burdened here?  We need someone to more accurately identify it.

· We don’t have a case made out for overbreadth – not even one site has been pointed out as not protected.
	· 


{{What the hell does Purient mean????}}}

Filtering

I. Children’s Internet Protection Act – overruled in Multonomah
a. General – federal govt hinges eligibility to assistance money on meeting requirements set out in CIPA wrt implementing a filtering technology for internet access in public areas.

i. School, library must show that all internet enabled computers filter or block:  child porn mat’ls, obscene mat’l, during use by minors.  

ii. Local Determination of Material to be Filtered – made by the school, school board, library or other authority.  

1. No agency of US Govt may:

a. Establish criteria

b. Review the determination made by the school

c. Consider the criterea

II. PRIOR RESTRAINT DOCTRINE – govt prohibiting speech at the outset, usually in connection with some scheme of pre-publication review or licensing.  


i. Censorship boards, filtering software…

b. Because prior restraints are thought to be particularly dangerous – courts have imposed certain restrictions – 

a. Restraint prior to judicial review can be imposed only for specified brief period

a. Expeditious judicial review of the licensing/censoring decision must be available.

III. Cases

a. Loudon County Library - library provides internet acess but locks access to email, chat rooms, pornography.  All computers equipped w/ filtering software (blocking child porn, and obscene mat’l), and mat’l deemed harmful to juveniles.  All computers installed in view of staff. 

i. Library is a government actor, and internet in library constitutes a limited public forum ► Strict Scrutiny Applies

1. Interest – avoiding creation of sexually hostile environment – minimizing access to illegal porn – court finds compelling.

ii. Overinclusive – limits access of adults as well as kids.  Just like ACLU v Reno – govt interest in protecting kids from porn doesn’t justify suppression of same speech on adults.

iii. Prior Restraint – filtering software functions as prior restraint – software writers are acting as a censorship board.
iv. Judicial Determination – none found here, censorship is at library’s discretion and is essentially unbounded.

1. As opposed to other censorship boards, there’s no way to tell what’s being filtered, no way to review library’s decisions, no information about library’s critera, no built in provision for judicial review.

b. ACLU v Multonomah – 

i. Govt creates designated public forum for 1A purposes when it provides Internet Access in public libraries.

1. INTERNET = Strict Scrutiny

2. BOOKS and other Media = Rational Review

ii. The more broadly the govt establishes a forum for public speech – the less deference the 1A gives the govt wrt content based restrictions.

iii. State has a compelling interst in prohibiting distribution to minors of mat’l that while not obscene wrt adults, is obscene wrt minors.

iv. CIPA

1. unconst induced libraries to violate 1A

2. software’s inherent over and under inclusiveness meant NOT narrowly tailored

3. provision for patrons to unblock sites was insufficient to cure o/w unconst 1A violations – “chilling effect,” 

a. Burden and Time Effect – would have impact that citizens wouldno longer exercise their rights anymore.  

b. Medium specific inquiry – immediacy and spontinaity of internet gives users the expectation that a 24 hour delay may be unconst.

v. Less speech restrictive methods – tap on shoulder, logs to correlate to patron ID, librarians can just walk around…

vi. Filtering is ineffective:

1. No tech possible means for filtering pictures

2. Over and Under filtering – proves its ineffectiveness

a. Substantially blocks legitimate websites

3. Who’s determining what gets filtered?

Doctrine of Unconstitutional Conditions

· Govt may not deny benefit to person on basis that infringes his constitutionally freedom of speech even if he has no entitlement to that benefit. 

I. Analysis
a. Does 1A apply?  Are we a govt actor or private entity?  

b. Does medium constitute a public forum (public streets and sidewalks), limited public forum (school board meeting or municipal theatre, public library), or non public forum (govt office building or public school teacher’s mailbox).
i. Free speech rights are strongest in the first, weakest in the latter.  

ii. Strict Scrutiny – for public forum or limited public forum

1. must show narrowly tailored to promote a compelling state’s interest and that no less restrictive alternative would further that nterest

iii. Intermediate Scrutiny – non public forum

iv. Rational Basis – library picking which books to buy:

1. challenged restriction need only be reasonable; govt interest need not be compelling; restriction need not be narrowly tailored to serve that interest; and the restriction “need not be the most reasonable or the only reasonable limitation”  

c. Prior Restraint

i. If library had implemented only for children?

ii. Compare to library’s “censorship” when deciding which books to buy:

1. “Limited Bandwidth” – only so much shelving space, limited funds ► has more discretion to regulate – similar to Pacifica.

2. What is public interest in creating a library?  Is it to provide entertainment or research and the furthering of education?

Selective inclusion into a forum is permissible, while selective exclusion from a for a would o/w be unconstitutional.  Forbes, and Mosley.  (in Multonomah)
{{Unconstitutional Conditions?  Explore this more – what is it saying?   read broadly it sounds like even if not entitled to something – govt can’t deny you the entitlement on grounds that infringe const rights.  What would prevent me from demanding govt to pay for my internet at home?  They can deny me internet on grounds that they can’t afford it, but can’t deny me internet on grounds that I don’t use it to speak against the federal govt.}}

Copyright

Copyright protection only extends to the material contributed by the author, not to underlying facts, entries, or original works on which derivative work is based.
ISP Liability – Netcom

§230 – no provider or user of an interactive computer service shall be treated as the publisher or speaker of any information provided by another information content provider.

I. Legal Issues

a. Protecting yourself – ISP

i. Direct Infringement

1. General - Need to show copying, no state of mind (i.e., strict liability offense)

2. Cyberspace – newsgroup – Netcom – some volition or causation is required, can’t be liable when the system automatically creates a copy that’s been uploaded by 3rd party – that’s the way the system works.

ii. Contributory Infringement

1. Requires showing that D

a. Knew or should have known of the infringing activity; and

b. Induces, causes, or materially contributes to the infringing conduct of another. 

c. Such participation by D must be substantial – if a landlord/lessor knew that its lessee was going to use leased premises for infringing purposes, then can be held liable for contributory infringement.

2. Knowledge:

a. Should ISP be required to assess Fair Use and Defamatory requirements?

b. Court – assuming:

i. Netcom is able to take simple measures to prevent further damage to P’s copyright

ii. Netcom had knowledge of infringing posts and continues to aid E

iii. FAIR to hold Netcom liable 

c. Napster - Court not willing to impute knowledge – even though software came about purely with infringement in mind

i. Found actual and constructive notice from cease and desist letters, top 40 download lists, and evidence that they could monitor the activity on their networks.

ii. Download lists are based on filenames – isn’t necessarily a correlation with actual material.

d. Sony and Diamond – space shifting and time shifting medium, and not to copyright the works.  Distinguished because there was a significant legitimate use of the technology.

3. Induce, cause, materially contributes:

a. Sony – sony defense, that there are legitimate uses for the technology

iii. Vicarious Infringement

1. Requires showing that D
a. Has the right and ability to control the infringer’s acts

b. Receives a Direct financial benefit from infringement

c. Knowledge is NOT an element

b. DMCA – 1998 - effects on ISP Liability

i. Implements WIPO and limited Intermediary Liability
1. Anticircumvention Right §1201 – protection of copyright owners for tech measures they might use to secure their works against hacking

2. Copyright Management Protection §1202 – right of copyright owners to embed copyright info in works and punishment
ii. Intermediary Liability and Safe Harbors §512
1. Definitions:
2. Limits on Liability for Online Service Providers – ISP’s exempt from liability for:

a. Transitory Communications – transmission, routing, copying of content, where ISP serves as data conduit, transmitting info. From one point on the network to someone else, where copying is carried out by automatic technical process

b. System Caching – copying for a limited time of 3rd party content to improve network access for popular content.

c. Storage of information on networks at the direction of users *** (our primary focus here)

d. Information Locating Tools – limits ISP’s liability for referring/linking users to a site that contains infringing material by the use of hyperlinks, search engines…

3. Safe Harbor Requirements - To qualify, entity must qualify as a “Service Provider” defined differently depending on immunity sought 
a. For more information – see section on DMCA
II. Cases

a. RTC v Netcom – Direct, Contributory, and Vicarious Infringement – RTC is holder of Hubbard’s copyrights, sues Netcom because a subscriber to Netcom posted several sections of Hubbard’s works.  The user posted in an attempt to criticize the church and claimed that the use was Free Use and protected by 1A.

i. Direct Infringement – strict liability.  Court finds that the automated nature of a discussion group/bbs/newsgroup shouldn’t make an ISP directly liable for content uploaded by a third party.
1. Some element of volition or causation required, which is lacking where a defendant’s system is merely used to create a copy by a third party.

ii. Contributory Infringement – require knowledge or constructive knowledge.

1. Court finds that assuming Netcom could prevent damage and had knowledge of infringement – they might be held liable for contributory infringement.

iii. Vicarious Infringement – overruled by DMCA
1. Netcom’s terms and conditions show that they have the right and ability to control acts of its subscribers, 
2. Combined with simple software to identify postings containing particular words and

3. Actions by Netcom to control some of their users

4. Netcom benefits – advertise themselves as regulation free compared to compuserve and aol…

5. Shows that Netcom could be held vicarious liable

Fair Use
§ 107..Limitations on exclusive rights:Fair use 38

Notwithstanding the provisions of sections 106 and 106A, the fair use of a copyrighted work ,including such use by reproduction in copies or phonorecords or by any other means specified by that section,for purposes such as criticism,comment,news reporting,teaching (including multiple copies for classroom use),scholarship,or research,is not an infringement of copyright.

In determining whether he use made of a work in any particular case is a fair use the factors to be considered shall include —

(1)the purpose and character of the use,including whether such use is of a

commercial nature or is for nonprofit educational purposes – is the use transformative;

(2)the nature of the copyrighted work – including whether the original work is published or  unpublished and whether it is informational or creative;

(3)the amount and substantiality of the portion used in relation to he copy-

righted work as a whole – and whether the part used constitutes the “heart” of the copyrighted work; and
(4)the effect of the use upon the potential market for or value of he copyrighted work – MOST IMPORTANT FACTOR.
The fact that a work is unpublished shall not itself bar a finding of fair use if such

finding is made upon consideration of all the above factors.

Contributory and Vicarious Copyright Liability – Napster

Napster v. AM Records

Infringement – P must show:

I. Elements

a. They are owner or have control of copyright

b. Infringement violates at least 1 exclusive right

II. Case at hand

a. P’s own © 

b. P shows that there’s infringement by a user, of one of the §106 rights

To reproduce the copyrighted work publicly

To Distribute the work publicly

Napster

Not actually distributing the works – the users are doing the transfering

That the user’s transfers are not of the type of distribution laid out by the statute (dist by sale, transfer of ownership…)

That the exchange between users is personal in nature and not to public

AM Records

Distribution – display publicly – sharing outside of normal personal sphere of friends/familiels

To digitally transmit

c. Fair Use Defense – §107 Fair use is not an infringement

i. Factors to be considered in §107

1. purpose and charcter of the use – scholarship, criticism, etc…  is it of a commercial or non-commercial use

2. nature of the copyrighted work

3. amount and substiality of the portion used

4. effect upon the potential market

ii. Sampling of work

1. Napster

a. Purpose

i. Acquisition of a temporary copy for evaluative purposes

ii. That sampling is not commercial in nature, personal use

b. Nature of Works

i. Not as good as the real thing

c. Substantiality Used

i. Wholesale copying does not preclude fair use per se

d. Market Effect 

i. Fair use, when properly applied, does not impair the market of the work

ii. Used for sampling prior to purchasing real work

iii. sampling has a beneficial effect – because people want to buy music once they’ve heard it

2. Record

a. Purpose

i. That sampling dist is commercial use that they were ready to exploit 

b. Nature of works

i. More creative the work – the closer to the core of intended copyright protection

ii. Digital works can be reproduced more easily and with no further loss

c. Substantiality

i. That sampling should only be for short snippets

ii. That snippets aren’t temporary

d. Market

i. Two markets to consider, the market of cd’s, and the market of digital music

ii. That the industry collects money for sampling and that this defeats the market

iii. That substantially copied, and that sampling is a commercial endeavor and that napster destroyed it.

iv. That the industry has spent a lot of money in creating the technology for sampling

iii. Space-shifting

iv. Distributing permissive works (Napster was given the right to dist)

Contributory Liability

I. With Knowledge of infringing activity

a. Actual or constructive knowledge

b. Court not willing to impute knowledge – even though the software came about purely with infringing in mind

c. Sony and Diamond cases – industry was to space-shift and time-shift medium, and not to copyright the works 

d. Court found enough evidence to find actual or constructive knowledge – cease and decist letters, top 40 download lists, viewing the material that are being shared.

e. Download lists are just based on filenames (user created) – and that there isn’t necessarily a correlation between the material and filenames.

i. Aimster even took it a step further and said that the file transfer’s were encrypted and aimster can’t say they didn’t know.

II. Induces, causes, or materially contributes to the infringing conduct of another

a. Napster

i. Sony defense – there are legitimate uses to Napster and that it’s the users who are abusing it

ii. Napster is capable of substantial non-infringing uses

iii. 17,000 artists authorized sharing of their material

iv. That p-2-p is a new technology that has substantial non-infringing 

b. Record

i. Software facilitate the copyrighting

ii. Search Engine

iii. Top 40 lists

III. Direct Infringement by one of their users

** Strong defense - If there is a capability for non-infringing use – then we can’t stop the technology.

**Court added another prong to sony – not only must it be capable of substantial non-infringing use, but the preponderance of use should be non-inringing.

DMCA – Digital Millenium Copyright Act – Limiting ISP Liability

How DMCA Works

· Notice and Take down requirement:

· If © owner believes her work is infringed, she submits notification (under penalty of perjury) to service provider’s designated agent

· Upon receiving notice, if ISP promptly removes or blocks access to the allegedly infringing material, ISP is exempt from monetary liability

· AND ISP is also exempt from liability from poster of material

· Poster/subscriber has the right to file counter-notification

· In which case, unless copyright owner files action against subscriber/poster, ISP must put the material up with 14 days of receiving counternotification

ISP’s or Content Provider’s Duties:

· Register an agent.  

· Develop expeditious take down procedure

· Make sure they do not receive financial benefit from infringement, e.g., they get paid per number of downloads

Analyzing a website:

· Familiarize yourself w/ the website and statute

· Do they qualify as a “Service Provider”

· What sort of liability do they fall under for DMCA?

· What do they need to do to fall under a DMCA Safe Harbor?

· Will screening 3rd party content create extra liability

CDA 230(c):

No provider or user of an interactive computer service shall be treated as the publisher or speaker of any information provided by another information content provider.

We are advising a group of clients who are ISP’s of different types:

· Auction House

· Newspaper

· Search Engine

What is their immunity from liability?  It’s Nov 1, 1998 – what does DMCA’s statutory scheme in §512 do for us this time?  

· Generally speaking – the DMCA has laid out 4 safe harbors, and very specific steps that our clients need to do in order to benefit from the statutory scheme.  Earlier, the CDA was very broad in it’s protection of ISP’s.

· So, our clients should:

· Designate and register an agent to receive complaints of copyright infringment

DMCA - 1998

ISP’s:

§512.k.l.A –

service provider" is defined in section 512(k)(l)(A) as "an entity offering the transmission, routing, or providing of connections for digital online communications, between or among points specified by a user, of material of the user's choosing, without modification to the content of the material as sent or received." For purposes of the other three limitations, "service provider" is more broadly defined in section 512(k)0(B) as "a provider of online services or network access, or the operator of facilities therefor."
In addition, to be eligible for any of the limitations, a service provider must meet two overall conditions: (1) it must adopt and reasonably implement a policy of terminating in appropriate circumstances the accounts of subscribers who are repeat infringers; and (2) it must accommodate and not interfere with "standard technical measures." (Section 5120).
In general terms, section 512(a) limits the liability of service providers in circumstances where the provider merely acts as a data conduit, transmitting digital information from one point on a network to another at someone else's request.
In order to qualify for this limitation, the service provider's activities must meet the following conditions:
The transmission must be initiated by a person other than the provider.
The transmission, routing, provision of connections, or copying must be carried out by an automatic technical process without selection of material by the service provider.
The service provider must not determine the recipients of the material. 
 Any intermediate copies must not ordinarily be accessible to anyone other than anticipated recipients, and must not be retained for longer
than reasonably necessary.
The material must be transmitted with no modification to its content.
§512 – safe harbors – a-d

1. Safe Harbors – DMCA provides relief from liability (vicarious, direct or o/w) to the extent that you fulfill one of the four categories.

a. passive conduit SH (best one, doesn’t impose any “take down” provisions

i. Conditions for meeting:

1. trans was initiated by someone NOT the SP

2. trans is carried out through an automatic tech process

3. SP does not select the recipients of material

4. no copy of material is made by SP for longer than necessary and cannot be accessed by other than the intended recipient.

5. Material is trans w/o mod of its content

b. caching SH 

c. info hosting / storage SH

i. Conditions to fulfill:

1. Can’t have actual knowledge of copyright infringment

2. Can’t be aware of facts or circ from which infring is apparent

3. Upon obtaining such knowledge, must act expeditiously to remove

4. Can’t receive a financial benefit directly attributable to the infring activity

ii. §512.c.2 - will apply only if the SP has designated an agent to receive notifications of claimed infringment – by making avail through its service, the following information:

1. name, address, phone number

2. other contact info which the register of copyrights deems appropriate

3. Register of copyrights shall maintain a current directory of agents – so the company can be reached in situ of infringment

iii. Proper Notification

1. Must be written document

2. Must include electronic sig of a person authorized to acto on behalf of the owner

3. Must ID the copyrighted work or material claiming to be infringed – reasonably sufficient to allow the SP to locate the material

4. Contact info at which to be contacted

5. Statement that the party has good faith belief

6. Statement that the info in the notification is accurate and under penalty of perjury

d. Linking SH

e.  Replacement of Removed Material and limitation of liability

i. No liability for taking down – based on good faith removal of material believed to be infringing – regardless of the ultimate determination of that infringment

ii. Exceptions – in order to get the immunity – the SP must:

1. take reasonable steps to notify subsc that it has removed material

2. upon receipt of a counter notificcation – promptly provide the © holder w/ a copy of the counter notification and inform the © that you intend to replace the materiial within 10 days unless you get notice that the © have brought a suit

3. Must replace the material 10-14 days, unless notice of suit

4. Contents of counter notification

a. Written document

b. Phys signature

c. ID of material removed

d. Statement under penalty of perjury – that there is a good faith belief that the material was removed by way of mistake or misidentification.

e. Contact info

f. Subpoena to Identify Infringer

i. © owner can req that the DC issue a subpoena to ID an alleged infringer

2. Definitions for service provider – in order to qualify for a safe harbor, you must fall under one of the following definitions of service provider.

a. If you want to fall under the (a) safe harbor you must – be an entity offering the transmission, routing, or providing of connections between users – of a content of the user’s choosing, w/o modification to the content

b. If you want to fall under the other safe harbors (b-d) you must – either the same as in (a) – or be a provider of online services or network access, or the operator of facilities described in (a).  

3. Conditions for eligitbility §512(i) see below
4. Notice and Take Down Procedures

§512(i) – conditions for eligibility

I. must adopt and reasonably implement, and inform subscribers of a policy that provides for the termination in appropriate circumstances of subscribers and account holders of the service provider’s system or network who are repeat infringers.  

a. Must adopt immeadiately and inform users of copyright infringment policy.

II. accomodates and does not interfere with standard technical measures.

a. This hasn’t meant much to anyone – no one has interpreted “std tech measures” – the idea was that there was going to be new types of copyright protection technologies to protect their works…

b. SDMI, various forms of copyright management…

§512(k) – Service Provider is defined as:

For section (a) – SP is someone who provides transmission, routing or providing of connections

For all other sections – 

Pre-512 – material stays up until ordered by court

Post-512 – material comes down immeadiately until countered
Liability for Linking and Framing

Legal Issues

Cases

· Kelly v Arriba Soft – Kelly, photographer and artist, sues arriba – creator of search engine – for linking directly to his art and framing it within the arriba’s site.  

· Thumbnail - Arriba copies the original file to their site, reduces it to thumbnail, then deletes the original file.

· Court looked at the fair use factors and decided it was ok:

· Purpose and Use – it was commercial use – revenue was from ads, in favor of kelly

· Transformative nature – it was for a different purpose than the artists

· Did not supplement the need for the original

· Thumbnails are only a means to the end

· Nature of work

· Whether or not the work was published already.

· Since the artist already put them on the site – he’d already gotten “first use” of the work.  

· Only slightly in favor of the artist

· Amount and Substantiality

· Only a small version existed

· Did not supplement the need for the original

· Effect of the use on the market

· Purpose was to get people to Kelly’s site – and this really helped Kelly

· Thumbnails don’t substitute for the original image 

· Full Size Display – arriba also hosts an image attribute page – full size image, including text describing the picture, and link to original site.  Arriba’s site was commercial in nature, banner ads even on the full size pages.  Later – Arriba modified their practice to showing an imported full size image AND a framed window of the original site with the picture in context
· Court didn’t analyze the framing issue, said that the full size image was public display >> violation of a legitimate copyright 

· Purpose and Use – commercial in nature

· Full Size Use for artist was to generate revenue from ads.  

· Exactly what Ariba was doing

· Full size image is the end product that users want

· Amount and substantiality

· Full work is copied

· Not transformative at all

· Effect on use on market

· Artist and Arriba make money in the same way from the full size image

· Full size image on arriba supercedes the Artist’s need

§512 Safe Harbor – Arriba’s counsel could have established Arriba in a safe harbor from liability – don’t forget!
· Ticketmaster v Tickets.com - 
“a sophisticated computer method of monitoring the thousands of interior TM web pages electronically by the use of a mysterious (to the court) devices known as a "webcrawlers" or "spiders").”
Tickets had sucked out the information from TM’s site and displayed it on their own site.  And later provided links to TM to purchase the tickets.

Ticketmaster has exclusive contracts 

There’s a branding issue here because Ticketmaster only sells tickets to shows they have exclusive rights to.  Tickets.com provides information and links to all shows, not just ones they can benefit from.  

· After a while, people are going to stop going to TM.com and go to T.com for all their ticket info.

Ebay issue is interesting

· Trespass – people are framing and linking to other people’s information (like I might link to canon’s site to show pictures and information about a camera that I want to sell) and I get the benefit of selling the camera and Canon ends up having to pay for the bandwidth that gets used.

Copyright Protection Measures – Encryption and bypassing

§1201 – Circumvention of Copyright Protection Systems

Violations – no person shall circumvent, a technology that effectively controls access to a work protected by copyright.

No person shall manufacture, import or offer to the public – technology that:

a. is primarily designed for circumventing a tech measure

b. has only limited commercially significant purpose

c. is marketed for use in circumventing a tech measure

Definitions – 

· Circumvent a technological measure – descrambe a scrambled work to decrypt or otherwise bypass tech measures

· Effectively controls access to a work – ordinary course of its operation, requires permission/authority of copyright owner to gain access

Other Rights Not Affected:

· Shall not affect rights including fair use

· Shall not enlarge or diminish vicarious or contributory liability

Exemptions for Nonprofit Libraries, Archives, and Educational Institutions

· Nonprofit library in order to make a good faith determination

· May not be retained longer than necessary to make such good faith determination

· May not be used for any other purpose

· Shall only apply when an identical copy of that work is not reasonably available in another form

Reverse Engineering

· A person has bought a copyright can circumvent the tech to reverse engineer it for a lawful purpose – such as working w/ other programs not previously available

· In order to analyze it 

· For security purposes

· If it collects personal information – they can bypass the tech to preven t the collection of that information

Research

· Not a violation for research – and made a good faith effort to obtain authorization

· Same requirements as reverse engineering

· Factors in determining exemption

· Whether info derived fm research was disseminated, and if so, in a way to advance the state of knowledge

· Whether the person is engaged in a legitimate course of study, is employed, or trained in the field of encryption tech 

§1202 – Integrity of Copyright Management Information

(a) – no one shall knowingly and with intent to induce, enable, facilitate, or conceal infringement:

1. provide copyright management information that is false, or


2. dist or import for dist copyright management information that is false

(b) – Removal of copyright management information – no one shall:

1. intentionally remove or alter any copyright management info

2. distribute or import for distribution, copyright mgmt information knowing that it has been removed or altered

3. distribute, publicly perform works, copies of works that copyright mgt info has been removed

(c) – Definitions:
· Copyright Management Information – 

· Title and other info identifying the work and notice of copyright

· Name and info on author, copyright owner, performer, terms and conditions…

(e) – Limits on Liability
1. Digital Transmission - …
DeCSS (reverse engineering CSS for “fair use” copying of movies)
· P sues for 1201 violation, D throws up a 1201 defense that it was for good faith encryption research
· Is CSS a tech measure that “effectively controls access to a copyrighted work?”

· Is DeCSS “primarily designed or produced for the purpose of circumventing CSS?”

· Court said that it WAS NOT OK to reverse engineer for fair use copying, but this is a controversial ruling.

· Is there a RIGHT to fair use of the purchase of copyright material?

· Court said D had “reasonable grounds to know” it would cause users to infringe.

Defenses:

1201 – violates user’s “fair use” rights:

· Limited monopolies only 

· “Promoting useful arts” is only possible with “fair use” – inconsistent w/ 1A to eliminate user’s fair use rights.

· Court says there’s no right to fair use in a particular format, could still take pictures of the film, video tape it, and other methods.

1201 – DMCA as applied to dissemination of DeCSS violates free speech

· Wouldn’t allow me to make a MONTAGE of protected arts for legitimate purpose

· Court says that fair use has never been held to be a guarantee of access to copyright mat’l.

· Historically no right to a perfect copy

Microsystems v Scandinavia (reverse engineering CyberPatrol – to defeat cyberpatrol)

Facts – shrinkwrap license protected software used to filter personal internet access for families.  License stated “cannot reverse engineer, decompile, or disassemble the software.”  D’s are various international companies who bypassed the protection in order to create software to bypass CyberPatrol.
· Is this Fair Use?

· Is it a 1201 violation

· Is there a 1201 defense?

· Is a password a sufficient “technological measure?”

Sega v Accolade (reverse engineering Sega game to build competitive games)
Facts – Sega – mfr of video games, sued competitor who reverse engineered their software in order to figure out how to develop competitive games for the system.  D didn’t enter into a K w/ P because it required exclusivity.  The interface specifications were unprotected and the only way to gain access to such unprotected ideas was through reverse engineering.
· 9th Cir. Held that b/c disassembly was the only means of gaining access to unprotected aspects of the program, disassembly constituted fair use.
Code as Speech

FIRST AMENDMENT TOOLS

· PRIOR RESTRAINT

· General

· Prior restraints are restrictions on publication/dissemination of protected expression before publication or dissemination of the same

· Contrast with ex post punishment, punishment/liability as a result of publication (e.g., defamation)

· Prior restraints bear a heavy presumption of unconstitutionality 

· Requirements for Valid Prior Restraint:

· Official discretion must be bounded by stringent substantive and procedural safeguards

· Any restraint must be for specified brief period of time
· Expeditious judicial review of the licensing decision must be available

· FACIAL CHALLENGES

· A licensing regime is subject to facial challenge where:

· It gives government thepower to exercise boundless discretion and 

· Has  a close enough nexus to expression, or to conduct commonly associated with expression, to pose a real risk of censorship
· E.g.,where parade/protest permit can be denied fi “denial is in the public interest”

· NOT subject to facial challenge if:

· It is a law of general application
· E.g., law requiring building permits before putting up building

LAW and GENERAL
ITAR – International traffic in Arms Regulations – Department of Defense
EAR – Bureau of Export Administration – Department of Commerce – Clinton’s attempt to control non-military encryption commodities and technologies – he realized that there were strong commercial reasons for it.

· Regulations:

· Specific regulations to control the export of encryption software – expressly computer source code

· Export broadened to include publishing on the internet or other global means

· While computer code “that is publicly available” can typically be exported, that doesn’t cover software of the cryptographic nature
· Source Code = high level programming language (C, Basic) meant to be read and understood by humans
· Object Code = compiled source code, readable by machine s- 1s and 0s

CASES
Bernstein v US – P wrote a crypto paper, as well as computer program which the govt tried to restrict exportation on via ITAR regulations and EAR regulations

· Courts found both attempts were facially invalid as a “prior restraint on speech”

· Applications of encryption not limited to ensuring secrecy – can be employed to ensure data integrity
· Bernstein tried to get an export license – but the state dept tells him that the paper and source code are subject to this licensing scheme

· P’s Claims:

· Constituted an invalid prior restraint on protected speech

· Constituted an impermissible content-based restriction on protected speech

· Were vague and overbroad

· District Court:

· State Dept ITAR export licensing scheme was unconstitutional prior restraint

· Source Code was speech / expression protected by 1A

· Clinton shifted it over to EAR which rendered this decision moot – Bernstein had to start all over again.
Bernstien – 1999 – 9th Cir Opinion

· Challenged const of EAR

· Contained specific regulations to control the export of encryption software, including encryption source code in electronic form ONLY (not hard copies)

· EAR define “export” to include posting software on Internet

· Case by case analysis to determine whether export is consistent with US National Security and Foreign Policy Interests

· Applications must be resolved by agency within 90 days, or referred to the President

· No time limits on president’s disposition of applications

· Final administrative decisions are not subject to judicial review
Wrap up – bernstein was allowed to make his facial attack because the regs weren’t generally applied.  He made the argument that it was an unconst prior restraint on speech because it didn’t meet the necessary safeguards and didn’t fall under the security interest exception.  So the court said it was an unconst rest on prior expression – and they didn’t even have to get to the pont of whether this was a content neutral or content based restriction.  (which was another arrow in his quiver, this was a content based restriction – based on the encryption content – and so it was even further unconstitutional)

DMCA v EAR
· EAR is a prior restraint on speech (stopping it before it even starts) –
· DMCA applies subsequent punishment when the speech is already out.

We want to argue that EAR is unconstitutional.

1. the regulations constitutes an unconstitutional prior restraint on protected speech

a. What are we defining as protected speech?

i. Encryption Source Code – because it’s understood by people, and encryption source code because it’s the basis of EAR

ii. Source Code -  might be good because it leaves us the possibility to make the argument that the regs are also a content based restriction on speech that doesn’t pass strict scrutiny (in addition to the original argument that it’s a prior restraint on protected speech)

2. Source code is communicative to certain audiences, similar to math and economics in which people in the field use equations and graphs to communicate expressive information.

a. That it is difficult to express certain ideas outside of source code, and that code is the most appropriate or conducive manner of conveying these ideas succinctly and precisely.

b. AGAINST – that if it is functional in nature, it might not merrit protection under the 1st A.  (recipe, instruction manual, etc…)

i. that encryption source code is primarily functional in nature

c. FOR – source code is designed for understanding of humans, as opposed to object code – cannot be used to control computers directly.

d. FOR – “one drop of functionality” can’t overwhelm any constitutional protection – o/w burning of a draft card would have the functionality of keeping you warm – and would ignore the overwhelmingly protected speech that is actually being communicated.

3. Can Bernstein bring a Facial Attack?

a. If the regulations directed narrowly  and specifically at expression 

i. FOR – source code is utilized by those in the field as a means of expression and because the regulations apply to encryption source code, it necessarily follows that the regulations burden a particular form of expression directly

ii. AGAINST – every regulation can’t be brought under a facial attack, only if on it’s face it attacks speech and expression.

b. If the regulations/laws are laws of “general application” then he’s not allowed to bring a facial attack on the regulations

i. FOR - The encryption software is the equivalent of a machine – and the regulations are generally applicable because they don’t just prevent the software but they prevent encryption hardware and devices.

ii. AGAINST – Unlike a building permit which would afford govt officials only “intermittent and unpredictable opportunities to exercise unrestrained discretion over expression” the challenged regulations explicity apply to expression under the censor’s eye on a REGULAR BASIS.

iii. FOR – the regulations target expressions more closely than a building code ► you can make a facial attack on the regulations.

4. Assumming source code is protected speech – A Facial Attack on  EAR is unconstitutional because it is a prior restraint on protected speech.

a. The prepublication licensing scheme here vests unbridled discretion in govt officials because it jeapardizes scientific expression

b. For laws to be valid that involve a prior restraint it must

i. Exception to Prior Restraint – Government Security

1. Govt must prove the publication would surely result in direct, immediate, and irreparable damage to our Nation or its people

2. Security is a sufficient interest only where there is govt allegation and proof that publication must inevitably, directly, and immediately cause the occurrence of an event kindred to  imperiling the safety of a transport already at sea.

ii. Procedural Safeguards set forth in Freedman - 1st Ammendment Safe Harbor:

1. any restraint must be for a specified brief period of time

a. there is no time restriction what so ever

b. if we’re going to empower the govt to hold up your speech, we’re not going to let them do it for a long time.

c. In this context – brief time refers to the adminstrative process time, and NOT the time for which the restriction would be impossed.

2. it must provide for an expiditious judicious review of the content that is being restrained, that is built into the licensing scheme itself.    

a. In this case, there was no judicial review – all decisions were being made by some administrative governmental agency.  

3. the censor must bear the burden of going to court to suppress the speech in questino and must bear the burden of proof

a. This is now in some constitutional doubt, a recent SC case threw doubt on whether this 3rd safeguard is ok.

iii. Substantive Safeguards

1. There should be SOME standards that “cabin” the decision maker’s discretion

2. HERE – the govt official has unbridled discretion in deciding.

c. Context on prior restraint

i. Examples - We submit to the govt for permission to publish a book.  Parade Permits.  

(NOTE – he’s going for a “facial attack” which means he hasn’t even applied for the license and been denied – if he loses here, he can go back and make an “as applied” attack)

Copyright Statute and various sections
US Copyright Law

Limits of Copyrights:

· Limited in time – lifetime plus 70 years

§102 – What is Covered by Copyrights?

§ 102..Subject matter of copyright:In general 26

(a)Copyright protection subsists,in accordance with his title,in original works of

authorship fixed in any tangible medium of expression,now known or later developed,

from which they can be perceived,reproduced,or otherwise communicated,either

directly or with he aid of a machine or device.Works of authorship include the follow-

ing categories:

(1)literary works;

(2)musical works,including any accompanying words;

(3)dramatic works,including any accompanying music;

(4)pantomimes and choreographic works;

(5)pictorial,graphic,and sculptural works;

(6)motion pictures and other audiovisual works;

(7)sound recordings;and

(8)architectural works.

(b)In no case does copyright protection for an original work of authorship extend

to any idea,procedure,process,system,method of operation,concept,principle,or

discovery,regardless of he form in which it is described,explained,illustrated,or

embodied in such work.
§ 103..Subject matter of copyright:Compilations and derivative works

(a)The subject matter of copyright as specified by section 102 includes compila-

tions and derivative works,but protection for a work employing preexisting material in

which copyright subsists does not extend to any part of he work in which such material

has been used unlawfully.
§ 105..Subject matter of copyright:United States Government works 35

Copyright protection under this title is not available for any work of the United States

Government,but he United States Government is not precluded from receiving and hold-

ing copyrights transferred to it by assignment,bequest,or otherwise.
§106 – Exclusive Rights in Copyrights:

· To reproduce the copyrighted work publicly

· To Distribute the work publicly

· To Display the work publicly

· (right to digitally transmit?)

§ 106..Exclusive rights in copyrighted works 36

Subject o sections 107 through 121,he owner of copyright under his title has the

exclusive rights to do and to authorize any of the following:

(1)to reproduce the copyrighted work in copies or phonorecords;

(2)to prepare derivative works based upon the copyrighted work;

(3)to distribute copies or phonorecords of the copyrighted work to he public

by sale or other transfer of ownership,or by rental,lease,or lending;

(4)in he case of literary,musical,dramatic,and choreographic works,panto-

mimes,and motion pictures and other audiovisual works,to perform he copy-

righted work publicly;

(5)in he case of literary,musical,dramatic,and choreographic works,panto-

mimes,and pictorial,graphic,or sculptural works,including the individual images

of a motion picture or other audiovisual work,o display the copyrighted work
publicly;and

(6)in he case of sound recordings,to perform he copyrighted work publicly

by means of a digital audio transmission.

§ 107..Limitations on exclusive rights:Fair use 38

Notwithstanding the provisions of sections 106 and 106A,he fair use of a copyrighted

work,including such use by reproduction in copies or phonorecords or by any other means

specified by that section,for purposes such as criticism,comment,news reporting,each-

ing (including multiple copies for classroom use),scholarship,or research,is not an in-

fringement of copyright.In determining whether he use made of a work in any particular

case is a fair use the factors to be considered shall include —

(1)the purpose and character of the use,including whether such use is of a

commercial nature or is for nonprofit educational purposes;

(2)the nature of the copyrighted work;

(3)the amount and substantiality of the portion used in relation to he copy-

righted work as a whole;and

(4)the effect of the use upon the potential market for or value of he copyrighted work.

The fact hat a work is unpublished shall not itself bar a finding of fair use if such

finding is made upon consideration of all the above factors.

§ 109..Limitations on exclusive rights:Effect of transfer of particular copy or

phonorecord 40
§ 117..Limitations on exclusive rights:Computer programs 53
§ 201..Ownership of copyright 1

(a)INITIAL OWNERSHIP.—Copyright in a work protected under his title vests ini-

tially in the author or authors of he work.The authors of a joint work are coowner of

copyright in the work.

 (d)TRANSFER OF OWNERSHIP.—

(1)The ownership of a copyright may be transferred in whole or in part by any

means of conveyance or by operation of law,and may be bequeathed by will or

pass as personal property by the applicable laws of intestate succession.

(2)Any of he exclusive rights comprised in a copyright,including any subdivi-

sion of any of he rights specified by section 106,may be transferred as provided by

clause (1)and owned separately.The owner of any particular exclusive right is

entitled,o the extent of that right,to all of he protection and remedies accorded to

the copyright owner by this title.

(e)INVOLUNTARY TRANSFER.—When an individual author ’s ownership of a

copyright,or of any of he exclusive rights under a copyright,has not previously been

transferred voluntarily by that individual author,no action by any governmental body

or other official or organization purporting to seize,expropriate,transfer,or exercise

rights of ownership with respect o the copyright,or any of he exclusive rights under a

copyright,shall be given effect under this title,except as provided under title 11.2
§ 202..Ownership of copyright as distinct from ownership of material object
§ 301..Preemption with respect to other laws 
§ 302..Duration of copyright:Works created on or after January 1,1978 4

(a)IN GENERAL.—Copyright in a work created on or after January 1,1978,subsists

from its creation and,except as provided by the following subsections,endures for a

term consisting of the life of the author and 70 years after the author ’s death.
(b)JOINT WORKS.—In the case of a joint work prepared by two or more authors who

did not work for hire,the copyright endures for a term consisting of the life of the last

surviving author and 70 years after such last surviving author ’s death.
§401 – Permissive Nature of Copyrights

§ 405..Notice of copyright:Omission of notice on certain copies and

phonorecords 5
§408 – Permissive Nature of Registration

§ 411..Registration and infringement actions 10
501.Infringement of copyright .............................................................................115

502.Remedies for infringement:Injunctions .......................................................116

503.Remedies for infringement:Impounding and

disposition of infringing articles .................................................................116

504.Remedies for infringement:Damages and profits ........................................117

505.Remedies for infringement:Costs and attorney ’s fees .................................118

506.Criminal offenses ..........................................................................................118
512.Limitations on liability relating to material online .......................................120

1201.Circumvention of copyright protection systems ...........................................179

1202.Integrity of copyright management information ...........................................188

Details – see above in Copyright Protection Measures

1203.Civil remedies ...............................................................................................190

1204.Criminal offenses and penalties ....................................................................191

1205.Savings clause ...............................................................................................192
Trademarks

Conflicts between Trademark Owners and Domain Name Holders – Federal Court

GENERAL

Lanham Act and Liability for Infringement 
· TM used in connection with goods or services to dist or identify such goods or services from other similar goods

· To gain protection under federal trademark law, mark must be registered with Patent and Trademark Office

· Applying for trademark:

· Must register for name or mark

· Must ensure that no one else has previously registered name or anything similar for same service.  

· Also register any logo or other mark they will use to identify their service

· Infringement = a party uses someone else’s mark in connection with goods or services in such a way that is “likely to cause confusion, or mistake, or deceive, as to affiliation

Lanham Act §1125 – see separate section for full act:
§1125.a 

Any person who, on or in connection with any goods or services, or any container for goods, uses in commerce any word, term, name, symbol, or device, or any combination thereof, or any false designation of origin, false or misleading description of fact, or false or misleading representation of fact, which - 

· (A)  is likely to cause confusion, or to cause mistake, or to deceive as to the affiliation, connection, or association of such person with another person, or as to the origin, sponsorship, or approval of his or her goods, services, or commercial activities by another person, or 

· (B)  in commercial advertising or promotion, misrepresents the nature, characteristics, qualities, or geographic origin of his or her or another person's goods, services, or commercial activities, 

shall be liable in a civil action by any person who believes that he or she is or is likely to be damaged by such act.

Trademarks confined to a market (geographical or goods and services) – WRT domain names:

· Bally Goods – defined market as the actual goods that you’re selling – so bally was trying to get fitness customers, and Faber was trying to get customers to purchase his website services, or to speak out as a dissatisfied consumers.

· Planned Parenthood – defined market more broadly and said that both P and D were in the market to get internet users – so they were in the same market.

· Everything before the <.com> must be unique

· But there is no distinction between geographical use – while there may be a Tom’s Dinner in NYC and one in SF – but on the internet, there can be only one.

Definitions

· Blurring = a D uses a P’s trademark to identify the D’s goods or services, creating the possibility that the mark will lose its ability to seve as a unique identifier of the plaintiff’s product

· Dilution = the lessening of the capacity of a famouse mark to identify and distinguish goods or services, regardless of the presens or absence of 

· (1) competition between the owner of the famous mark and other parties, or

· (2) likelihood of confusion, mistake or ceception

· In Commerce = Ballys very low standard – basically putting something on the internet is “in commerce”

Establishing Trademark Dilution:

· Need to establish:

· P owns a famous mark

· D is making a commercial use, in commerce of the mark

· In Commerce – activity has to be affecting interstate commerce

· Solicitation of funds

· Ballys says that just putting it on the internet is in commerce

· Commercial Use – stronger requirement

· Bally’s – 

· Mere use of another’s name on the internet is not commercial per se

· Not using the mark to sell his servies

· Titlees of a work can be protected if they’re expressive rather than trying to misleadingly identify a source

· Courts have held that TM owners can’t quash unauthorized use of the mark by a person expressing a point of view – see LLBean  

· Can argue:

· Advertisements can commercially profit from mark

· Hits

· FIRST Amendment

· If it’s an expressive use of a TM then it’s ok under 1A (i.e. Coke Sucks)

· Causes Dilution – by lessening the capacity of the mark to identify and distinguish goods and services

Defenses:
· Likelihood of Confusion

· Is it initial confusion – or lasting confusion

· How quickly must the confusion be dispelled?

Sleekcraft Factors - Likelihood of confusion 

 In determining whether a defendant's use of a plaintiff's trademarks creates a likelihood of confusion, the courts apply an eight-factor test, including: 

(1) strength of the mark; 

(2) proximity of the goods; 

(3) similarity of the marks; 

(4) evidence of actual confusion; 

(5) marketing channels used; 

(6) type of goods and the degree of care likely to be exercised by the purchaser; 

(7) defendant's intent in selecting the mark; and 

(8) likelihood of expansion of the product lines.

Trademark Dilution  - Factors

 The elements of a dilution claim are that: 

(1) The plaintiff is the owner of a mark which qualifies as a "famous" mark as measured by the totality of the eight factors listed in § 43(c)(1), 

(2) The defendant is making commercial use, 

(3) In interstate commerce, 

(4) Of a mark or trade name, 

(5) And defendant's use began after the plaintiff's mark became famous, 

(6) And defendant's use causes dilution by lessening the capacity of the plaintiff's mark to identify and distinguish goods or services.

CASES
Panavision v Toeppen
Bally Fitness v Faber
Planned Parenthood v Bucci
Lanham Act §1125

Sec. 1125. - False designations of origin, false descriptions, and dilution forbidden 

(a) Civil action 

(1) 
Any person who, on or in connection with any goods or services, or any container for goods, uses in commerce any word, term, name, symbol, or device, or any combination thereof, or any false designation of origin, false or misleading description of fact, or false or misleading representation of fact, which - 

(A) 
is likely to cause confusion, or to cause mistake, or to deceive as to the affiliation, connection, or association of such person with another person, or as to the origin, sponsorship, or approval of his or her goods, services, or commercial activities by another person, or 

(B) 
in commercial advertising or promotion, misrepresents the nature, characteristics, qualities, or geographic origin of his or her or another person's goods, services, or commercial activities, 

shall be liable in a civil action by any person who believes that he or she is or is likely to be damaged by such act. 

(2) 
As used in this subsection, the term ''any person'' includes any State, instrumentality of a State or employee of a State or instrumentality of a State acting in his or her official capacity. Any State, and any such instrumentality, officer, or employee, shall be subject to the provisions of this chapter in the same manner and to the same extent as any nongovernmental entity. 

(3) 
In a civil action for trade dress infringement under this chapter for trade dress not registered on the principal register, the person who asserts trade dress protection has the burden of proving that the matter sought to be protected is not functional. 

(b) Importation 

Any goods marked or labeled in contravention of the provisions of this section shall not be imported into the United States or admitted to entry at any customhouse of the United States. The owner, importer, or consignee of goods refused entry at any customhouse under this section may have any recourse by protest or appeal that is given under the customs revenue laws or may have the remedy given by this chapter in cases involving goods refused entry or seized. 

(c) Remedies for dilution of famous marks 

(1) 
The owner of a famous mark shall be entitled, subject to the principles of equity and upon such terms as the court deems reasonable, to an injunction against another person's commercial use in commerce of a mark or trade name, if such use begins after the mark has become famous and causes dilution of the distinctive quality of the mark, and to obtain such other relief as is provided in this subsection. In determining whether a mark is distinctive and famous, a court may consider factors such as, but not limited to - 

(A) 
the degree of inherent or acquired distinctiveness of the mark; 

(B) 
the duration and extent of use of the mark in connection with the goods or services with which the mark is used; 

(C) 
the duration and extent of advertising and publicity of the mark; 

(D) 
the geographical extent of the trading area in which the mark is used; 

(E) 
the channels of trade for the goods or services with which the mark is used; 

(F) 
the degree of recognition of the mark in the trading areas and channels of trade used by the marks' owner and the person against whom the injunction is sought; 

(G) 
the nature and extent of use of the same or similar marks by third parties; and 

(H) 
whether the mark was registered under the Act of March 3, 1881, or the Act of February 20, 1905, or on the principal register. 

(2) 
In an action brought under this subsection, the owner of the famous mark shall be entitled only to injunctive relief as set forth in section 1116 of this title unless the person against whom the injunction is sought willfully intended to trade on the owner's reputation or to cause dilution of the famous mark. If such willful intent is proven, the owner of the famous mark shall also be entitled to the remedies set forth in sections 1117(a) and 1118 of this title, subject to the discretion of the court and the principles of equity. 

(3) 
The ownership by a person of a valid registration under the Act of March 3, 1881, or the Act of February 20, 1905, or on the principal register shall be a complete bar to an action against that person, with respect to that mark, that is brought by another person under the common law or a statute of a State and that seeks to prevent dilution of the distinctiveness of a mark, label, or form of advertisement. 

(4) 
The following shall not be actionable under this section: 

(A) 
Fair use of a famous mark by another person in comparative commercial advertising or promotion to identify the competing goods or services of the owner of the famous mark. 

(B) 
Noncommercial use of a mark. 

(C) 
All forms of news reporting and news commentary. 

(d) Cyberpiracy prevention 

(1) 
(A) 
A person shall be liable in a civil action by the owner of a mark, including a personal name which is protected as a mark under this section, if, without regard to the goods or services of the parties, that person - 

(i) 
has a bad faith intent to profit from that mark, including a personal name which is protected as a mark under this section; and 

(ii) 
registers, traffics in, or uses a domain name that - 

(I) 
in the case of a mark that is distinctive at the time of registration of the domain name, is identical or confusingly similar to that mark; 

(II) 
in the case of a famous mark that is famous at the time of registration of the domain name, is identical or confusingly similar to or dilutive of that mark; or 

(III) 
is a trademark, word, or name protected by reason of section 706 of title 18 or section 220506 of title 36. 

(B) 
(i) 
In determining whether a person has a bad faith intent described under subparagraph (A), a court may consider factors such as, but not limited to - 

(I) 
the trademark or other intellectual property rights of the person, if any, in the domain name; 

(II) 
the extent to which the domain name consists of the legal name of the person or a name that is otherwise commonly used to identify that person; 

(III) 
the person's prior use, if any, of the domain name in connection with the bona fide offering of any goods or services; 

(IV) 
the person's bona fide noncommercial or fair use of the mark in a site accessible under the domain name; 

(V) 
the person's intent to divert consumers from the mark owner's online location to a site accessible under the domain name that could harm the goodwill represented by the mark, either for commercial gain or with the intent to tarnish or disparage the mark, by creating a likelihood of confusion as to the source, sponsorship, affiliation, or endorsement of the site; 

(VI) 
the person's offer to transfer, sell, or otherwise assign the domain name to the mark owner or any third party for financial gain without having used, or having an intent to use, the domain name in the bona fide offering of any goods or services, or the person's prior conduct indicating a pattern of such conduct; 

(VII) 
the person's provision of material and misleading false contact information when applying for the registration of the domain name, the person's intentional failure to maintain accurate contact information, or the person's prior conduct indicating a pattern of such conduct; 

(VIII) 
the person's registration or acquisition of multiple domain names which the person knows are identical or confusingly similar to marks of others that are distinctive at the time of registration of such domain names, or dilutive of famous marks of others that are famous at the time of registration of such domain names, without regard to the goods or services of the parties; and 

(IX) 
the extent to which the mark incorporated in the person's domain name registration is or is not distinctive and famous within the meaning of subsection (c)(1) of this section. 

(ii) 
Bad faith intent described under subparagraph (A) shall not be found in any case in which the court determines that the person believed and had reasonable grounds to believe that the use of the domain name was a fair use or otherwise lawful. 

(C) 
In any civil action involving the registration, trafficking, or use of a domain name under this paragraph, a court may order the forfeiture or cancellation of the domain name or the transfer of the domain name to the owner of the mark. 

(D) 
A person shall be liable for using a domain name under subparagraph (A) only if that person is the domain name registrant or that registrant's authorized licensee. 

(E) 
As used in this paragraph, the term ''traffics in'' refers to transactions that include, but are not limited to, sales, purchases, loans, pledges, licenses, exchanges of currency, and any other transfer for consideration or receipt in exchange for consideration. 

(2) 
(A) 
The owner of a mark may file an in rem civil action against a domain name in the judicial district in which the domain name registrar, domain name registry, or other domain name authority that registered or assigned the domain name is located if - 

(i) 
the domain name violates any right of the owner of a mark registered in the Patent and Trademark Office, or protected under subsection (a) or (c) of this section; and 

(ii) 
the court finds that the owner - 

(I) 
is not able to obtain in personam jurisdiction over a person who would have been a defendant in a civil action under paragraph (1); or 

(II) 
through due diligence was not able to find a person who would have been a defendant in a civil action under paragraph (1) by - 

(aa) 
sending a notice of the alleged violation and intent to proceed under this paragraph to the registrant of the domain name at the postal and e-mail address provided by the registrant to the registrar; and 

(bb) 
publishing notice of the action as the court may direct promptly after filing the action. 

(B) 
The actions under subparagraph (A)(ii) shall constitute service of process. 

(C) 
In an in rem action under this paragraph, a domain name shall be deemed to have its situs in the judicial district in which - 

(i) 
the domain name registrar, registry, or other domain name authority that registered or assigned the domain name is located; or 

(ii) 
documents sufficient to establish control and authority regarding the disposition of the registration and use of the domain name are deposited with the court. 

(D) 
(i) 
The remedies in an in rem action under this paragraph shall be limited to a court order for the forfeiture or cancellation of the domain name or the transfer of the domain name to the owner of the mark. Upon receipt of written notification of a filed, stamped copy of a complaint filed by the owner of a mark in a United States district court under this paragraph, the domain name registrar, domain name registry, or other domain name authority shall - 

(I) 
expeditiously deposit with the court documents sufficient to establish the court's control and authority regarding the disposition of the registration and use of the domain name to the court; and 

(II) 
not transfer, suspend, or otherwise modify the domain name during the pendency of the action, except upon order of the court. 

(ii) 
The domain name registrar or registry or other domain name authority shall not be liable for injunctive or monetary relief under this paragraph except in the case of bad faith or reckless disregard, which includes a willful failure to comply with any such court order. 

(3) 
The civil action established under paragraph (1) and the in rem action established under paragraph (2), and any remedy available under either such action, shall be in addition to any other civil action or remedy otherwise applicable. 

(4) 
The in rem jurisdiction established under paragraph (2) shall be in addition to any other jurisdiction that otherwise exists, whether in rem or in personam
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