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Doing Business Electronically

Chapter 2A – The Domestic Scene

· Trading Partner Agreements (a.k.a. Electronic Data Interchange Agreements (EDI)) – two businesses set up an interactive system where orders are exchanged electronically

· a writing is required - §3.3.2 of the Model TPA has a liberal def. of “writing” such that electronic messages qualify

· parties might permit equitable estoppel so that if they have EDI they inherently agree that a writing is present and will not defend a suit on those grounds [see § 3.3.4 – “the parties agree not to contest the validity or enforceability of signed documents under the provisions of any applicable law relating to whether certain agreements are to be in writing or signed by the party to be bound thereby”]

· electronic signatures - § 1.5 of Model TPA – there must be “present intention to authenticate”

· mailbox rule – there must be proper receipt of the message, and the computer where receipt is intended must be identified.  The message becomes effective when the identified computer receives the message, NOT when the user has read it

· verification - § 2.3 – receiver must affirmatively verify that an acceptance was received

· Model TPA Agreement was not embraced by European countries.  

· no SOF in Europe so the Model Act goes beyond what they want or need

· equitable estoppel is a non-issue b/c the judges try the cases themselves

Chapter 2B – International Variations

· European Model EDI Agreement
· § 2.5 – acknowledgement of receipt of a message is the procedure by which, on receipt of the message, the syntax and semantics are checked, and a corresponding acknowledgment is sent by the receiver 

· § 3.1 – despite above, seems to be equitable estoppel provision – the parties expressly waive any rights to contest the validity of a contract effected by the use of EDI in accordance w/ the terms and conditions of the Agreement on the grounds that it was effected by EDI

· § 3.3 – a contract effected by the use of EDI shall be concluded at the time and place where the message constituting acceptance of an offer reaches the computer system of the offeror.

· § 5.2 – an acknowledgment of receipt is not required unless requested
· § 5.3 – where an acknowledgment is requested and thus required, the receiver shall ensure that the acknowledgment is sent w/in one business day
· § 6.2 – security procedures include the verification of the origin, the verification of integrity, the non-repudiation of origin and receipt and confidentiality of messages

· § 8.1 – complete record of all messages exchanged during a transaction shall be stored for a minimum of three years following the transaction

Contract Formation in Cyberspace

Chapter 3A – Writings and Signatures - The Domestic Scene

· The overarching theme is security in e-commerce
· UCC def. of writing not helpful in E-Commerce world (§ 2-201 requires “reduction to tangible form”)

· SOF – writing required if K is for more than $500

· both requirements show the need to look at forensic attributes to determine whether there is a writing/contract

· this is important b/c in commercial transactions you need to be able to assure yourself that the transaction is genuine – specifically, there are three areas of security risks: 

· authenticity – problem of identifying the source or sender of a message and authenticating that it did indeed come from that sender

· integrity – the problem of proving that the message is complete and has not been altered since it was sent

· non-repudiation – the risk that the sender may repudiate after the message is sent

· Digital Signatures
· not really signatures at all – rather, it is a dual key encryption method.  Each key pair consists of two keys: a person’s private key, which is not revealed, and a public key, which is.  When the private key is attached to the message, the message becomes encrypted, creating the “digital signature.”  The recipient can then use the public key to determine that the message was sent by the appropriate person.  

· One problem is assuring the other half of the key pair that you’ve got the right person.  Thus public key infrastructure was developed, whereby a third party is employed to identify the parties to one another [VeriSign does this].

Uniform Electronic Transactions Act (UETA)

· deals w/ electronic signatures and writings

· applies to electronic records and signatures relating to a transaction
· must be a transaction b/w two willing parties; thus, there must be some form of acquiescence on the part of the person to conduct the transaction before UETA can be invoked

· § 2 – Definitions
· § 2.7 – electronic record – any record used or stored in non-paper medium.  [Pretty broadly defined]

· § 2.8 – electronic signature – broad def. – no specific technology must be used to create a valid signature.  However, intent to execute or adopt a particular method of signature must be shown.  The effect of an electronic signature will be determined by the surrounding circumstances.

· § 2.13 – record – includes any method for storing or communicating information; a record need not be indestructible or permanent

· § 2.14 – security procedures – may be applied to verify an electronic signature, verify identity of the sender, or assure informational integrity of an electronic record

· § 2.16 – transaction – an action or set of actions occurring b/w 2 or more persons relating to conduct of business, commerce or govt. affairs

· § 5 – Use of Electronic Records and Electronic Signatures
· § 5(b) – UETA applies only to transactions b/w parties each of whom has agreed to conduct transactions by electronic means 

· thus, in Chapter 3 hypo, there is a better arg. that the Act could be invoked in the situation re the purchase of auto parts online, rather than the real estate contract or e-mail suggesting a large charitable donation.  [see Ch. 3, p. 20, q. 6]

· § 7 – Legal Recognition of Electronic Records, Electronic Signatures and Electronic Ks
· § 7(a) – a record or signature may not be denied legal effect b/c it is in electronic form

· § 7(b) – a contract may not be denied legal effect or enforceability solely b/c an electronic record was used in its formation

· § 7(c) – if a law requires a record to be in writing, an electronic record satisfies the law.

· all the above imply that under UETA SOF may be satisfied by electronic record [see Ch. 3, p. 20, q. 5]

· § 7(d) – if a law requires a signature, an electronic signature satisfies the law

· § 9 -  Attribution and Effect of Electronic Record and Electronic Signature
· §9(a)- an electronic record or signature is attributable to a person if it was the act of the person.  The act of the person may be shown in any manner, including a showing of efficacy of any security procedure applied to determine the person to which the electronic record or electronic signature was attributable.

Electronic Records and Signatures in Commerce Act (E-SIGN Act)

· § 101 – signature, K, or other record relating to a transaction in interstate or foreign commerce may not be denied legal effect, validity or enforceability solely b/c it is in electronic form; and a K relating to such transaction may not be denied legal effect, validity or enforceability solely b/c an e-signature or e-record was used in its formation

· § 102 – a state may limit or supercede the provisions of the Act it the state has adopted UETA, or, in the alternative, if it has specified other procedures for the use of electronic records which are consistent w/ the Act

· § 106 – Definitions

· (4) electronic record – a K or other record created, generated, sent, communicated, received or stored by electronic means

· (5) electronic signature – an electronic sound, symbol or process, attached to or logically associated w/ a contract or other record and executed or adopted by a person w/ the intent to sign the record

· (13) transaction – an action or set of actions relating to the conduct of business, consumer or commercial affairs b/w two or more persons, including:

· (a) the sale, lease, exchange, licensing, or other disposition of personal property, including goods and intangibles, services, or any combination thereof; and

· (b) the sale, lease, exchange or other disposition of an interest in real property, or any combination thereof.

· thus, in Chapter 2 hypo [p. 20, q. 4], the charitable donation may again not be covered and our client may have an out.  Keep in mind if the state where our client is principally located has enacted UETA, it trumps this anyway.

· Validity and enforceability of an electronic K is still evaluated under existing substantive contract law.  Therefore, if a statute, reg. or other rule of law requires a K to be in writing, then an electronic K must be in a form that is capable of being retained and accurately reproduced at the time of entering into the K.

Chapter 3B – Writings and Signatures – International Variations

· German Civil Law Approach to Electronic Signatures

· there are no formal requirements for a K to be valid, unless explicitly provided for by law, and it is possible for the parties to agree that a signature will have a particular evidentiary value.  There is no requirement for a particular type of handwritten signature in general commercial law, but there are some requirements in electronic transactions.  There are 5 types of signature requirements in German law:

· those provided by statute
· agreement by parties to apply statutory signature requirements

· notarial certification (these are highly-trained professionals, not like U.S. notaries.  Thus, presence of a notary introduces authority, b/c he is licensed by the state, and process, b/c he will assure that all pages are signed, sealed, etc.)
· authentication (by notary)
· recordation in a protocol of declarations concerning court settlement
· German Digital Signature Law

· established general conditions under which digital signatures are to be deemed secure, and sets forth a voluntary technical standard which is intended to be secure for all applications.
· the main legal innovation of the Law is that it provides that use of the technical standard provided by the law will cause a digital signature to be “deemed secure”
UNCITRAL Model Law on E-Commerce
· Art. 1 – the Law applies to any kind of information in the form of a data message used in the context of commercial activities (any trade transaction for the supply or exchange of goods or services; distribution agreement; commercial representation or agency; factoring; leasing; construction of works; consulting; engineering; licensing; investment, financing; banking; insurance; exploitation agreement or concession; joint venture and other forms of industrial or business cooperation; and carriage of goods or passengers by air, sea, rail or road.)

· Art. 5 – information shall not be denied legal effect, validity or enforceability solely on the grounds that is it in the form of a data message

· Art. 6 – Writing – where the law requires information to be in writing, that requirement is met by a data message if the information contained therein is accessible so as to be usable for subsequent reference

· Art. 7 – Signature – where the law requires a signature of a person, that requirement is met in relation to a data message if:

· (a) a method is used to identify that person and to indicate that person’s approval of the information contained in the data message; and

· (b) that method is as reliable as was appropriate for the purpose for which the data message was generated or communicated, in the light of all the circumstances, including any relevant agreement

· Art. 13 – Attribution of Data Messages
· (1) a data message is that of the originator if it was sent by the originator itself

· (2) as b/w the originator and the addressee, a data message is deemed to be that of the originator if it was sent:

· by a person who had the authority to act on behalf of the originator in respect of that data message; or

· by an information system, programmed by or on behalf of originator to operate automatically.

Chapter 4A – Click Wrap Agreements; Choice of Law and Forum – the Domestic Scene

· Caspi v. MSN (NJ 1999) – ( brought suit against MSN under a contract for Internet services.  At formation of the K, ( had been prompted to view and assent to a membership agreement – which contains a forum selection clause – by clicking “I agree.”  Registration for the service can only be completed once a prospective user has assented to all provisions of the membership agreement.

· Held: Under NJ law, a forum-selection clause will be enforced UNLESS:

· (a) the clause is a result of fraud or overweening bargaining power;
· Here, there was no fraud b/c the clause was reasonable, clear and contains no material representation
· likewise, there was no overweening bargaining power - ( must show more than mere size difference b/w himself and (; here, this is all ( showed, and there was plenty of competition in the market so that ( had choices
· (b) enforcement would violate public policy; or 
· in general, enforcement of forum selection clauses is not against public policy
· (c) enforcement would seriously inconvenience trial
· this was class action, so suit in Washington state was no less convenient than anywhere else
· Notice under the online agreement was sufficient - (s were free to scroll through the various computer screens that presented the terms of the Ks before agreeing.  Moreover, the print of the clause was the same as all other type in the K – it was not concealed or de-emphasized.

· Hill v. Gateway 2000 (7th Cir. 1997) - (s purchased computer over the phone w/o being told of the terms and conditions of sale.  Upon receipt, the box contained a terms and conditions statement – one of which was an arbitration clause – which were said to govern if the purchaser did not return the computer w/in 30 days.  (s began complaining about the computer after 30 days, and filed suit in fed. court.  ( sought for the court to enforce arbitration clause, but it refused, and ( appealed.

· Held: there is no requirement that the arbitration clause be prominent; moreover, the contract must not be read to be effective.

· ProCD v. Zeidenberg (7th Cir. 1996) holds that terms inside a box of software bind consumers who use the software after having an opportunity to read the terms and to reject them by returning the product.  [This stands for proposition that shrink-wrap agreements are enforceable].  This explicitly rejected the notion that the K is formed when the consumer pays for the software, and thus that terms inside the box do not count.
· based exclusively on ProCD, the court found that the written contract benefited both sides, and that they accepted the terms
· Specht v. Netscape (S.D.N.Y. 2001) – at issue was the use of (’s software, which was downloadable from its website for free.  When downloading the software, there was a link to the License Agreement, but users did not have to affirmatively assent to it before downloading; instead, they were just asked to “please review.”  The License Agreement contained an arbitration/forum selection clause.
· the issue was whether the web site gave sufficient notice of the existence and terms of the License Agreement to make it binding, and regardless, did downloading the software sufficiently manifest assent to be bound by the agreement? 
· to form a K, mutual assent is necessary.  In software contracts, shrink wrap agreements are enforceable (ProCD).  [Though not all courts have followed this . . .]
· for most products that ( made available on the Internet, it required click-wrap agreements, which present the user w/ a message on their screen requiring that said user manifest assent to the terms by clicking on an icon.  The product cannot be obtained until the icon is clicked.
· also consider browse-wrap, where the site contained a notice of a License Agreement, and if the user clicked on the notice a separate window opened up w/ the agreement.  The user was not required to click on the notice before using the site.
· agreement here was more like this – while shrink- and click-wrap agreements require affirmative action equivalent to an assent, this agreements allow use of the product w/o taking any action to manifest assent.
· “please review” is thus a mere invitation, not a condition – it does not indicate that a user must agree to the license terms before downloading and using the software.
Uniform Computer Information Transactions Act (UCITA)

· Section 109 – Choice of Law
· (a) the parties in their agreement may choose the applicable law. [Note: this gives blanket authority to choose any forum you want, even if the contract has no relationship to that forum.  This differs greatly from traditional contract law, which favors jurisdiction in a forum w/ contacts to the contract]

· (b) in the absence of an enforceable agreement on choice of law, the following rules govern which jurisdiction’s law apply for purposes of contracts disputes:

· (1) an access contract or a contract providing for electronic delivery of a copy is governed by the law of the jurisdiction in which the licensor was located when the agreement was entered into

· (2) a consumer contract that requires delivery of a copy on a tangible medium is governed by the law of the jurisdiction in which the copy is or should have been delivered to the consumer

· (3) in all other cases the K is governed by the law of the jurisdiction having the most significant relationship w/ the transaction.

· Section 110 – Contractual Choice of Forum 

· (a) the parties in their agreement may choose an exclusive judicial forum unless the choice is unreasonable and unjust

· (b) a judicial forum specified in an agreement is not exclusive unless the agreement so provides. 

Chapter 4B – Click Wrap Agreements; Choice of Law and Forum – International Variations

· Distinguishing EU Legislation
· EU Regulations – statutory schemes which are directly effective in all member states 
· EU Directives – sets out model statutory scheme and instructs member states to implement it or something like it by a certain date
· E-Commerce Directive

· seller is obliged to send acknowledgment of receipt of an order by electronic means and the order and acknowledgment are deemed to be received, and the K binding, when the addressee can access it
· also requires certain steps to be taken to complete a contract via a website:
· supplier must inform customer of technical steps to be followed to conclude a K prior to placing an order

· supplier must make available means for identifying and correcting input errors

· supplier must make the relevant K terms available in a manner allowing the customer to store and reproduce them

· Distance Selling Directive
· apply only in B2C transactions

· certain info. must be provided to the consumer before conclusion of the K:

· name of supplier where K requires payment in advance

· description of goods and services

· price

· delivery costs

· arrangements for payment and delivery

· cooling off period (websites must notify the consumer that they have a minimum of 7 working days to cancel the transaction w/o reason) – thus, if the notice is not sent then the cooling off period arguably extends indefinitely

Chapter 5A – Terms in Electronic Ks: Warranties and Consumer Protection – the Domestic Scene
· Two basic inquiries re terms in online Ks: (1) what terms will be included in the K?  This involves issues of contract formation, policing of terms, and other legal requirements detailing what terms must be included or how specific terms are to be treated.  (2) what is the impact of enforcing a particular term in the K?  

· Basic Consumer Protection in E-Commerce 

· FTC has jurisdiction over any company providing goods and services online in the event the company fails to adhere to the false advertising and truth in advertising regulations that govern other media.

· State and Federal warranty statutes may apply depending on nature of what the site is selling (Magnuson-Moss Warranty Act, UCC, etc.).  The manner of compliance w/ these is different in the online realm.  There are several approaches

· display any warranty info and disclaimers in close proximity to the product description

· place a prominently labeled button that says “Product Warranty Info – Please Read Before Purchasing” near the product 

· automatically display warranty terms or disclaimer in pop-up window which users must click through in order to purchase

· Disclaimers – can tell consumers that use of material on the site is done at their own risk and that materials are provided “AS IS” w/o any warranties as to the availability of the site or the accuracy of the info provided.  It’s also important to disclaim responsibility for third party material accessible from your site.
· Warranties – Magnuson-Moss Warranty Act
· Implied warranties – based on principle of fair value for money spent
· implied warranty of merchantability – merchants basic promise that the goods sold will do what they are supposed to do and that there is nothing significantly wrong w/ them
· implied warranty of fitness for a particular purpose – promise that the seller makes when the customer relies on seller’s advice that a product can be used for some specific purpose.
(
Note: in order to disclaim implied warranties, you must inform consumers in a conspicuous manner and, generally in writing, that you will not be responsible if the product malfunctions or is defective.  It must be clear to consumers that the risk falls on them – you must tell them that they accept product AS IS

· some states do not permit AS IS sales (including MD and DC)
· Express Warranties – promises and statements voluntarily made about your product or your commitment to remedy the defects and malfunctions that some customers may experience
· Advertising and Marketing on the Internet – See Chapter 5, p. 18
· FTC act gives the commission the tools it needs to act in the interest of all consumers to prevent deceptive and unfair acts or practices, and to do so in any medium.  A practice is deceptive if it is likely to mislead customers and affect their behavior or decisions about the product or service.  A practice is unfair if the injury it cause or is likely to cause is substantial, not outweighed by other benefits, and not reasonably avoidable.  
· Copyright Law

· in the Chapter hypo, software co. Fix-Up has threatened to sue a complaining customer for installing its program on both her laptop and desktop – it has said you can only install it once.
· this is governed by copyright law – first sale doctrine bars copyright owners from exerting certain types of control over copies of their work once they have parted with title over a particular copy.
· but in digital context, this may be different – there has been only a single license granted.  There is a difference b/w goods and information – a book can be sold, but not copied – this may more closely resemble what is happening here.
UCITA
· Overview

· Virginia was first state to adopt, and they did so in its entirety w/o really reading it – implementation was delayed one year to gauge public’s feelings about it
· Maryland took a different approach – only enacted some parts – “UCITA-lite” – re choice of law, all lawsuits regarding mass market transactions in Maryland are governed by Maryland law, rather than the law of the licensor’s choosing – this provides greater protection to Maryland consumers.
· Iowa rejected it in its entirety – it included a “bomb-shelter” provision which expressly forbids any party from enforcing UCITA as the choice of law against an Iowa citizen or business.
· so what happens if an Iowa resident wants to contact w/ a Virginia company but the contract calls for choice of law in Va.?  
· Electronic Self-Help

· UCITA places reasonable restraints on electronic self-help (§ 815):
· there must be material breach of the contract (thus it cannot be used in minor disputes)
· the software license agreement must contain a separate term explicitly authorizing self-help
· licensor must provide 15 days advance notice before exercising self help
· self help may not be used if doing so would be likely to result in physical harm to any person or property or to the public interest
· if it is used wrongly or w/o required notice, licensor is liable for steep damages
· Warranties

· Section 402 – Express Warranty
· an affirmation of fact or promise made by the licensor to its licensee, including by advertising, which relates to the information and becomes part of the basis of the bargain creates an express warranty that the information to be furnished under the agreement will conform to the affirmation or promise
· Section 403 – Implied Warranty: Merchantability of Computer Program
· Unless the warranty is disclaimed or modified, a licensor that is a merchant w/ respect to computer programs warrants: 
· (a) to the end user that the program is fit for the ordinary purpose for which it is supposed to be used
· (b) to the distributor that the program is properly labeled, that if there are copies they are permitted, and that the program conforms to any facts printed on the packaging.

· Section 404 – Implied Warranty: Informational Consent

· unless the warranty is disclaimed or modified, a merchant that, in a special relationship of reliance w/ a license, collects, compiles, processes, provides or transmits informational content warrants to that licensee that there is no inaccuracy in the informational content cause by the merchant’s failure to perform w/ reasonable care.

· Section 406 – Disclaimer or Modification of Warranty
· § 406(b)(1)(A) – To disclaim or modify the implied warranty under 403, language must mention “merchantability” or “quality” or use words of similar import, and if in a record, must be conspicuous
· § 406(b)(1)(b) – To disclaim or modify the implied warranty under 404, language must mention “accuracy” or use words of similar import

· § 406(b)(3) – Language in a record is sufficient to disclaim all implied warranties if it individually disclaims each implied warranty or, except for the warranty in 401, if it is conspicuous . . . 

· § 406(c) – Unless the circumstances indicate otherwise, all implied warranties, but not the warranty in 401, are disclaimed by expressions like “as is” or “with all faults” or other language which calls the licensee’s attention to the disclaimer and makes plain that there are no implied warranties.

(
NOTE: there is no language that this disclaimer be conspicuous

· Scope

· § 103 – the act applies to computer information transactions.  If a computer information transaction includes subject matter other than computer information, then UCITA applies to the part of the transaction re computer information and other law applies to the rest.

· § 103(d) excepted out some types of vendors who were influential in the drafting of UCITA and thus got themselves out of its coverage (motion picture industry, financial services, compulsory licenses).  Libraries did not get an exception b/c they didn’t have enough legislative influence to do so.

· § 104 – Opt-in/Opt-out provisions – pretty broad – parties can essentially contract around UCITA by saying that other law governs and it does not (with a couple of limitations)

Handout 5A – Problems with UCITA
· Various state AGs expressed concern w/ multiple UCITA provisions that resulted in their refusal to adopt it.  They were concerned w/ issues relating to disclaimer of warranty generally, self-help provisions, impermissibility of disparagement clauses:

· § 112 – deals w/ manifesting assent.

· § 112(a) – a person manifests assent to a record or term if the person, acting w/ knowledge of the record: authenticates the record w/ intent to adopt it, or intentionally engages in conduct w/ reason to know that the other party may infer assent from that conduct

· § 112(f) – The effect of provisions of this section may be modified by an agreement setting out standards applicable to future transactions b/w the parties
· § 304 – Continuing Contractual Terms

· § 304(b) – if a K provides that terms may be changed as to future performances by compliance w/ a described procedure, a change proposed in good faith pursuant to that procedure becomes part of the K if the procedure: (a) reasonably notifies the other party of the change; and (b) in a mass market transaction permits the other party to terminate as for future performance if the change is material

· § 304(c) – the parties can determine the standards for reasonable notice

· § 102(14) – “conspicuous” – means so written, displayed or presented that a reasonable person against which it is to operate ought to have noticed it.  Conspicuous terms include the following:

· a heading in capitals in a size equal to or greater than, or in contrasting type, font or color, to surrounding text;

· language in the body of a record or display in larger or other contrasting type, font or color or set off from the surrounding text by symbols or other marks that draw attention to the language; and

· a term prominently referenced in an electronic record or display which is readily accessible or reviewable from the record or display

(
this def. is problematic b/c of ambiguity.  “reasonable person” is not defined; moreover, even if the typeface is changed a conspicuous term could still be buried in the middle of a K.  Lastly, the provision only provides that the provision be viewable from the record; there is no requirement that the message be available at all times or be printable, downloadable, etc.  (See Chapter 5A hypo where Jane Consumer was able to view a notice the first time she accessed a program but not thereafter.  UCITA permits this sort of behavior.)

Chapter 5B – Terms in Electronic Ks: Warranties and Consumer Protection – Int’l Variations
· The German Standard Contracts Act

· Incorporation of standard terms – in consumer transactions, the user of standard terms K must, as a rule, expressly draw attention to them – the manner of doing so must generally be conspicuous enough to attract the attention of a reasonably observant person.  Neither actual nor constructive knowledge relieves the user from the obligation to draw the attention of the other party to the standards terms.  
· Battle of the forms: in cases where there is no clear agreement about the standard terms to be used, both parties’ terms will be ignored and the general German commercial law will be used
· Surprise terms: standard terms which are so unusual that the other party cannot reasonable expect them in the type of transaction to which the contract relates are deemed not to have been incorporated.  The surprise effect of a clause will be determined by (1) the degree to which it deviates from the legal prototype of the K, and (2) by reference to the manner in which the user of a standard contract has drawn attention to it, or conversely, endeavored to conceal it.
· UNIDROIT Principles of International Commerce Contracts
· Article 2.19

· Where one party or both parties use standard terms in concluding a contract, the general rules on formation apply
· standard terms are provisions which are prepared in advance for general and repeated use by one party and which are actually used w/o negotiation w/ the other party
· Article 2.20
· No term contained in standard terms which is of such character that the other party could not reasonably have expected it, is effective unless it has been expressly accepted by that party
· in determining whether a term is of such a character regard shall be had to its content, language and presentation
(
NOTE: UNIDROIT is not a binding standard, but rather a suggestive guideline along the lines of a Restatement.  However, an international arbitrator is still likely to adopt it as governing law.
Establishing the E-Commerce Business

Chapter 6 – Intellectual Property Issues – The Domestic Scene

· Overview
· Trade Secrets
· these are state law doctrines that protect the misappropriation of confidential information.  The basic purpose behind protecting trade secrets is to prevent “theft” of information by unfair or commercially unreasonable means.  The def. of subject matter eligible for protection is broad: business or technical information of any sort.  To get protection, the information must be secret, and the owner of the secret must take reasonable steps to maintain its secrecy.  However, once a trade secret is disclosed, protection is lost.

· Patent

· creates a limited monopoly to encourage the production of inventions – processes, machines, and compositions of matter.  After the term of the paten expires, the innovation becomes part of the public domain, freely available to all (up to 20 years)

· Copyright

· covers broad range of literary and artistic expression; ideas are not copyrightable, but the particular expression of an idea is.  A work must exhibit a modicum of originality and be fixed in a “tangible medium of expression” to receive protection.  A copyright lasts for the life of the author plus 70 years.  Ownership of a valid copyright protects holder from unauthorized copying, public performance, and display, and it entitles the holder to make derivative works and to control sale and distribution.   However, others may still make fair use of the work in certain circumstances.

· Trademark/Trade Dress

· federal power to regulate comes from the Commerce Clause.  Original purpose of TM law was to protect consumers from unscrupulous sellers attempting to fly under the banner of someone else’s well known logo or identifying symbol.  Assertions of TM infringement can be based upon claim of likelihood of confusion, false designation of origin, or dilution of famous mark.

· Taking a Brick and Mortar Business Online
· Meta tag Misuse – meta tags are code w/in a web page which search engines key to when running a search.  Misuse occurs when a company uses another company’s TM in a meta tag in order to trick the search engines into directing traffic to its site.  This is a form of TM infringement.

· Scope of TM Protection – web based companies may need to own the TMs and service marks for the products and services they offer online.  

· Data Ownership – when B&M company enters into a K w/ an online co. to provide it w/ web services, that co. will want to collect data about the web cos. customers.  This info. could then be sold by the web co. for profit – thus, the B&M co. needs agreements to set out who will own the data and what the other party’s rights in that data will be

· Choosing domain names – domain registration is not the same as a TM registration, though a TM can be obtained for the domain name (if it is more than just descriptive).  They should also be chosen w/ eye toward overseas use, so you don’t want something that might be offensive in a foreign language.  Also get similar names to avoid the “yourcompanysucks.com” problem.

· Copyright and Web Design – B&M co. needs to be sure that ownership of the website design doesn’t fall into the hands of the development co. and need to preserve their own right to make changes or have another company make changes after the web site developer K ends.  To do this, B&M co. needs to own the IP rights in the features of the web site and the software that implements proprietary features of the site.  Generally, the “work made for hire” agreement will not suffice to vest ownership in the B&M co.  Thus, the B&M co. needs to obtain an assignment of the IP rights at the conclusion of the K (but that should probably be written into the initial K)

· Programmer Names in Escrow – software program has object code (the 1s and 0s read by the computer) and source code (text form read by humans).  The source code will reveal trade secrets and other proprietary info.; therefore, most software is licensed in object code.  This can cause a problem if the designer goes out of business, b/c the customer now cannot have its own programmers fix the software if there are bugs.  One answer is to put the source code in escrow; a better option may actually be to escrow the names of the original programmers in escrow so they can be contacted directly if the designer company goes under.

· Ticketmaster.com v. Tickets.com (D. Cal. 2000) - (s operated website which allowed customers to purchase tix. online; ( operated a site on which it sold some tickets, but more importantly, provided information about where and how tickets which it did not sell could be purchased.  It also posted hyperlinks to other sellers (including (’s) specific pages to buy those tickets; in doing so, it would take a user to the page w/ tickets for the specific event, bypassing (’s homepage.  In order to get this info., it was alleged that ( had to copy the interior web pages and extract the info from them.

· Held: hyperlinking is not a violation of the Copyright Act since no copying is involved – the customer is just transferred right to the other company’s page.  The court also dismissed (’s claim that the conduct would cause users of (’s site to miss the terms of conditions on the homepage and therefore make a breach of K.  The court rejected this b/c (’s site did not contain a shrink-wrap style agreement but rather was more a browse wrap agreement.

· Kelly v. Arriba Soft Corp. (D. Cal. 1999) - ( operates a visual search engine on the internet whereby it retrieves thumbnail pictures of sites rather than descriptive text.  If a user clicks on a thumbnail it gives a full size of the picture and also provides a link to the original site where the image is located.  ( has websites where he displays some original photography, and objected to (’s use of thumbnails of his photos being available through the search engine.  ( defended on grounds of fair use.

· Held: issue was whether the display of (s images constitutes fair use, and whether the display of images w/o the copyright management info. constitutes a violation of DMCA.  Fair use is an affirmative defense, and ( had burden of proof.  Here, fair use was determined by numerous factors:

· nature of the use: while the use was commercial, (’s images were not a significant element of (’s commerce, nor were they exploited in any special way.  Moreover, (’s use is much different than the use for which the images were originally created - (’s works were used for illustrative purposes, while ( used them to improve access to images on the Internet.  This factor thus weighed in favor of (.

· nature of the work: some works are part of a core of works which get greater protection, and artistic works are among them.  Thus, thus factor weighed in favor of (.

· amount and substantiality of the portion used: was amount copied reasonable in relation to the purpose of copying?  This is determined by the justification for the copying.  Here, the court found that using the whole image apart from its copyright info. was too much – just the thumbnails would have been okay.  Thus, this favors (.

· effect of the use on the market or value: the question here is whether the use will adversely effect (.  While ( could allege that his images would be improperly copied, and that he lost revenue b/c the search engine deep-linked to the pages, this was not demonstrated.  Thus, this works for (.

· Since the first factor is most important, the court finds for (. 

· Who owns product and pricing info. on the Internet?
· sites want to stop unwanted price indexing on the web – this is where sites like Tickets.com, supra, catalog different prices available to consumers across the web in one convenient site.  While it initially seems like other sites would want their products advertised like this, firms are reluctant:  it takes away some market power and makes competition based solely on price; moreover, price alone may not be an accurate signal.  Purchasers may go for the lowest price, but such a company might be higher risk to get your product.  

· One legit. reason for opposition relates to the burdening of server resources.  eBay has argued that spiders which search its site burden servers, decreasing response time to legit. customers, which may cause those customers to become frustrated and thus take their business elsewhere.

· Another important factor is protected the indexed site’s revenue model.  Sites make money from things other then sale of products.  They will sell advertising space, but also might make money for referring customers to other sites.  With respect to adds, indexing may allow users to circumvent some pages in a site; also the problem of framing.

Chapter 6 – Intellectual Property Issues – International Variations

· Guillot v. Arvic Search Services (Fed. Ct. Can. 2001) - (, a TM attorney in the U.S., has written numerous articles and has website which contains links to materials on TMs.  ( alleged that ( maintained sites which contain materially substantially reproduced from (’s site, and is thus a breach of copyright.

· Held: in order to find copyright infringement, the copying alleged must be qualitatively substantial.  Any compilation of publicly available goods is likely to include a high degree of identity w/ any other compilation of the same materials.  With respect to (’s articles, ( concedes that for any document published on the Internet there is an implied license to reproduce or copy it to the extent necessary to take communication and make personal use of the document.  

· Copyright aspects of hyperlinking:

· European Directive gives copyright owners the right to produce adaptations – this article discusses what will and will not meet the def. of “adaptation.”  One important debate is whether a deep link w/ frames constitutes an adaptation or derivative work.  German scholars argue that there is no infringement for an adaptation.  The result is a directive which says that if you deep link you are passing off the material as your own and as such there are no copyright and unfair competition violations.  The Directive divides things into 3 categories:

· (1) provide info (normal ISP function) – keeps the ISP free and clear as long as it doesn’t exercise content control

· (2) surface link (link to another home page) – you won’t get in trouble until you receive a notice that you should cease your activity

· (3) deep link (link to internal page) – seems to be in trouble, no matter how you set it up, unless there is prior permission.

· Moral Rights – producer of copyright material – in Europe it allows the creator to prohibit other’s use w/o permission.  These may not be assigned to anyone – agent, individual, or otherwise

· this is a counter-principle which interferes w/ the kind of thing we’re used to, i.e. you hire a company, get the product and proceed to use it ( there might be a situation where a web developer has created your site, and as such that person gets the moral rights.  These cannot be assigned, but they can be waived – so if you’re dealing abroad, you are more than likely going to be using web developers who are also abroad.  As such, this is a problem you must consider and while assignment is the traditional reaction pattern, abroad you have to have the rights waived by all the people who put work into the code (Note: not a waiver from the web developing company, but the actual authors of the code.)

Chapter 7 – Securing the Intellectual Property Assets of the Business – the Domestic Scene
· If the question has to do w/ sending “bots” or “bugs” onto a website, think appropriation of trade secrets

· Uniform Trade Secrets Act (1985)
· codifies the common law principles of trade secret protection, e.g., more than one person can be entitled to trade secret protection w/ respect to the same information, and analysis covering reverse engineering of a lawfully obtained product in order to discover a trade secret is permissible.  

· For liability to exist under the Act, a Section 1(4) trade secret must exist and either a person’s acquisition of the trade secret, disclosure of it to others, or use of the trade secret must be improper under 1(2).  The mere copying of an unpatented item is not actionable.

· Definitions
· 1(1) – improper means – includes theft, bribery, misrepresentation, breach of duty to maintain secrecy, or espionage

· 1(2) – misappropriation – acquisition of a trade secret of another by a person who knows or has reason to know that the trade secret was acquired by improper means; or disclosure or use of a trade secret w/o express or implied consent

· 1(4) – trade secret – information, including a formula, pattern, compilation, program, device, method, technique or process that:

· (i) derives independent economic value, actual or potential, from not being generally known to, and not being readily ascertainable by, other persons who can obtain economic value from its disclosure or use, and

· (ii) is the subject of efforts that are reasonable under the circumstances to maintain privacy.

· Injunctive Relief

· (a) actual or threatened misappropriation may be enjoined, but upon application to the court an injunction shall be terminated when the trade secret has ceased to exist.
· Damages

· (a) a complainant is entitled to recover damages for misappropriation.  Damages can include both the actual loss caused by misappropriation and the unjust enrichment caused by misappropriation that is not taken into account in computing actual loss.  

· (b) the court may award exemplary damages if willful and malicious misappropriation exists.

· Feist Publications v. Rural Telephone Sevice Co. (U.S. 1991) – Rural creates white and yellow page listings for certain municipalities; Feist wanted to create a more comprehensive state-wide book, and solicited the information from other publishers, exercising good faith by offering to pay for the info.  Rural refused to license the info, so Feist tried to independently confirm the info in the Rural book.  Some info was copied directly, and Rural sues for copyright infringement.

· Held: for a work to warrant copyright protection it must contain some elements of originality; since (’s book was basically an alphabetical listing there was no creativity involved and it thus doesn’t deserve protection.

Chapter 7 – Securing the Intellectual Property Assets of the Business – International Variations

· European Database Directive

· Chapter I – Scope
· the directive concerns the legal protection of databases in any form.  For the purposes of the Directive, “database” shall mean a collection of independent works, data or other materials arranged in a systematic or methodical way and individually accessible by electronic or other means.

· Chapter 2 – Copyright
· databases which, by reason of the selection or arrangement of their contents, constitute the author’s own intellectual creation shall be protected as such by copyright.

· the author of a database shall be the natural person or group of persons who created it, or, where the legislation of the Member States so permits, the legal person designated the rightsholder by that legislation.  Where collective works are recognized by legislation of the Member State, the economic rights shall be owned by the person holding the copyright.

· the author of a database protected by copyright shall have the exclusive right to authorize (a) reproduction of the database by any means or in any form, in whole or part; (b) translation, adaptation, arrangement, and any other alteration; (c) any distribution to the public (note: first sale doctrine applies – once a sale is made copyright owner cannot control resale); (d) any communication, display or performance to the public; and (e) any reproduction of the results of the acts in (b). 

· Chapter 3 – Sui Generis Right
· the maker of a database has a right to protection if he can show that there has been qualitatively and or quantitatively a substantial investment in either the obtaining, verification, or presentation of the contents to prevent extraction and/or re-utilization of the whole or of part of the contents of the database.

· extraction – the permanent or temporary transfer of all or a substantial part of the contents of a database to another form by any means and in any form

· re-utilization – any form of making available to the public all or a substantial part of the contents of a database by the distribution of copies, by renting, or by on-line or other forms of transmission.

· the sui generis right shall run from the date of completion of the making of the database and shall last for 15 years.  However, if there is a substantial change to the database, such that the database would be considered a new substantial investment, such a change would qualify the database for a new term of protection (basically it starts the clock over on the 15 years). 

· Chapter 4 – Common Provisions
· Remedies – member states shall provide appropriate remedies in respect of infringements of the rights provided for in the Directive (thus each country provides its own remedies, so the remedy will depend on where you are)

Privacy and E-Commerce
Chapter 8A – The Domestic Scene
· Online Privacy – Health Industry Issues

· U.S. has not taken omnibus approach to protection of personal data; instead, the U.S. addresses via ad hoc, sector-by-sector solutions.  Alternatively, European data protection laws actively regulate the processing of personal data across both the private and public sectors. The U.S. approach flows from the philosophy that laws should ensure citizens’ access to govt., while still protecting them from govt.  Moreover, the U.S. commitment to the free flow of information favors narrow approach to data protection.  

· Medical Records – protection of medical records in the private health care subsector is inadequate, inconsistent and incomplete.  Health care providers store massive amounts of information; moreover, technology and market pressures are eroding the traditional doctor-patient confidentiality.

· New Health Privacy Regulations 

· new regulation that includes privacy, security and electronic transaction standards for health information
· covers health care providers that transmit claims electronically, health plans, and health care clearinghouses.  If these entities share information they must establish contracts that protect the information as it changes hands.
· key provisions include:
· all “protected health info” is covered – paper records, electronic records, and oral communications
· patient’s consent must be obtained before disclosing information for treatment, payment, and health care operations
· while employers may obtain health info for purposes of paying health care claims, this info may not be shared w/ employees who make hiring/firing decisions
· the regulation gives patients many new rights and privacy protections:
· patients have new right to access their own medical records
· employer access to health information is greatly restricted
· health care providers and health plans must give notice about how individual’s information will be used and disclosed and how access can be restricted
· psychotherapy notes are to be kept confidential, even to health insurance companies
· HIPPA also establishes civil and criminal penalties for violations - $100 civil penalty and up to $25k per year for each standard violated; moreover, criminal penalties are imposed for certain wrongful disclosures.  It does not create a cause of action for a wronged individual to sue; however, b/c it creates a duty of care in the covered entities, there may be relief available under state tort law
· Health Insurance Portability and Accountability Act (HIPPA) [45 C.F.R. 160]
· § 160.102 – covers health care providers that transmit claims electronically, health plans, and health care clearinghouse

· § 164.502 – Uses and disclosures of protected health info: general rules

· a covered entity may not use or disclose protect health info, except as follows:

· to the individual

· pursuant to a consent in order to carry out treatment, payment or health care ops.

· a covered entity is required to disclose protected info: either to an individual or when required by law to investigate the covered entity’s compliance w/ the regs.

Chapter 8B – International Variations
· European Union Data Protection Directive
· applies to all “processing” of “personal data” w/ only limited exceptions.  Processing is defined broadly to mean “any operation or set of operations which is performed upon personal data, whether or not by automatic means.”  Personal data is also broadly defined, meaning “any information related to an identified or identifiable natural person.”

· companies which process data about individuals must disclose that they are doing so, and must do so for only announced purposes (compare w/ U.S., where a company can use personal data for unlimited purposes.)  Individuals also have the right of opting out so as to prevent data to be provided to third parties for direct marketing.

· individuals get administrative and judicial remedies under the Directive

· Article 8 defines sensitive data as “personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, trade union membership, and the processing of data concerning health or sex life.”

· Importantly, Article 25 states Member States are only allowed to transfer data out of the EU if the third party country ensures an “adequate” level of protection – many believe some important sectors in the United States fail this requirement.

· under Art. 25, a procedure is set out whereby it is determined if a country meets the adequate level standard.  This is looked at on a case-by-case basis of data transfers rather than an overall country assessment.

· 25(2) – while “adequate level of protection” is not defined, this section suggests that it be determined in light of the circumstances surrounding the data transfer, including the nature of the data, the purpose and nature of the proposed processing, the country of origin, the destination country, the rules of law in the third country, and the professional rules and security measures in the third country.

· Article 26 gives a couple exceptions:

· 26(1) – Member State must exempt a transfer from the requirement of Art. 25 if it meets one of six conditions.

· 26(2) – Member State may authorize a transfer to a third country w/o adequate protection where the controller of data [“person who determines the purpose and means of the processing of personal data”] determines that adequate safeguards of individuals’ privacy rights exist.  In making this determination, the controller must inform the EU Commission, which then essentially gets to determine whether that was a proper decision.

· Article 4 – gives basic rule which says that each Member State shall apply its own data protection laws where “the processing is carried out in the context of the activities of an establishment of the controller on the territory of the member state.”  
· When the controller is outside the EU things are more problematic.  The Directive provides that a Member State shall apply its own law where “the controller is not established on Community territory, and for purposes of processing personal data makes use of equipment, automated or otherwise, situated on the territory of the said Member State  unless such equipment is used only for purposes of transit through the territory of the Community.”

· this also possibly vastly expands personal jurisdiction in the EU, b/c now a company which has no assets in Europe but whose website is accessed there may be subject to PJ.  The general feeling seems to be that jurisdiction will apply where the non-EU country actively collected data

· Art. 4.2 – sensitive data (as defined above) may not be revealed unless the individual has given his unambiguous consent, subject to certain very limited exceptions, such as collection and processing that is required by law or in cases in which it is impossible to obtain the data subject’s consent.  

· Art. 4.(d) – identifies the protection of black list data (medial data, sexual preferences, religion or race) – it may not be processed unless:

· data subject has given his explicit consent

· it is necessary for carrying out obligations of the controller in the field of employment law

· processing is necessary to protect the vital interests of the data subject

· In response to the Article 25 problem re adequacy, U.S has set up a method whereby businesses can get a “safe harbor” from EU data privacy litigation or prosecution.  To get this, U.S. firms can:

· (1) formally agree to be subject to regulatory oversight in an EU Member State;

· (2) sign up w/ U.S. self-regulating privacy group that is supervised by FTC or DOT;

· (3) demonstrate to EU satisfaction that relevant U.S. laws are comparable to the Directive; or

· (4) agree to refer privacy disputes to an EU panel of data protection authorities

Regulating E-Commerce Activities
Chapter 9A – the Domestic Scene

· Government Approaches to Internet Gambling

· Wait and See – a policy recommendation will be made if it becomes a problem

· Regulate and Tax - 

· Prohibit – this is the U.S. Approach – at the Federal level, many legislators oppose legalizing Internet gambling.  

· Cohen case – citizens were prosecuted under the Wire Act for conducting offshore betting operations.  In this case, ( and his company, which was license and based in Antigua, defended that his actions were not illegal b/c there was an exception for transmission of betting information b/w a state and foreign country where betting is legal.  

· Internet gambling is better regulated at the state level – some, including Nev., La., and Illinois have passed laws against Internet gambling.  Indiana passed a law which required that online gambling operations post a notice to Indiana residents that it was illegal for those residents to use the gambling site’s services.

· Internet sites also face possible problems from angry gamblers who lose a lot of money

· Humphrey v. Granite Gate Resorts (Minn. App. 1997) – State filed charges against (s alleging that they engaged in deceptive trade practices, false advertising and consumer fraud on the Internet. (s claimed lack of PJ.  (s operated a web site which facilitated sports betting.  The site invited people to join a mailing list, and gave a toll free number.

· Held: Issue was whether there was a proper exercise of PJ.  Court measured five factors:

· quantity of contacts: here, many computers in Minn. were accessing the web site and people were calling the toll free number; there were also Minn. residents on the mailing list

· quality of contacts: Minn. courts hold that ( which knew its message would be broadcast in the state is subject to suit there.  Internet advertisements are similar to broadcast and direct mail solicitation in that advertisers distribute messages to Internet users and users must take affirmative action to receive the advertised product.

· connection b/w cause of action and contacts: AG can seek injunctive relief and civil penalties when satisfied that any of the laws referred to in the state statutes is about to be violated

· state’s interest: state has an interest in enforcing consumer protection statutes and regulating gambling.

· convenience of the parties: this is of minor interest in comparison to the above factors

Chapter 9B – International Variations

· Singapore Undesirable Publications Act
· The Act prohibits publication of material which is objectionable.  

· publication is defined as any of the following other than a film:

· book, magazine or periodical

· any sound recording

· any picture or drawing (including those made by computers)

· any photograph

· any paper, model, sculpture, tape, disc, article or thing: (1) that has printed or impressed upon it any word, statement, sign or representation; or (2) on which is recorded or stored for immediate or future retrieval any information that, by the use of a computer or other electronic device, is capable of being reproduced or shown as any picture, photograph, word, statement, sign or representation

· objectionable – is defined as a publication which describes, depicts, expresses or otherwise deals w/ matters such as sex, horror, crime, cruelty, violence or the consumption of intoxicating substances in a manner that will injure the public good; or matters of race or religion in such a manner that the publication is likely to cause enmity, hatred, ill-will or hostility b/w different racial or religious groups.
· Penalties – anyone found to have published, sold, supplied, exhibited, distributed or reproduced the above material is subject to $10k fine and 3 year prison term for first offense, and up to 4 year prison term for subsequent offense.
· corporate offenders – individual managers of a corp. offender are guilty of the offense if the corp. does it, but they can defend on grounds that the offense was committed w/o their consent or connivance; and that they had exercised all such diligence to prevent commission of the offense.
· Australian Broadcast Services Amend.
· while it was recommended against legislative restriction of Internet content, favoring instead better filtering products and labeling systems, the govt. nonetheless enacted a sweeping legislative framework for Internet content.
· The Act gives govt. power to investigate complaints about online material, especially potential prohibited content (defined as Australian hosted R-rated material which is not subjected to restricted access scheme, and all material rated X, wherever hosted).  When material is hosted outside Australia, two actions can be taken: the ISP can be ordered to prevent end users from accessing the content, or if there is a relevant industry code, the ISP must comply w/ that code.  Thus, it turns out that the Australian legislation does not really work, b/c while it prevents hosting in Australia it does nothing to stop access to the same material hosted overseas.
· French Regulation
· LICRA v. Yahoo Inc. and Yahoo France (2000) - (s brought suit against ( seeking a finding that its advertising and sale of Nazi memorabilia on its auction site violated French criminal law.  They wanted ( to make the material inaccessible in France.
· Decision against Yahoo! France – The goods in question were indisputably available for sale through the Yahoo Inc. site in the U.S.; although the French site did not participate in the selling or advertising, it still provided links to the U.S. site which did.  The court accepted Yahoo! France’s claim that it was not in violation of law, but ordered that it warn Internet users that they must terminate their connection if the result of searches led to sites or pages that had content which constituted breach of French law.
· notably, it seems that what the court found to be important was the links on the Yahoo! France site, rather than the fact that they were both Yahoo! sites (b/c they were separate business entities; presumably, if another search engine had the links the decision would still apply)
· Decision against Yahoo! Inc. (U.S.) - ( raised two important defenses: lack of jurisdiction of the French court, b/c the action complained of took place in the U.S., and that technical compliance would be impossible b/c it was too difficult to identify which users were in France.
· Re jurisdiction, the court found that by permitting the visualization in France of these objects and the participation of French citizen in an auction, ( had committed a wrong on the territory of France and that the matter was therefore properly before the court.
· Re technical difficulties, the court found that obstacles to identifying users were real but not insurmountable.  They were ordered to take all necessary measures to dissuade and make impossible any access via Yahoo Inc. 
· Singapore Content Regulation
· Singapore regulates Internet content on a country-specific basis and also legislates against what is perceived as undesirable content under is Class Licensure Scheme.  This scheme provides that no person shall provide any licensable broadcasting services in or from Singapore w/o a license.  A “broadcasting service” is broadly defined and extends to information over the Internet.  
· ICPs and ISPs are automatically licensed
· ICPs are either an individual in Singapore who provides any program for business, political or religious purposes on the Web through the Internet or any corp. (whether incorporated in Singapore or not) which provides such a program. 
· ISPs are also licensed
· As licensees, ICPs and ISPs are required to:
· comply w/ Singapore laws
· assist the govt. in any investigations into breach of the licenses
· use best efforts to ensure that its service complies w/ govt. code of practice
· in the case of an ICP which provides a page on which other persons can post programs or content, use best efforts to ensure that such postings conform to Singapore law
· remove or prohibit the broadcast of a program if govt. says it is contrary to code of practice or is against public interest or offends good taste or decency
· Internet Code of Practice
· Under this, the govt. can impose sanctions or fines on licensees who contravene the code
· An ISP or ICP discharges its obligations when it denies access to site notified to it by the govt. – thus, they do not on their own have to fulfill the obligation of acting as censor.
· There is not really extraterritorial reach – legislation is presumed to apply only to persons and conduct w/in the jurisdiction of the legislature unless the legislature expresses an intention that it should have such effect.

· ISPs have also been required to use filtering mechanisms like proxy servers to block sites deemed objectionable

Establishing the Payment Mechanism

Chapter 10 – The Domestic Scene
· Internet Escrow Services – this is a “payment assurance product” – buyer or seller initiates a transaction by providing terms and information about goods.  Both parties must accept the terms.  The buyer then submits its payment to the IES, where it is verified and secured in a trust account.  Once payment is secured Seller is instructed to deliver the goods to Buyer, and send the tracking number to the IES.  Buyer receives and inspects the goods w/in the inspection period; if Buyer is satisfied he instructs IES to release payment.  If Buyer is not satisfied, he returns the merchandise to Seller, who then gets to inspect.  If Seller accedes, the money is returned to Buyer; if not, the parties are in dispute and IES hold the money until resolution.
· Innovative Payment Products 
· Orbian – finance and payment solution which people join and use to pay other members.  Buyer will approve an invoice, and then instruct Orbian to issue credit for a specified amount to the supplier’s account w/ Orbian.  The supplier can then pay its own supplier in Orbian credit or cash out.
· Business-to-Business Payment Models

· Seller Direct – one seller is linked to multiple buyers for invoice presentment – seller transmits its invoices to the Electronic Invoice Presentment and Payment (EIPP) System which then notifies the buyer

· Buyer Direct – Buyer provides an interface to many sellers – seller still transmits to EIPP, but it must conform to Buyer’s system and then Buyer analyzes and accepts or rejects the invoice

· Consolidator – provides interface b/w many buyers and many sellers – the consolidator is the intermediary, collecting or aggregating invoices

· Automated Clearing House (ACH) Network
· Buyer Initiated Payment
· Buyer and seller enter into contractual arrangement (TPA) that establishes use of ACH payment.  Seller must provide Buyer w/ its ABA routing number, which is used to route the payment to Seller.  

· Buyer is the originator – it initiates the transaction by informing its financial institution (the Originating Depository Financial Institution (ODFI)).

· ODFI then formats the payment and remittance data per the Originator’s instructions, and sends the info through the ACH Operator [Fed. Reserve Bank, or private sector institution].

· ACH Operator sorts and batches all ACH transactions, and then transmits to the Receiving Depository Financial Inst. (RDFI).

· ODFI then debits Originator’s account; ACH Operator debits ODFI, and then credits RDFI.  RDFI then credits the Receiver’s account on the settlement date

· Seller Initiated Payment
· Buyer provides seller w/ ABA number, which seller then uses to debit Buyer’s account.  

· Seller is originator; it initiates ACH debit through its ODFI by sending debit instructions (must be Buyer’s format).

· ODFI formats the ACH debit per the Originator’s instructions and sends the transaction to the ACH Operator.  The ACH Operator sorts the transactions and sends it to the RDFI.  

· The ACH Operator credits the ODFI.  The RDFI then debits Buyer’s account on the settlement date, and the RDFI sends remittance to Buyer.   

Chapter 10B – International Variations

· payment systems are divided into check-based and giro-based systems

· giro based systems are like automated clearing houses (ACH), you send an order to your bank asking it to issue a payment to the seller or seller’s bank – this is used often in B2B systems in the U.S., even though in B2C transactions it is not done so much.

· this system is preferred by seller, b/c it results in seller getting the money quicker – the system creates a balance – seller says buyer will get goods faster if it sends money faster, but buyer needs some guarantee that it will have recourse if it doesn’t get the goods or it doesn’t conform

· what is the right system for Europe?  Check, giro, card or e-purse?

· card systems are being used more often than any other – they use debit systems.  Debit cards are based on what you have in your account – it is not issued on credit.  Also such thing as the bank “smart card” – w/ these, you pay in advance and get the goods later.  While Americans don’t like these, they are more prevalent in Europe (this is the kind of card that Metro uses) ( these are a form of cyber cash that you can create – the money is “virtual.”  Another problem w/ these is that they are just like cash, in that if you lose them they are gone and you cannot get them back.

· “e-purses” are perhaps more practical for this use – online account for electronic payments – but these can be risky b/c while the e-bank might give a higher interest rate, they are probably less secure as institutions – you don’t know if the bank will still be there when you go to get your money.

· SoftCo wants to know how to set up its business in Europe – should it change the system it employs in Europe?  The purpose in the B2B transaction is to say that the seller doesn’t want a check but rather wants the buyer to pay as soon as possible.  Thus, if the European nations are willing to use electronic payment systems, it may be worthwhile to try that.

· EU Directive says that if the institution is having electronic transactions, it must do so on par w/ everyone else.  Once the EU gets its act together and has cross-border banking, all that will be needed for a transaction is one EU bank – so if all systems are open to the giro-type system, you could set up an ACH system in the US and giro system in Europe, and have a pretty good cross-market system w/ bank accounts in three banks (including Japan) and ACH in each. 

Jurisdiction to Sue Over Activities in Cyberspace

Chapter 11A – The Domestic Scene

· Zippo: passive versus active test (1997)

· Active website: clearly does business over the Internet – enters into contracts with residents of a foreign jurisdiction that involve the knowing and repeated transmission of files over the Internet (only have to wait for delivery & credit card bill); personal jurisdiction is proper
· Passive website: does little more than make information available to those who are interested in it; is not grounds for the exercise of personal jurisdiction
· Middle ground is occupied by interact websites where a user can exchange information with the host computer – determined by examining the level of interactivity and commercial nature of the exchange of information that occurs on the website

· Can provide contact information, but no orders taken (no jurisdiction)

· Court takes into consideration revenue (advertising revenues form a directory when certain residents access them gives jurisdiction)

· Uses foreseeability perspective 

· Problems with Zippo
· Doesn’t apply to chat rooms with defamation

· Confined to where actual sales occur, although may occur in the future

· Discourages adoption of interactive web sties to avoid liability

· Distinguishing between passive and active sites is not clear cut

· Calder v. Jones: Effects-based approach when deciding whether or not to assert jurisdiction – focus on the actual effects that the website had in the jurisdiction

· PJ is proper when D’s intentional tortious actions expressly aimed at the forum state causes harm to P in the forum state, of which D knows is likely to be suffered

· Must prove knowledge/intent
· American Information Corp. v. American Infometrics (D. Md. 2001) - (, a corp. doing business in Maryland, sells Internet access services, hosting and design of web sites, and security services for web sites.  Is has a TM on the term “AINET.”  (, a Calif.-based corp., sells Internet access to corps. and individuals.  It has a website called “ainet.com” that can be viewed by anyone w/ web access.  The site has some interactive features: a user can enter their name, address, e-mail, etc. and have a customer rep. respond to them about the company’s services.  Visitors can also submit job resumes. But they may not enter in Ks, purchase goods and services, and transact business on the web.  While the site advertised service across the country, it had never had a place of business or any customers, licenses or certification in Maryland, nor had it ever had an inquiry about service from a Maryland resident.  ( thus moved to dismiss the complaint of TM infringement on Personal Jurisdiction grounds.

· Held: An entirely passive website cannot be basis of PJ in Maryland.  However, the site was not entirely passive, b/c people could apply for jobs.  Nonetheless, non-customers cannot interact w/ the site other than to submit contact info. or ask about jobs.  The court notes that the “mere existence of an e-mail link, w/o more no receiving an indication of interest, w/o more, subjects the company to jurisdiction.”  Thus, the burden on the ( at least balances (’s interest in convenience such that the minimum contacts arg. by ( is pretty weak.

· Additionally, ( argued that ( causes harm in Maryland w/ respect to confusion as to the mark, which it argued should be enough to warrant exercise of jurisdiction.  However, ( made no showing that ( deliberately targeted its mark, business or customers.  Under Calder, the use of someone else’s registered service mark as a web site address, w/o any evidence of entry into the forum state, deliberate targeting of (, or even a concentration of harmful effects in the forum state, does not constitute “effects” sufficient to create jurisdiction in the forum state.
· Without a more solid showing of links to Maryland, a Calif. co. cannot be haled into court there simply b/c it established a website that uses a protected mark and that accepts inquiries from would-be customers.
Chapter 11B – International Variations
· in thinking about these problems, divide the world into two parts:

· where there is a forum selection clause

· where there is no forum selection

· look at Brussels convention, differing b/w consumer and non-consumer contracts (place where the harm occurred, etc.)

· where is place of performance – is it where the seller moves the goods or where they are delivered to buyer – the Europeans are ambivalent about this – the choice of law will be the place of shipment, but jurisdiction will lie in the place of delivery.  So in contract b/w Germany and Italy, w/ no choice of law clause, this may mean Italian courts have jurisdiction but have to apply German law.

· thus, one of the pushes for int’l convention on sale of goods is this problem

· Brussels convention re consumer protection – jurisdiction is in the domicile of the consumer.  See Art. 14 (p. 35) – “proceedings may be brought against a consumer by the other party to the contract only in the courts of the contracting state in which the consumer is domiciled.”  Alternatively, consumer as ( can bring suit in the other party’s state or his own state – this is tough for an ISP b/c it is now subject to suit anytime someone logs on.

· so if the German ( gets a declaration against a U.S. corp., can he enforce it in U.S.?  This is usually a matter of state law – Sup. Ct. case from 1800s says reciprocity is required, but under Erie this is almost always a K case decided by state law.  States have decided to accept the judgments generally under the principle of comity – the state’s don’t have to do this, but if we want other countries to enforce our judgments we will at least have to consider their judgments (provided they were procedurally sound.) 

· this is governed by the Uniform Foreign Judgments Recognition and Enforcement Act – available in 30 states or so, but is amended.

· there is also negative reciprocity provision in the statute – this says we will recognize your judgments UNLESS there is something in your law which says you will NOT recognize ours
· More Notes:

· Brussels Convention: 

· In the absence of an express agreement, jurisdiction is in the domicile of the consumer or where the other party is domiciled

· One can bring suit in their home country & then bring the judgment to a court in whichever country he lives in.

· Can be sued on contractual claims in the jurisdiction where performance was owed, or where the has occurred in the case of tort claims, or the jurisdiction where property at issue is located. 

· Problems with Brussels Convention: 

· Encourages forum shopping - law may be favorable in country over another, or a certain act may be illegal in one country that is legit in another 

· Rome Convention: does not address jurisdictional issues with regarding to contracting parties

· Comity: states allow enforcement of foreign countries’ judgments. 
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