My Law In Cyberspace Baby (Nunziato)

I. Procedural Issues
A. Personal Jurisdiction

1. Personal Jurisdiction Introduction (not Internet specific):

a) Definition: whether the court has jurisdiction over the defendant involved in the suit so that it can compel its obedience to the court’s judgment.

b) 2 questions to ask with personal j/d questions:

1) Look at state’s long-arm statute

2) Look at Constitutional due process analysis.

-So, first see if can establish under the long-arm, and then ask if it would be Constitutional.

c) Determining Constitutionality:

1) Historically, if physically present, court had j/d.

2) As interstate action became prevalent, court’s looked not only at physical presence, but also looked at commercial presence in the state. In this way, looking at virtual presence.

3) SC applies due process analysis when state begins to extend this j/d through use of virtual presence. In International Shoe, it says defendant must have “certain minimum contacts with the state such that the maintenance of the suit does not offend traditional notions of fair play and substantial justice.” 

d) Minimum Contacts Test: this is established under either of 2 circumstances:

1) General j/d: where the contacts are systematic and continuous, so that defendant should anticipate being haled into that court on any and all types of claims.

2) Specific j/d: contacts are not systematic and continuous, but the contacts specifically relate to this claim. See elements in Toeppen below.

e) Different Tests to conduct when determining whether court has j/d:

1) Purposeful availment test: Mere foreseeability of injury is insufficient. The defendant must purposefully avail himself of the privilege of conducting business in the state. World Wide Volkswagon.

2) Mere awareness that its goods would find their way into the forum state is not sufficient to establish personal j/d. Instead, there must be an action of the defendant purposefully directed toward the forum state.

3) Effects Doctrine (for defamation/intentional tort action): because defendants knowingly defamed a Cal. resident in a publication they knew would be distributed in Cal, they sufficiently affiliated themselves with Cal. for p/j to be proper.

2. Personal Jurisdiction on the Internet:

a) Types of Internet sites (critical for determining personal j/d):

1) Active websites: where defendant enters into contracts with residents of a foreign jurisdiction that involve the knowing and repeated transmission of computer files over the internet. Personal jurisdiction is proper.
2) Passive websites: defendant has simply posted information on the Internet web site which is accessible to users in foreign jurisdictions. Not grounds for personal jurisdiction.

3) Interactive websites (middle ground): a user can exchange information with the host computer. In these cases, the exercise of personal jurisdiction is determined by examining the level of interactivity and commercial nature of the exchange of information that occurs on the web site.

b) Caselaw:

-Blumenthal v. Drudge and AOL: The defendant Drudge has an electronic publication called the Drudge report. It goes to viewers via 3 sources:


-He emails it to his subscribers for free (85,000 people)


-He has his own web site that has it.

-He has a deal with AOL, whereby he emails it to them, and they make it available to all their subscribers.

-Drudge resides in California and sends the email from California. He was born in Takoma Park, Md. In August 1997, Drudge made a report, claiming that new White House staff has a history of spousal abuse. The staffer Blumenthal and his wife file suit for defamation against Drudge and AOL. Drudge is paid by AOL for this, and AOL reserves right to edit, cut etc. anything that violates AOL’s terms of service. The day after, Drudge retracted his publication on his email and web site and to AOL. He then publicly apologized to the Blumenthals. DC’s long arm statute, which reads: party may exercise personal j/d as to a claim causing tort in DC by an act or omission outside DC if he 1) regularly does or solicits business, 2) engages in any other persistent course of conduct, or 3) derives substantial revenue from goods used or consumed  or services rendered, in DC. These 3 factors are called the “plus factors,” and plaintiff must establish one to show some reasonable connection between the defendant and the forum.

RULE: the exercise of personal jurisdiction is contingent upon the web site involving more than just the maintenance of a home page; it must also allow browsers to interact with the web site on some level. In addition, there must also be some other non-Internet related contacts between the defendant and the forum state in order for the court to exercise personal jurisdiction.

Hold: Because the court finds that Drudge has an interactive web site that is accessible and used by DC residents, and in addition, he has non-internet related contacts with DC, the court concludes that he has engaged in persistent conduct in DC.

Gloss:

-Factors used by court to determine interactive site: 


-Users can email Drudge.


-Users can request subscription to the Drudge report.


-Subject matter is DC politics = so he targets DC citizens.


-He solicited contributions from DC residents.


-He also has non-Internet contacts – he visits, calls and mails.

-Panavision v. Toeppen: The defendant Toeppen is a “cyber pirate,” who registers domain names, and then attempts to sell them to companies. He has a website called panavision.com. On it is a map of a city in Illinois. Toeppen argues that the California court doesn’t have personal jurisdiction over him because he has no contacts with California. He registered the site in Illinois. 

RULE: -There are 2 types of personal jurisdiction:

a) General jurisdiction: if the defendant is domiciled in the forum state or if he has substantial or continuous and systematic connections in the jurisdiction. The court concluded that it did not have such jurisdiction on Toeppen.

b) Specific jurisdiction: to establish this, must meet 3 things:

i) some act by which he purposefully avails himself of the privileges of conducting activities in the forum, thereby invoking the benefits and protections of its laws;

ii) claim must be one that arises out of or results from the defendant’s forum-related activites; and

iii) exercise of jurisdiction must be reasonable.

c) Take each:

i) purposeful availment is satisfied if defendant takes deliberate action toward the forum state. Effects doctrine: jurisdiction may attach if conduct is aimed at or has an effect in forum statre.

ii) To determine this, ask if panavision would not have been injured but for Toeppen’s conduct.

iii) 7 factors to detrmine with reasonableness:

-extent of defendant’s purposeful interjection

-burden on defendant in defending in the forum

-extent of conflict with the sovereignty of the defendant’s state

-forum’s state’s interest in adjudicating the dispute.

-most efficient judicial resolution of the controversy

-importance of the forum to the plaintiff’s interest in convenient and effective relief.

-existence of an alternative forum.

Gloss:

-As a policy matter, what would be wrong with subjecting defendants to courts in every state, just based on them having a web site.


-It would be a deterrent to people setting up web sites in general.

B.  Choice of Law

1. 2 main issues with this topic:

a) Whose law should apply?

b) Whether one j/d’s law can be enforced in another j/d?

2. Issue 1: whose law shall apply?

a) Restatement (second) of Conflict of Laws: the law of the state with the most significant relationship to the occurrence of the tort and the parties involved in the tort is to be applied, taking into account such factors as where the injury occurred, where the conduct causing the injury occurred, the home of the parties, and the place where any relationship between the parties is centered.

3. Issue 2: Can the judgment be enforced in another state?

a) Full Faith and Credit Clause: the other state’s court, under the Full Faith and Credit Clause, is bound to respect and enforce judgments duly entered by courts in other states.

4. International Sphere:

a) Issue 1: Restatement of the Foreign Relations law of the United States: international law limits a country’s authority to exercise j/d in cases that involve interests or activities of non-residents. Specifically, a country must have (1) j/d to prescribe; (2) if j/d to prescribe exists, j/d to adjudicate and j/d to enforce will be examined.

(1) J/d to prescribe: means that the substantive laws of the forum country are applicable to the particular persons and circumstances. When a country has j/d to prescribe, it can appropriately apply its legal norms to conduct. A country has j/d to prescribe law with respect to :

i) Conduct that, wholly or in substantial part, takes place within its territory;

ii) The status of persons, or interests in things, present within its territory;

iii) Conduct outside its territory that has or is intended to have substantial effect within its territory;

iv) The activities, interests, status, or relations of its nationals outside as well as within its territory; and

v) Certain conduct outside its territory by persons who are not its nationals that is directed against the security of the country or against a limited class of other national interests.

(2) J/d to adjudicate: means that the tribunals of a given country may resolve a dispute in respect to a person or thing where the country has j/d to prescribe the law that is sought to be enforced.

(3) J/d to enforce: A country may employ judicial or nonjudicial measures to induce or compel compliance or punish non compliance with its laws or regulations, provided it has j/d to prescribe. Thus, a country may not exercise authority to enforce law that it had no j/d to prescribe. A country may employ enforcement measures against a person located outside its country if (a) the person is given notice of the claims or charges against him that is reasonable in the circumstances; (b) the person is given an opportunity to be heard, ordinarily in advance of enforcement; and (c) where enforcement is through the courts, if the country has j/d to adjudicate.

b) Issue 2: principle of Comity: a court in one country need not enforce a foreign judgment if doing so will offend its country’s public policy.

c) Note that this is all the Restatement’s approach, and is not binding on any country.
5. Caselaw

-State of Minnesota v. Granite Gate Resorts (domestic case): The defendant is the owner of OnRamp Computer Services, a Nevada corporation. When one opens up this website, they see advertising for sports betting, using WagerNet, a betting service of Global Gaming Services, which is in Belize. The Attorney General of Minnesota contends that WagerNet and All Star advertising in Minnesota (it is established that MN residents view this site) explicitly and implicitly represents that betting is lawful. Therefore, defendants, he contends, violate the Minnesota Consumer Protection statutes, which forbid false advertising, deceptive trade practices and consumer fraud.

-Yahoo Case: Parties: 

a) Yahoo is a Delaware Corp. with principle place of business in California

b) 2 French groups.

-Dispute: There is a French law that prohibits the sale and display of Nazi memorabilia. This memorabilia is available on Yahoo’s site.

Application: 

1) Does France have j/d: In terms of restatement (would need to follow steps of the restatement and make a case either way) (***Remember, though, restatement is not necessarily enforceable):

a) Jurisdiction to prescribe: France would argue that they have this power based on (3) of this part – “conduct outside its territory that has or intended to have substantial effect within its territory.”

-Note, could also make a case with the other parentheses in this restatement. (5) would work well too for France.

-Still must make case with adjudication and enforcement.

2) Then issue of whether California court must enforce? Under principle of comity, a court in one country need not enforce a foreign judgment if doing so will offend it’s country’s public policy. Since the French law seems to be in direct violation of US principles of free speech, it seems like the US Court does not have to enforce this order.

-A counter argument to this is that the French court is not actually demanding that Yahoo remove the Nazi stuff, but just that it blocks the stuff going to France. This is really no different then having US auto’s being compatible to French law before sending them over to France. But, court looks at sellers first amendment rights and courts hold that these first amendment rights apply no only domestically, but they extend overseas – they have a right to express speech everywhere. Thus, they see the problem with enforcing France’s order.

II. Substantive Issues:

A. Regulating Harmful Speech – Intermediary Liability for Defamation

1. Background on Defamation and the FA:

a) FA: “Congress shall make no law…abridging freedom of speech, or of the press….”

b) Restrictions on speech’s content = subject to strict scrutiny. Test: regulation must be necessary to serve a compelling state interest and must be narrowly tailored to achieve that compelling state interest (not overinclusive and the least restrictive means to accomplish the end).

c) Content-neutral restrictions subject to intermediate scrutiny. Test: regulation must merely be reasonably related to an important government purpose.

d) Exceptions: certain narrowly limited classes of speech are outside the scope of the FA: defamation, fighting words, obscenity and child pornography. Because these are wholly outside the scope, it is very important how we define the boundaries of these categories.

2. Defamation: written or spoken words that harm an individual’s reputation or her right to enjoyment of her good name.

a) Standards that apply to defamation: 

-If party defamed was a public official and statement was on a matter of public concern, it is much more difficult to prove defamation.

Rationale: we’re so concerned to allow for unimpeded, robust and wide-open speech on matters of public concern.

-If speech targeted private figure and not on a matter of public concern, it is a lot easier for plaintiff to establish defamation. If this is the case, states can impose strict liability. 
b) Distinguish between publisher and distributor liability:

RULE: the idea is that, in the print world at least, with editorial control and reasonable presumption of knowledge comes greater responsibility for the content that you publish. Thus, distributors usually only held liable upon having notice and failure to act based on the notice. The Publisher on the other hand will be strictly liable.

c) Defamation rules applied to Internet Service Providers (ISPs) and other intermediary hosts of third party content:
(1) Pre-CDA cases:
-Stratton Oakmont v. Prodigy: ISP prodigy exercised editorial control over subscriber’s posts, explicitly claiming to edit it. Court held prodigy strictly liable, holding that its role was analogous to a publisher b/c it held itself out as an editor of inappropriate content.

-Cubby v. CompuServe: ISP CompuServe did not hold itself out as exercising editorial control of subscribers’ posts. Court held that CompuServe’s role was analogous to a distributor and could only be liable if showed notice.

(2) Affect of above rules prompts passage of CDA: the above 2 cases suggest that ISP’s attempts to exercise editorial control over content it hosts will subject it to more stringent publisher standard. Creates a disincentive for ISP to exercise any editorial control.  = Congress became worried about chilling effect on Internet speech caused by defamation suits.

(3) §230(c) of the Communications Decency Act: 

(1) TREATMENT OF PUBLSIHER OR SPEAKER: no provider or user of an interactive computer service shall be treated as the publisher or speaker of any information provided by another information content provider.

(2) CIVIL LIABILITY: no provider or user of an interactive computer service shall be held liable on account of

a) Any action voluntarily taken in good faith to restrict access to or availability of material that the provider or user considers to be obscene, lewd, lascivious, filthy, excessively violent, harassing, or otherwise objectionable, whether or not such material is constitutionally protected; or

b) Any action taken to enable or make available to information content providers or others the technical means to restrict access to material described in paragraph a.

(e) Definitions – as used in this section:

(2) Interactive Computer Service: any information service, system, or access software provider that provides or enables computer access by multiple users to a computer server, including specifically a service or system that provides access to the Internet and such systems operated or services offered by libraries or educational institutions.

(3)  Information Content Provider: any person or entity that is responsible, in whole or in part, for the creation or development of information provided through the Internet or any other interactive computer service.

d) Case law:

-Blumenthal v. Drudge and AOL: In August 1997, Drudge made a report, claiming that new White House staff has a history of spousal abuse. The staffer Blumenthal and his wife file suit for defamation against Drudge and AOL. Drudge is paid by AOL for this, and AOL reserves right to edit, cut etc. anything that violates AOL’s terms of service.

RULE: 

1) The Communications Decency Act of 1996, section 230 immunizes AOL from liability. It immunizes providers of interactive computer services from civil liability in tort with respect to material disseminated by them but created by others. It does not immunize such a provider if they created the content.

2) Blumenthal argues that AOL is different in this case, because it contracted with Drudge and reserved right to edit his information. The court agrees, but notes that it cannot rule that way because Congress’ clear intent was to give absolute immunity to providers like AOL. Rational for Congress’ clear intent: such liability would deter service providers from regulating the dissemination of offensive material by confronting them with ceaseless choices of suppressing controversial speech or sustaining prohibitive liability.

-Zeran v. AOL: On April 25, 1995, an unanimous poster posted a message on an AOL message board directing viewers to call plaintiff Zeran for offensive t-shits and items about the Oklahoma City bombing. Zeran received many threatening phone calls. Zeran called AOL, and AOL assured him that the posting would be removed, but that it would not be retracted. The same thing happened the next day and the threats intensified. He had to have police surround his home to protect him. Zeran called AOL repeatedly and was told that the account would soon be closed.

RULE: Sec. 230 precludes courts from entertaining claims that would place a computer service provider in a publisher’s role. Thus, lawsuits seeking to hold a service provider liable for its exercise of a publisher’s traditional editorial functions – such as deciding whether to publish, withdraw, postpone, or alter content – are barred. Caveat: none of this means that the original culpable party who posts defamatory messages would escape accountability.

-Carafano v. Metrosplash, Inc: The plaintiff is this star trek actress. The defendant is Matchmaker.com: It permits members to search a database containing profiles of other members. Membership is anaonymous. Members respond to questionnaire, provide pictures etc, but matchmaker doesn’t verify any of this information. It relies on its members to report abuses. As part of its terms, it prohibits email and home address in the profile, but again, it relies on members to report abuses.

RULE: 

Under section 230, an “interactive computer service” is immune from liability for conduct of third parties. However, it is not immune if it is an “information content provider” of the relevant material. Thus, the first question is to see if defendant is an “interactive computer service,” and the second question is whether it is an “information content provider.” 

1) Definition of an “interactive computer service:” any information service, system, or access software provider that provides or enables computer access by multiple users to a computer server, including specifically a service or system that provides access to the Internet and such systems operated or services offered by libraries or educational institutions. Court holds that matchmaker is an information service “that provides or enables computer access by multiple users to a computer server. 230 is not limited to Internet service providers.
2) Definition of an “information content provider:” any person or entity that is responsible in whole or in part for the creation or the development of information provided through the internet or any other interactive computer service. Court holds that matchmaker is an information content provider as it is an entity that is responsible in part for the creation… etc.

-Court finds that it is in part responsible b/c of the extensive list of questions it asks of its members. It asks 62 multiple choice questions, and thus helps to frame the profiles.

-Hypo from class:
(A) Washingtonpost.com hosts an open discussion forum in which an anonymous third party suggests that Prof. Nunziato is a cocaine addict, using a washingtonpost.com form to put the information in.

(B) Washingtonpost.com hires a gossip columnist who writes a column suggesting she is a cocaine addict (consider relevancy of AOL hiring Drudge).

-In both scenarios washingtonpost.com’s terms of service reserve the right to remove objectionable content.

B.  REGULATING HARMFUL SPEECH – INDECENT AND OBSCENE SPEECH

1. Defining and regulating “obscene” speech:

a) Miller v. California (1973): Miller sent out mass mailing of adult material and was prosecuted under an obscenity statute. SC redefined, once and for all, guidelines for obscenity.

RULE: Miller test for defining obscene content:

1) Whether the average person, applying contemporary community standards, would find that the work, taken as a whole, appeals to the prurient interest.

2) Whether the work depicts/describes, in a patently offensive way, sexual conduct specifically defined by applicable state law

3) Whether the work, taken as a whole, lacks serious literary, artistic, political, or scientific value.

b) Adults v. Minors
-Adults have a FA right to engage in non-obscene, but indecent, sexually themed speech.

-But, gov’t may regulate indecent speech in certain mediums and under certain narrowly defined circumstances, especially to protect minors.

-Ginsburg v. New York: SC upheld a NY law prohibiting sale to minors of material that was obscene vis-à-vis minors. Shows that there is a separate standard for minors.
c) Regulating on the Internet:
(1) Case law prior to CDA and COPA:

-Hamling: SC upheld a federal obscenity statute despite fact that a national distributor would be forced to follow community standards wherever he displays/sends his material.

-FCC v. Pacifica: filthy words routine with son in car. Hold: affirmed FCC’s power to regulate indecent speech, holding that broadcast medium receives limited protection b/c such medium is uniquely pervasive, hard to avoid and easy to accidentally come upon. Thus, FCC could delineate times for show etc.

-Sable v. FCC: federal statute imposed blanket ban on “indecent” dial-a-porn messages. Hold: SC struck statute, distinguishing Pacifica b/c it effected a complete ban on indecent messages and b/c dial-a-porn medium (unlike broadcast medium) was not an assault upon unwilling listeners.

(2) Government’s attempt to regulate indecent speech on I-net:

-Communications Decency Act of 1996

(1) Prohibited the knowing transmission over the Internet of obscene or indecent messages to any recipient under 18.

(2) Prohibited individuals from knowingly sending over or displaying on the Internet materials that depict, in terms patently offensive as measured by contemporary community standards, sexual or excretory activities or organs, in a manner available to persons under 18 

(3) Defenses: good faith attempts to restrict minors; use of adult access code or PIN to screen content from minors

(4) No savings clause for speech with serious literary, artistic, political, scientific value;  no definition of “indecent” or “patently offensive”

(5) Reno v. ACLU (1997): Supreme Court struck down indecent and patently offensive provisions, holding that they were not narrowly tailored.  Upheld ban on knowing transmission of obscene messages.

-Child Online Protection Act (1998)
a. Prohibits any person from knowingly and with knowledge of the character of the material, by means of the World Wide Web, making any communication for commercial purposes that is available to any minor and that includes material that is harmful to minors.

b. Material that is “harmful to minors” = [definition taken from Miller v. California (1973), with “to minors” added]

i. any communication,  picture, image, graphic image file, article, recording,  writing, or other matter of any kind that is obscene or           that--

                  ``(A) the average person, applying contemporary community           standards, would find, taking the material as a whole and with respect to minors, is designed to appeal to, or is designed to pander to, the prurient interest;

``(B) depicts, describes, or represents, in a manner patently offensive with respect to minors [also to be determined by applying contemporary community standards], an actual or simulated sexual act or sexual contact, an actual or simulated normal or perverted sexual act, or a lewd exhibition of the genitals or post-pubescent female breast; and

``(C) taken as a whole, lacks serious literary, artistic,  political, or scientific value for minors.

c. Affirmative defense: using technological means to restrict minors’access.

d. Ashcroft/Reno v. ACLU: District Court granted motion for PI, holding that COPA likely could not withstand strict scrutiny b/c likely not least restrictive means of preventing minors from accessing “harmful to minors” material

e.  Third Circuit held that COPA’s use of “contemporary community standards” [as part of definition of material that is “harmful to minors”] by itself rendered COPA substantially overbroad, on the grounds that technology is unavailable for speakers to limit access to their sites based on geographical location.  COPA’s community standards component would force all Web speakers to abide by the most puritan community’s standards.   In short, Congress can’t constitutionally take community standards into account in regulating the Internet (because of current technological limitations), but the First Am. requires it to do so.

f.  Supreme Court opinions:

i. Thomas (+ Rehnquist, Scalia, O’Connor, more or less)

1. “community standards” component of “harmful to minors” test does not by itself render COPA facially unconstitutional.

2. Obscenity/indecency statutes are not unconstitutional merely because they require speakers distributing materials on national basis to be subjected to varying community standards.  See Hamling (federal mail statute) and Sable (federal dial-a-porn statute).  

3. For First Am. purposes, Internet is not distinguishable from mail and telephone (despite the fact that an Internet speaker cannot control geographic scope of distribution)

ii. O’Connor concurrence

1. We should adopt a national “community” standard for obscenity for regulation of the Internet. If jury can ascertain contemporary community standard for all of California (Miller), why not for all of U.S.?

iii. Breyer concurrence

1. Congress in COPA actually meant “community” to refer to national adult community taken as a whole.

iv. Kennedy + Souter + Ginsburg concurrence

1. For First Am. purposes, the Internet is distinguishable from other media b/c of the difficulty of restricting Internet speech to a particular geographic community (contra mail and telephone)

2. Even if COPA incorporated a concept of national community standards, the actual standard applied by juries would vary by community.

3. National variation in community standards can constitute a substantial burden on Internet communication.

4. But Third Circuit was imprudent to enjoin COPA because of geographic variation in community standards alone.  

v. Stevens Dissent

1. Because communities differ widely in their attitudes toward sex -- partic. where minors are concerned -- COPA’s application of community standards to the Internet will restrict a substantial amount of protected speech that would not be considered harmful to minors in many communities.

C. REGULATING HARMFUL SPEECH – FILTERING

1. Filtering: whole bunch of different categories. As a librarian would need to go through and find the categories that might match with CIPA. Filtering systems block by (a) keyword and (b) by pre-approved or pre-disapproved sites.

2. Children’s Internet Protection Act (CIPA): found on pp. 246-248. Requires libraries and schools to place filtering programs on computers in order to receive funding.

a) Requirements: must filter or block

(1) Child pornography (adults and minors)

(2) Obscene Materials (adults and minors)

(3) Materials deemed “harmful to minors” (to be defined by head librarian) (minors).

-§1402(a)(2)(A).

b) Exception: CIPA allows unblocking to an adult for a bona fide research or other lawful purpose.

c) Difficulty applying CIPA with the available filtering software:
(1) Software filters’ categories don’t match the categories of CIPA.

(2) CIPA requires blocking of visual image, but filtering software blocks by way of keyword.

(3) Problems of overblocking:
a) Filtering software has resulted in some erroneously blocking legitimate sites. This probably results because of the keyword method of blocking employed by filtering systems.

-CIPA would counter and argue that could unblock. But, problem with the way CIPA is written b/c the exception only allows an adult to request unblocking.

-Counter to this is that librarian can determine if it is harmful to minor, and if not, can unblock. Should this be left to subjective mind of librarian?

b) Even with the unblocking provision, it wouldn’t be instantaneous. Also, maybe an adult would be too embarrassed.

d) Whether placing these filters comports with the FA (is CIPA constitutional)?

Multnomah Co. v. US: this is a content-based restriction, which is subject to strict scrutiny. Thus we ask:

1) Is there a compelling Government interest?

2) Are the means narrowly tailored and least restrictive means to achieving that interest?

Hold: 

1) With CIPA, the gov’t has a per se compelling interests with the first 2 categories b/c they are unprotected by the FA. Court holds that the state has a compelling interest with the third.

2) Ct. holds that CIPA is unconstitutional b/c of the second prong. B/C the filtering systems overblock, it is not least restrictive b/c we block protected speech.

-As to question of whether unblocking process remedies this? Court says no b/c constitutional FA right is right to immediately have access.

D. COPYRIGHT – INTRODUCTION TO ISP LIABILITY

1. Copyright Act (354): Copyright protection extends to original works of ownership fixed in a tangible medium of expression.

-This includes literary works, music, etc.

2. Elements under the Act:

a) Original works (102(a))

b) Fixed in a tangible medium of expression (102(a)) 

-Example: Nunziato gives a lecture, but it is all from her head, she has no notes, and thus no tangible medium. I would, therefore, be free to take it and even sell it.

c) Subject matter of copyrighted work includes compilations and derivative works (103)

-But, the compilation is copyrightable only to the extent that features an original selection, coordination, or arrangement (101).

d) Excludes from protection ideas, procedures, processes, systems, and methods of operation. The expression of these are protected, but the ideas themselves are not (102(b)).

e) The exclusive rights granted to the author (106):

-Right to reproduce

-Right to prepare adaptation to work

-Right to perform work

-Right to Distribute

-Right to display.

f) Limitations on these rights (107): FAIR USE.


-Example: reproduction for copies for purposes of teaching, critiquing etc.

g) (302(a)) Duration: life of author plus 70 years.

h) (408(a)) Not required that you register the work.

i)  Sec. 201: ownership of copyright is initially designated as author.

3. Methods of establishing liability from Religious Technology Center v. Netcom: The plaintiff holds copyrights in the published and unpublished works of L. Ron Hubbard, the late founder of the Church of Scientology. Dennis Ehrlich used to be a member of the Church, but he now is a critic and uses a newsgroup to criticize the church. Ehrlich posts some of the church’s text. The defendants are Klemesrud, who runs the BBS (bulletin board service) and Netcom, the large ISP.

a) Direct infringement: For a direct infringement claim, plaintiff must show (1) the unauthorized exercise of one of the exclusive rights of the copyright holder delineated in sec. 106; and (2) they must also show that they own the copyright.

-Application against Netcom and the BBS: 

1) There is case law that defines copying in the computer context: loading of data from a storage device into RAM constitutes copying because the data stays in RAM long enough for it to be perceived.

2) In this case, “copies,” then, were made. But, neither Netcom nor Klemesrud initiated the copies. The court compares this to an owner of a copy machine having people come make copies on it that may infringe copyrights. Court refuses to hold such parties liable because it would create many separate acts of infringement and would lead to unreasonable liability. 
3) As to public distribution and display claim: court compares to the copying claim, and notes that this would create unreasonable liability. No purpose would be served by holding liable those who have no ability to control the information to which their subscribers have access. It is unnecessary since there is already a party that is directly liable.

-Note that this holding is really a policy argument b/c copyright law is really a strict liability law and technically, Netcom is copying. Yet, as a policy matter, the court is not willing to extend it this far because without any element of volition, it will lead to unreasonable results – many separate acts of infringement

b) Contributory Infringement: liability for participation in the infringement will be established where the defendant, 

(3) With knowledge of the infringing activity;

(4) Induces, Causes or Materially contributes

(5) To the infringing conduct of another.

-Application against Netcom and the BBS:

1) If plaintiff can prove the knowledge element, Netcom will be liable for contributory infringement since its failure to simply cancel Ehrlich’s infringing message and thereby stop an infringing copy constitutes substantial participation in the infringement. Since Netcom was given a letter, there will be a question of fact as to whether it knew that the material was infringing (they may defend claiming that they thought it was fair use or that they didn’t know if plaintiff actually had a valid registration).
c) Vicarious infringement: A defendant is liable for vicarious liability for the actions of a primary infringer where the defendant 

(1) Has the right and ability to control the infringer’s acts; and

(2) Receives a direct financial benefit from the infringement.

-Application to Netcom and the BBS:

1) With the first element, plaintiff raises genuine issue: whether Netcom has the ability to control. Netcom has terms and conditions, upon which its subscribers must agree. Netcom, however, argues that it could not possibly screen all messages before they are posted given the speed and volume of the data (plaintiff counters, arguing that the software is available).

2) The plaintiffs fail on the second argument: Rule: Where a defendant rents space or services on a fixed rental fee that does not depend on the nature of the activity courts usually find no vicarious liability because there is no direct financial benefit from the infringement. The plaintiffs would have to show a nexus linking their works to a financial benefit gained by defendant.

4. Fair use exceptions from Religious Technology Center v. Netcom: there is no infringement if the defendant’s use is fair use under 107. The proper focus here is whether Netcom’s actions qualify as fair use, not on whether Ehrlich himself engaged in fair use.

-Congress has set out 4 nonexclusive factors to be considered in determining the availability of the fair use defense:

a) The purpose and character of the use, including whether such use is of commercial nature, or is for non-profit educational purposes. Hold: in favor of Netcom because while it gains financially from its distribution of messages to the Internet, its financial incentive is unrelated to the infringed work.

b) The nature of the copyrighted work 

c) The amount and substantiality of the portion used in relation to the copyrighted work as a whole

d) The effect of the use upon the potential market for or value of the copyrighted work.

5. Policy behind ISP liability: 
-Policy for holding Netcom liablie: if not, it would lead to unreasonable amounts of infringement, and can’t just hold the guy like Ehrlich liable b/c first of all, he may be anonamous, and second, he may be poor, while the ISP’s have deep pockets. And, this may in turn cause ISP’s to develop technology to block such material

-Counter to this of course, is that we don’t want to drive ISPs out of business.

E. CONTRIBUTORY AND VICARIOUS LIABILITY IN LIGHT OF NAPSTER
1. Contributory liability: 
a) As a pre-requisite to a contributory liability claim, need to establish that there is direct infringement by users. Thus, record companies need to show that (a) they own the copyright, and (b) infringement by the users of one of the 106 exclusive rights.

-Napster might want to make a fair use defense here:

a) Sampling: making a copy to evaluate it and see if want to buy it later. Thus, Napster claims actually helping market for recording industry. Hold: court rejects b/c it is © owner’s right to develop any alternative market.

b) Space-shifting: in Sony, court allowed time-shifting with VHS taping – the idea being that the person was just copying it to watch it at a different time. Napster tries this argument, arguing that it was just shifting the space of the songs – from CD to computer. Hold: court didn’t buy it b/c of the whole distribution factor.

b) Once we establish direct infringement, now we can move to contributory infringement:

(1) Knowledge (actual or constructive): 

-Argument by Napster: we don’t know what actually is on file – all we see is the title. And, note that Aimster might even have a stronger argument b/c it can claim not to even have such a list.

Hold: court has little patience for this argument, holding that you can’t hide behind this. Court says that if a computer system operator learns of specific infringing material available on his system and fails to purge such material from the system, the operator knows of and contributes to direct infringement.

(2) Induced, caused or materially contributed to the infringing conduct of another:

-Argument by Napster: relies on Sony, arguing that Napster is capable of use for legitimate copying of non-© work.

-Counter by recording industry: Napster put itself out there, claiming that it was great for © material (ex. Top 40 list).

*Nunziato was surprised that the Sony argument failed b/c Sony said that there is no right to shut down the system if the system is capable of non-infringing use.

-Instead, court said that for infringing files, Napster will be liable, but not for the non-infringing files.

2. Vicarious Liability: Elements for vicarious copyright infringement:

a) The defendant has the right and ability to supervise the infringing activity (the ability to block infringers’ access to a particular environment for any reason whatsoever is evidence of the right and ability to supervise, and to escape liability, the reserved right to police must be exercised to its fullest extent); and

b) Has a direct financial interest in such activities (RULE: financial benefit exists where the availability of infringing material acts as a draw for customers).

F. §512 OF THE DIGITAL MELLENIUM COPYRIGHT ACT (DMCA) (p. 481)
1. Introduction: 

· DMCA creates limitations on service providers’ (SPs’) liability for direct, contributory, and vicarious copyright infringement.

· Imposes take down obligations on SPs in exchange for immunity from monetary damages

· Limitations for four types of SP functions:

· 512(a): passive conduit of 3P infringing content (best b/c don’t have to do anything in response.

· 512(b): caching 3P infringing content

· 512(c): hosting/storing 3P infringing content

· 512(d): linking to 3P infringing content.

· Basic scheme: If upon learning of its infringing nature service provider removes (link to) content, no liability.

2. Conditions of Eligibility (for the limits on liability):

· (1) Meet applicable definition of “service provider” in 512(k)(1).

· For 512(a) passive conduit safe harbor, D must be “an entity offering the transmission, routing, or providing of connections for digital online communications, between or among points specified by a user, of material of the user’s choosing, without modification to the content of the material as sent or received.”  See 512(k)(1)(A).  Broader immunity so stricter req’ts

· For 512(b)-(d) safe harbors, D must be “provider of online services or network access, or the operator of facilities therefor.” See 512(k)(1)(B). Easy to do.

· (2) Immediately adopt and inform subscribers of © compliance policy: 

· D must have “adopted and reasonably implemented, and inform subscribers [of], a policy that provides for the termination in appropriate circumstances of subscribers . . . who are repeat infringers.” See 512(i)(1)(A).  

· (3) Accommodate “standard technical measures”: 

· D must accommodate and not interfere with “standard technical measures”: 

· technical measures used by copyright holders to identify or protect their works

· open standards to be developed by consensus of copyright owners and service providers to protect copyrighted works and identify infringement thereof

· See 512(i)(1)(B)

· (4) Immediately designate an agent: 

· For 512(c) and 512(d) -- hosting and linking to infringing content safe harbors 

· D must have designated an agent to receive notifications of claimed infringement (with © Office and on its web site).  See 512(c)(2).

· D must post designated agent’s contact info on D’s web site

· file with © office + $20 fee

[info at http://lcweb.loc.gov/copyright/onlinesp/agent.pdf]
· (5) Finally, D must meet all elements of specific safe harbor provision in 512(a), (b), (c), or (d).

3. Notice-and-take down requirements for 512 (c) and (d):
· For 512(c) and 512(d) -- information hosting and linking activities --  512 provides notice and take down regime:

· P notifies SP (via designated agent) that “subscriber’s” (hosted or linked-to) content is infringing. 512(c)(3)

· SP expeditiously removes or disables access to material. 512(c)(1)(C) 

· SP notifies subscriber that it has removed/disabled access to the material. 512(g)(2)(A)

· Subscriber may submit counternotification to SP, stating that she has a “good faith belief that the material was removed or disabled as a result of mistake or misidentification”. 512(g)(3)(C) 

· Upon receipt of counternotification, SP provides same to P and informs P that it will replace allegedly infringing material in 10-14 business days, unless

· SP receives notice that P has filed an action against subscriber.

· See 512(g)(2),(3).

b) Notice and take down hypo: AOL hosts a discussion forum, on which Ehrlich posts the Church of Scientology’s infringing information.

-Issues:

(1) What should church do? Notify AOL under 512(c)(3).

(2) AOL’s response? Try to claim the storage/hosting safe harbor defense (512(c)). It might have a fair use defense within this (512(c)(3)(v)), but if it doesn’t, it should take down expeditiously to avoid liability.

(3) Note that AOL might receive a counter-notification under 512(g)(2).

4. 512 Subpoena Provision: 

· Copyright owner can request court to issue subpoena to SP to identify alleged (primary) infringer.  See 512(h)

· Request for subpoena to be accompanied by notice to SP requesting take down, per 512(c)(3)

· SP to expeditiously disclose to copyright owner info requested re alleged primary infringers.

G. LINKING LIABILITY FOR COPYRIGHT LIABILITY (need to look more closely on court’s approach to third issue)

1. Issue of thumbnails:

a) In Kelly v. Arriba, the court found a fair use exception to the copying for thumbnails.

(1) Purpose and character of the use: 

-While the use was commercial, it was more incidental and less exploitative in nature.

-The use was transformative in nature, meaning it did not simply supersede the owner’s work, but was created for a different purpose.

(2) Nature of wrok: this is slightly in Kelly’s favor b/c the photographs are creative.

(3) Amount and substantiality of portion used: court held that if the infringer only copies as much as is necessary for his or her intended use, then this factor will not weigh against him or her.

(4) Effect of the use on potential market: Arriba would argue that it actually helps Kelly.

2. Issue of full-image copying: In Kelly v. Arriba, court refused to find fair use exception, going through the fair use factors.

3. Issue of in-line linking or framing as violating display rights.

H. ENCRYPTION TECHNOLOGY

1. Introduction: 

(a) Encryption technology: CSS serves as a digital wall around the content on a DVD. Encryption technology essentially locks up the content on the DVD.

(b) Decryption: the movie industry authorizes each DVD player to have a decryption key so the players can play the DVD. But, it doesn’t authorize the decryption keys to copy the DVD. 

(c) DeCSS: then came this technology to decrypt the encryption that prohibits copying.

2. Case law:
-Universal v. Corley: The DMCA contains 3 provisions targeted at the circumvention of technological protections:

a) Anti-Circumvention Provision (1201(a)(1)(A)): prohibits a person from “circumventing a technological measure that effectively controls access to a work protected under copyright laws.

b) Anti-Trafficking Provisions (1201(a)(2) and 1201(b)(1)): 

-1201(a)(2): no person shall manufacture, import, offer to the public, provide, or otherwise traffic in any technology, product service, device, component or part thereof that (A) is primarily designed or produced for the purpose of circumventing a technological measure that effectively controls access to a work protected under this title; (B) has only limited commercially significant purpose or use other than to circumvent a technological measure that effectively controls access to a work protected under this title; or (C) is marketed by that person or another acting in concert with that person with that person’s knowledge for use in circumventing a technological measure that effectively controls access to a work protected under this title.

-1201(b)(1) is similar to this except that while the focus of 1201(a)(2) is circumvention of technologies designed to prevent access to a work, the focus of 1201(b)(1) ) is circumvention of technologies designed to permit access to a work but prevent copying of the work.

-Note that this section has exemptions for libraries and schools that use circumvention to determine whether they want to purchase copyrighted material, individuals using circumvention for the sole purpose of trying to achieve interoperability of computer programs, and several other exceptions. In this case, Corley posts DeCSS on its website. This is decryption device designed to decrypt the movie industries encryptions to DVDs.

-Challenges to the anti-trafficking provisions and court’s hold:
a) 1201 is unconstitutional b/c it allows © holders to have rights unlimited in time and copyright clause in constitution permits rights limited in time.

-Policy problem with this: problem with allowing decryption keys to become available after movie enters the public domain (like Charlie Chaplain): releasing that key will not only decrypt Charlie Chaplain, but it will also release it for all other DVDs b/c there are not separate keys for every movie.

-Gloss: Could movie industry make separate keys? Problem with DVD players?

b) 1201 violates users fair use rights. The user argues that the constitution gives him this right – © clause: to promote the progress of science and the useful arts. And, idea is that in order to promote this progress, we cannot give © holders exclusive unlimited rights and one way to limit this is through fair use.

-Counter: you can have a fair use right, but through different means, not through releasing DeCSS b/c that will let it out for all movies. Also, historically, fair use has not required perfect digital copies.

c) 1201 violates the FA in that it enjoins expression of speech.

1) First, the court considers Corley’s First Amendment issue. The big issue here is whether the regulation of DeCSS is content based or content-neutral b/c this determines which standard to review the regulation. The standard for content-neutral speech is less rigid, so would be better for the movie industries. The standard for content-neutral speech is as follows: the regulation must serve a substantial governmental interest, the interest must be unrelated to the suppression of free expression, and the incidental restriction on speech must not burden substantially more speech than is necessary to further that interest.

a) Court considers this question with Corley’s posting of the DeCSS. Court held that this is content-neutral. The regulation is concerned solely because of the post’s capacity to instruct a computer to decrypt CSS. In this way the speech is wholly functional – it is not concerned with the post’s capacity to convey information to a human being. 

-Then, court applies test and finds against Corley.

3. Government’s interest in suppressing cryptography information and source code as speech:
a) Cryptography: used to hide content. To open or read, recipient must have access to a key to decrypt it.

b) State’s interest: cryptography has been very useful to states to hide national security messages. Historically, it was used in military.

c) FA issue with regulating cryptography:

-Daniel Bernstein v. US: The plaintiff is Bernstein, who developed an encryption method and described it on paper and in computer programming (in source code and English). The EAR contains specific regulations to control the export of encryption software and he challenges this. Under EAR, if the encryption falls within the provisions, then it is subject to a pre-publication license. Government’s interest is in keeping this information out of hands of people like Osama Bin Ladn.

-Path Bernstein needs to take to establish a FA violation:

1) First, he needs to establish that source code is expressive speech in order to even get in the FA door. He needs to show that it is expressive and communicative, and the most appropriate means for conveying his message. Counter argument: source code is purely functional. You simply plug it in and get an outcome. Bernstein will want to point to recipes and how to manuals to counter this.

2) Next, he wants to bring a facial attack against the constitution, as opposed to an as applied attack: RULE: 

a) If law is directed narrowly and at specific expression or at conduct with a close enough nexus to expression, then you can bring a facial attack; but

b) If laws are only generally applicable, then you cannot bring such a challenge.

3) Next, he wants to establish that it is an impermissible prior restraint on speech: RULE: the heavy presumption against prior restraints may be overcome where official discretion is bounded by stringent procedural safeguards.

-The procedural safeguards (the government must meet all these requirements):

a) Any restraint must be for a specified brief period of time;

b) There must be expeditious judicial review built in to the licensing scheme itself; and

c) The censor must bear the burden of going to court to suppress the speech in question and must bear the burden of proof.

-This is safeguard is now in doubt based on a subsequent case (from Nunziato).

-There is also a substantial safeguard:

a) Must be some standards that cabin the censor’s discretion.

-There is also an exception to this doctrine: if speech would immediately imperil national security, then the prior restrain would be constitutional.

I. TRADEMARK AND DOMAIN NAMES

1. Introduction: 

a) Trademark law protects marks, words, smells, sounds etc. – things used to identify and distinguish goods and services.

b) Rationale: consumers rely on these marks to identify such goods and services.

c) Limits on Trademark protection: traditionally, trademarks had a geographical association. So, your protection is confined to particular geographical location and to particular goods and services.

d) Domain name basics: 

-The Domain Name System (DNS) is the system that coordinates the allocation of domain names.

-In order for DNS to function, domain names must be unique and must uniquely map to numerical internet Protocol (IP) addresses.

-Historically, DNS was coordinated by US military. In 1993, government contracted out to Network Solutions Inc. (NSI) to handle DNS for 5 years.

-Problem: domain names handed out on first-come, first-serve basis regardless of who owns the trademark.

2. Types of Trademark causes of action in article III courts:

a) Trademark infringement (§1125(a)): To establish infringement, must show (1) a valid, protectable trademark; and (2) that defendant’s use creates a likelihood of confusion.

-To determine likelihood of confusion, look to 8 factors:

1) Strength of the mark;

2) Proximity of the goods;

3) Similarity of the marks (the modern rule protects marks against any product or service which would reasonably be thought by the buying public to come from the same source, or thought to be affiliated with, connected with, or sponsored by, the trademark owner);

4) Evidence of actual confusion;

5) Marketing channels used;

6) Types of goods and degree of care likely to be used by purchaser;

7) The defendant’s intent in selecting the mark; and

8) Likelihood of expansion of the product lines.

b) Trademark Dilution: to make a claim for trademark dilution, plaintiff must establish:

a) The mark is famous

b) The defendant is making a commercial use of the mark in commerce

c) The defendant’s use began after the mark became famous; and

d) The defendant’s use of the mark dilutes the quality of the mark by diminishing the capacity of the mark to identify and distinguish goods and services.

-There are 2 types of dilution:

(1) Tarnishment: unsavory association between p’s mark and d’s use of the mark (Candyland).

(2) Blurring: weakening of mark’s ability to identify and distinguish goods and services (McSleep).

-Confusion is irrelevant with dilution.

c) U.S. Anti-Cybersquatting Consumer Protection Act (ACPA): makes it illegal for a person who:

1) Has a bad faith intent to profit from that mark, including a personal name which is protected as a mark under this section; and

2) Registers, traffics in, or uses a domain name that-

a) In the case of a mark that is distinctive at the time of registration of the domain name, is identical or confusingly similar to that mark;

b) In the case of a famous mark that is famous at the time of registration of the domain name, is identical or confusingly similar to or dilutive of that mark; or

c) Is a trademark, word, or name protected by reason of sec. 706 of Title 19 or section 220506 of Title 36.

-In determining whether a person has a bad faith intent described under paragraph (a), a court may consider factors such as, but not limited to

a) The trademark or other intellectual property rights of the person, if any, in the domain name;

b) The extent to which the domain name consists of the legal name of the person or a name that is otherwise commonly used to identify that person;

c) The person’s prior use, if any, of the domain name in connection with the bona fide offering of any goods or services;

d) The person’s bona fide noncommercial or fair use of the mark in a site accessible under the domain name;

e) The person’s intent to divert consumers from the mark owner’s online location to a site accessible under the domain name that could harm the goodwill represented by the mark, wither for commercial gain or with the intent to tarnish or disparage the mark, by creating a likelihood of confusion as to the source, sponsorship, affiliation, or endorsement of the site;

f) The person’s offer to transfer, sell, or otherwise assign the domain name to the mark owner or any third party for financial gain without having used, or having an intent to use, the domain name in the bona fide offering of any goods or services, or the person’s prior conduct indicating a pattern of such conduct;

g) The person’s provision of material and misleading false contact information when applying for the registration of the domain name, the person’s intentional failure to maintain accurate contact information, or the person’s prior conduct indicating a pattern of such conduct;

h) The person’s registration or acquisition of multiple domain names which the person knows are identical or confusingly similar to marks of others that are distinctive at the time of registration of such domain names, or dilutive of famous marks of others that are famous at the time of registration of such domain names, without regard to the goods or services of the parties; and

i) The extent to which the mark incorporated in the person’s domain name registration  is or is not distinctive and famous within the meaning of subsection (C)(1) of this section.

-Bad faith intent should not be found in any case in which the court determines that the person believed and had reasonable grounds to believe that the use of the domain name was a fair use or otherwise lawful.

-Case law:

-Panavision v. Toeppen: Panavision attempted to register the name “panavision.com,” but discovered that Toeppen had already established it. Toeppen had the site with a map of an Illinois city. Panavision wrote Toeppen a letter telling him to stop. Toeppen wrote back saying, pay me $13,000 and if you do, I won’t use your other names. When Panavision rejected the offer, Toeppen registered the domain name “panaflex.com.” The site says, “hello.”

RULE: 

1) Argues that his use doesn’t constitute commercial use. He argues that he is simply maintaining these cites. Hold: court rejects this. Toeppen’s business is to register trademarks as domain names and then sell them to rightful trademark owners – this is commercial.

2) Toeppen argues that he is not diluting plaintiff’s name. Hold: 

a) Definition of dilution: lessening of the capacity of a famous mark to identify and distinguish goods and services, regardless of the presence or absence of (1) competition between the owner of the famous mark and (2) likelihood of confusion or mistake. Application: Toeppen’s conduct diminished the capacity of the panavision marks to identify and distinguish panavision goods and services on the Internet.

Gloss:

-Note the difference between “in commerce” and “commercial use:” “in commerce” is very easy to establish, commercial use would be like using Gap.com to sell pants. “Commercial use” is only for dilution. Need “in commerce” for all claims.

-Planned Parenthood v. Catholic Radio: Planned Parenthood operates it website at www.ppfa.org. The defendant registered a site at plannedparenthood.com, and on the site he has information about a book that is anti-abortion. He says that he intended to reach pro-abortion people to the site.

RULE (establishes broad view of “in commerce”): The court holds a very broad view of commerce: a) Says defendant’s use is in commerce because it affects the commerce of the plaintiff. b) Also says that using telephone lines to establish connection is sufficient to establish commerce. C) And, even goes so far as to say that establishing an internet home page for access to all users is sufficient for the “in commerce” requirement.

=VERY BROAD

-Jerry Falwell Hypo from class: this anti-falwell guy created “jerryfalwell.com” to say bad things about Falwell. Falwell has trademarks in his name.

1) Trademark infringement?
a) Protected mark? Yes, Falwell has it registered.

b) “In commerce?” According to Planned Parenthood, yes. Nunziato called this definition weak.

c) Likely to cause confusion? Maybe can establish initial confusion, but it would be difficult to establish continuous confusion. *Thus, depends on court’s approach – depends on how long court will recognize an initial confusion.
2) Trademark Dilution?
a) Falwell might run into trouble with “commercial” element. But, if defendant runs ads, this would establish it. The Planned Parenthood court said that harm to plaintiff’s company can cause “commercial.” Bally court didn’t accept this. Bally court said must be a transaction to be “commercial.”

b) Issue of titles on page. Planned Parenthood court says if expressive, then it is allowed. But, if use as a misleading source indicator, this is not allowed.

3. An alternative to article III courts: Trademark causes of action brought under UDRP and ICANN:

a) White Paper: In 1998, the Dep’t of Commerce drafted the White Paper: it calls for end to direct federal support of Internet name and address coordination services and for a new entity to take over DNS.

-Specifically, it wants a new entity to take over DNS operating under principles of (a) stability, (b) competition, (c) bottom-up coordination and (d) representation.

b) ICANN: in 1998, the Internet Corporation for Assigned Names and Numbers, a private corporation, was created to be the new company in charge of DNS.

(1) The DOC signed a Memorandum of Understanding with ICANN, which charges ICANN with oversight responsibility for technical coordination of domain names and with assuring bottom-up coordination, market competition and global representation.

(2) Important role for TM/DN conflicts: charges ICANN with (a) establishing system for resolving certain TM/DN conflicts; (b) establish policies re DN registration (e.g., no anonymous DN registration); (c) create system for accrediting DN registrars; and (d) determine whether to add new TLDs.

c) UDRP: in 1999, ICANN adopted the Uniform Domain Name Dispute Resolution Policy (UDRP) to resolve disputes between TM owners and DN holders.

(2) All registrars must be accredited by ICANN and must adopt UDRP policies.

(3) Anyone registering (or having registered) a DN through an accredited registrar is bound by UDRP.

(4) Purpose of UDRP: (a) designed to provide quick and inexpensive procedure to be used by TM owners around world to address TM/DN conflicts (as opposed to expensive, time consuming litigation in courts).

(5) Elements for TM owner to establish in order to remove DN: 

a) TM owner must have c/l or federal TM rights in DN.

b) DN is identical or confusingly similar to the TM

c) The DN holder’s registration and use of DN was in “bad faith,” and

d) DN holder’s registration and use was without “rights or legitimate” interests.

(6) UDRP “Bad Faith” Factors:

· Use/Reg. of DN name primarily for the purpose of selling/transferring DN to TM owner for profit.

· Reg. of DN in order to prevent TM owner from using it and pattern of such conduct

· Reg. of DN primarily for the purpose of disrupting business of a competitor

· Use of DN with intentional attempt to attract I-net users to web sight for commercial gain by creating likelihood of confusion with TM owner’s mark as to source, affiliation, or endorsement of website.

(6) DN Holder’s “Rights or Legitimate Interests:” 

a) Before receiving notice of dispute, DN holder used/prepared to use DN in connection with bona fide offering of goods and services;

b) DN holder has been commonly known by DN, even if it hasn’t acquired TM rights; and

c) DN holder is making a legitimate noncommercial or fair use of the domain name, without intent for commercial gain to misleadingly divert consumers or to tarnish the TM at issue.

(7) UDRP remedy: only remedy is cancellation of DN or transfer of DN to TM owner (potential reason to go to US courts).

(8) UDRP procedures: 

· Can only be initiated by TM owners.

· No such thing as a DJ at this stage.

· TM owner selects provider (of arbitrator) and pays costs. The DN registrant can instead opt for 3 panelists, but if he does, he must split the costs.

· Process is conducted online through electronic correspondence.

· Decisions posted on ICANN’s website.

· Decisions are generally rendered within 45-60 days.

(9) UDRP Dispute Resolution Providers:

a) National Arbitration Forum (US based).

b) WIPO (Geneva based)

c) Asian Domain Name Dispute Resolution Center.

d) CPR Institute for Dispute Resolution (US based).

-Outcomes have varied widely depending upon which provider is selected.

(10) “Appeal” of UDRP decision: DN holder can stay enforcement of adverse UDRP decision by filing lawsuit against TM owner within 10 days of adverse decision.

d) Issues and Concerns with UDRP:

(1) Stability: recall that DOC wanted stability. However, there hasn’t appeared to be any role of precedent with UDRP, which has created a system of anarchy and not stability.

(2) Adequate Protection of free speech: fears that it is not sympathetic with US FA concerns and remember that it is supposed to be representative. Example: suppose a site (burlingtoncoatssuck.com) is taken down under UDRP. There might not be an opportunity to appeal b/c might not be a federal question. ICANN can also make rules affecting anonymous speech on the internet. Look how in US courts, court protect FA rights (Bally sucks), but UDRP could come up with a different outcome.

(3) There don’t seem to be adequate checks on the decision maker: checks should be imposed upon power of democracies to implicate fundamental individual rights/collective public good.

